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Abstract

Low-cost genomic sequencing technologies facilitate collection, sequencing, and analysis of vast
quantities of genomic data, fueling our nation’s economic and health leadership posture.
However, this valuable genomic information may not be protected with sufficient rigor
commensurate with cybersecurity and privacy risks. In response, the National Institute of
Standards and Technology (NIST) engaged genomic stakeholders across government, academia,
and industry to inform the voluntary, risk-based guidance contained in this Cybersecurity
Framework (CSF) Profile for Genomic Data. This Profile describes the primary Mission
Objectives of organizations processing genomic data and identifies priority CSF Subcategories
that can help organizations select and implement cybersecurity capabilities that support their
mission. While this Profile shows intersections between cybersecurity and privacy risk
management considerations for processing genomic data, it is focused only on the cybersecurity
aspects of those intersections. Future work is planned to address broader privacy risk
management considerations. The Profile is meant to supplement, not replace, current
cybersecurity and privacy standards and industry guidelines that organizations already use to
secure their genomic data.

Keywords

Cybersecurity Framework Profile; DNA sequencing; executive order; genomics; genomic data;
genomic sequencing; human genome; informed consent.

Reports on Computer Systems Technology

The Information Technology Laboratory (ITL) at the National Institute of Standards and
Technology (NIST) promotes the U.S. economy and public welfare by providing technical
leadership for the Nation’s measurement and standards infrastructure. ITL develops tests, test
methods, reference data, proof of concept implementations, and technical analyses to advance
the development and productive use of information technology. ITL’s responsibilities include the
development of management, administrative, technical, and physical standards and guidelines for
the cost-effective security and privacy of other than national security-related information in
federal information systems.

Supplemental Content

Any potential updates for this document that are not yet published in an errata update or
revision—including additional issues and potential corrections—will be posted as they are
identified; see the NIST IR 8467 (draft) publication details.
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Call for Patent Claims

This public review includes a call for information on essential patent claims (claims whose use
would be required for compliance with the guidance or requirements in this Information
Technology Laboratory (ITL) draft publication). Such guidance and/or requirements may be
directly stated in this ITL Publication or by reference to another publication. This call also
includes disclosure, where known, of the existence of pending U.S. or foreign patent applications
relating to this ITL draft publication and of any relevant unexpired U.S. or foreign patents.

ITL may require from the patent holder, or a party authorized to make assurances on its behalf,
in written or electronic form, either:

a) assurance in the form of a general disclaimer to the effect that such party does not hold
and does not currently intend holding any essential patent claim(s); or

b) assurance that a license to such essential patent claim(s) will be made available to
applicants desiring to utilize the license for the purpose of complying with the guidance
or requirements in this ITL draft publication either:

i.  under reasonable terms and conditions that are demonstrably free of any unfair
discrimination; or

ii.  without compensation and under reasonable terms and conditions that are
demonstrably free of any unfair discrimination.

Such assurance shall indicate that the patent holder (or third party authorized to make assurances
on its behalf) will include in any documents transferring ownership of patents subject to the
assurance, provisions sufficient to ensure that the commitments in the assurance are binding on
the transferee, and that the transferee will similarly include appropriate provisions in the event of
future transfers with the goal of binding each successor-in-interest.

The assurance shall also indicate that it is intended to be binding on successors-in-interest
regardless of whether such provisions are included in the relevant transfer documents.

Such statements should be addressed to: genomic_cybersecurity nccoe@nist.gov.

il
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Executive Summary

The National Institute of Standards and Technology (NIST) National Cybersecurity Center of
Excellence (NCCoE) engaged stakeholders across government, academia, and industry to better
understand the current state of the cybersecurity challenges facing the genomics community.
This collaboration led to NIST publishing NIST Internal Report (NISTIR) 8432, The
Cybersecurity of Genomic Data, an overview of the challenges and opportunities with genomic
data cybersecurity. As a follow-on effort, the NCCoE collaborated with a diverse subset of
stakeholders to conduct working sessions focused on gathering the information needed to
develop this Cybersecurity Framework (CSF) Profile for Genomic Data.

The CSF Profile for Genomic Data provides voluntary guidance to help organizations manage
and reduce cybersecurity risks for systems, networks, and assets (collectively referred to as
‘systems’ in the document') that process any type of genomic data. Human genomic data plays a
significant role in the bioeconomy. While the focus of this CSF Profile is cybersecurity,
whenever human genomic data is processed, privacy risk management considerations must also
be addressed. As a result, privacy is referenced in multiple places throughout this CSF Profile
where cybersecurity and privacy risks overlap. NIST plans to address the broader privacy
landscape for genomic data by creating a Profile using the NIST Privacy Framework: A Tool for
Improving Privacy Through Enterprise Risk Management (‘“Privacy Framework’). Once created,
the Privacy Framework Profile for Genomic Data should be used as a complementary tool to this
CSF Profile.

This CSF Profile identifies 12 genomic-related Mission Objectives and the prioritized relevant
CSF Subcategories to help organizations protect genomic data throughout the data lifecycle.
Prioritizing cybersecurity capabilities based on their organization’s Mission Objectives can
inform cybersecurity decision-making. The Profile is intended to supplement, not replace,
existing cybersecurity activities, practices, policies, and guidance. Organizations should consider
their unique obligations, operating environment, and Mission Objectives when prioritizing and
implementing cybersecurity capabilities and controls.

Cyber attacks targeted at systems that process genomic data could impact the confidentiality,
integrity, and availability of that data, introducing economic, privacy, discrimination, and
national security risks. Organizations rely on genomic data sharing to advance scientific and
medical research, improve health outcomes, and compete within the bioeconomy and thus
genomic data often needs to be aggregated from multiple sources. The selection of cybersecurity
and privacy capabilities for genomic data is complicated by the broad and diverse nature of the
genomics community, including biopharmaceutical research, healthcare, law enforcement, and
agriculture. In addition, organizations that share data with stakeholders in multiple countries may
have requirements for protecting genomic data or the cross-border transfer of data.

Organizations processing genomic data can use this Profile to:

e Understand genomic data cybersecurity considerations

! The CSF uses the term asset to describe “the data, personnel, devices, systems, and facilities that enable the organization to achieve business
purposes” (ID.AM).
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e Assess current organizational cybersecurity practices to identify gaps and areas of
improvement for existing practices or infrastructure

e Develop individualized organizational Current (As-Is) and Target (To-Be) Profiles

e Prioritize investments in cybersecurity capabilities aligned to the CSF Subcategories
identified as most important to support organizational Mission Objectives

¢ Understand the relationship between cybersecurity and privacy risk management

1. Introduction

The National Institute of Standards and Technology (NIST) Cybersecurity Framework (CSF)
provides guidance to help organizations manage, reduce, and communicate cybersecurity risks.>
The CSF, created through collaboration with a diverse range of stakeholders, uses a standardized
format and a risk-based approach to address cybersecurity issues. Although the Framework
presents a variety of mitigations, a Profile such as this tailors and prioritizes mitigations for a
specific sector or industry.

The NIST National Cybersecurity Center of Excellence (NCCoE) engaged stakeholders from
government, academia, and industry to better understand the current state of the cybersecurity
challenges facing the genomics community. In 2022, the NCCoE conducted two public
workshops [1][2]—the first concentrating on the challenges faced or anticipated by the
community and the second focusing on solutions to help address those challenges. NIST
published NIST Internal Report (NISTIR) 8432, The Cybersecurity of Genomic Data [3], to
further explore and document the concepts identified in the workshops, including the concerns
and challenges associated with processing genomic data, the current state of relevant
cybersecurity risk management practices®, gaps in implementing genomic data protections, and
potential solutions along with areas for further research. NISTIR 8432 can be used as a
supplement to this document, providing context and background for better understanding the
current state of cybersecurity practices when processing genomic data.

As a follow-on effort, the NCCoE collaborated with a diverse subset of those same stakeholders
to conduct working sessions designed specifically to generate the information needed to develop
this CSF Profile for Genomic Data.

1.1. Purpose

This CSF Profile for Genomic Data provides voluntary guidance to help organizations manage
cybersecurity risks for systems that process genomic data. The Profile helps organizations
prioritize cybersecurity capabilities based on their Mission Objectives, which can inform
cybersecurity decision making. The Profile is intended to supplement, not replace, existing
cybersecurity activities, practices, policies, and guidance. Organizations should consider their
own obligations, operating environment, and Mission Objectives when prioritizing and
implementing cybersecurity capabilities and controls.

2 The NIST Privacy Framework provides similar guidance for privacy.
3 The focus of the workshops was on cybersecurity, but many participants noted the importance of privacy, too.



304
305
306
307
308
309
310

311
312

313
314

315

316
317

318

319
320
321
322
323
324
325
326
327
328
329
330
331
332
333
334
335
336
337

338

339
340
341
342
343
344

NIST IR 8467 ipd CSF Profile for Genomic Data
June 2023

The selection of cybersecurity capabilities for genomic data is complicated by the broad and
diverse nature of the genomics community, including biopharmaceutical research, healthcare,
law enforcement, and agriculture. Cyber attacks targeted at systems that process genomic data
could impact the confidentiality, integrity, and availability of that data, introducing economic,
privacy, discrimination, and national security risks. While the purpose of the Profile is to provide
cybersecurity guidance, it also acknowledges the intersection of cybersecurity with privacy (see
Sec. 2.3).

Organizations processing genomic data can use this Profile to:
e Understand genomic data cybersecurity considerations

e Assess current organizational cybersecurity practices to identify gaps and areas of
improvement for existing practices or infrastructure

e Develop individualized organizational Current (As-Is) and Target (To-Be) Profiles

e Prioritize investments in cybersecurity capabilities aligned to the CSF Subcategories
identified as most important to support organizational Mission Objectives

e Understand the relationship between cybersecurity and privacy risk management

Executive Order (EO) 14081, Advancing Biotechnology and Biomanufacturing Innovation for a
Sustainable, Safe, and Secure American Bioeconomy, was issued on September 12, 2022 [EO
14081]. The order seeks to implement a whole-of-government approach for bolstering
biotechnology and biomanufacturing, which includes advancing a biological data ecosystem that
spurs innovation while adhering to security and privacy standards. The EO directs the Secretary
of Homeland Security, in coordination with the Secretary of Commerce (acting through the
Director of NIST) and other government agencies, to identify and recommend cybersecurity best
practices for biological data stored on Federal Government information systems. Genomic data is
one form of multipurpose, high-value biological data used by Federal Government agencies as
well as the private sector. Section 4 of the EO calls for establishing a “Data for the Bioeconomy
Initiative (Data Initiative)” that will identify data types and sources critical to the bioeconomy.
The EO addresses genomic data, its role in the bioeconomy, and the need to develop data
protection plans that address security, privacy, and risks to this data and other related data types.
This Profile serves as one source for identifying and recommending cybersecurity best practices
for protecting the security of genomic data. This Profile also provides a subset of privacy-related
cybersecurity best practices, but it does not address the entirety of privacy risk management.
Additional work is needed to develop a complementary Privacy Framework Profile to address
privacy risks. For example, the Privacy Framework more fully contemplates the privacy aspect
of data provenance and other privacy risk management capabilities like disassociated processing.

1.2. Scope

Genomic information, which may be processed from microbial, fungus, plant, and animal
species, including humans, exists in different forms throughout its lifecycle, which may include
the following phases: sample collection, sample preparation, data generation, and data analysis.
Fig. 1 illustrates this lifecycle, identifying the primary scope for this Profile to be genomic data
generated via sequencing or other techniques, as well as data generated by subsequent analyses,
highlighted in blue [4].


https://www.govinfo.gov/app/details/FR-2022-09-15/2022-20167
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Sample Collection

Sample Preparation

Data Generation

Data Analysis

Fig. 1. Genomic Data Lifecycle Phases; Naveed et al. [4]

While this CSF Profile addresses cybersecurity risk, it also addresses some aspects of privacy
risk where the two areas overlap (see Sec. 2.3 for a discussion regarding the relationship between
cybersecurity and privacy). Organizations processing human genomic data consider the privacy
protections not only of donors, but also relatives, whose privacy may be impacted because of the
unique and lasting potential for identifying individuals and their relatives through
deoxyribonucleic acid (DNA) samples. When human genetic material is processed, the sample
preparation, data generation, and data analysis phases can be subject to privacy considerations,
such as notice and informed consent, that are initially addressed during sample collection. Due to
the impact of these privacy considerations on the steps that are in scope, this Profile also includes
cybersecurity guidance for protecting the privacy-related processes that are initiated during
earlier phases in the genomic data lifecycle. Additional guidance is needed to address the full
scope of privacy considerations and is beyond the scope of this Profile.*

1.3. Audience

The intended audience for the Profile includes organizations across public and private sectors
who process genomic data. This CSF Profile for Genomic Data can be used by organizations to
identify and communicate cybersecurity expectations with internal and external parties. The
Profile can also be used by organizational leadership to generate priorities tailored to the
operational aspects of the organization.

1.4. Document Structure

This document is organized into the following sections:

e Section 2 provides an overview of genomic data and a description of the relationship
between cybersecurity and privacy.

e Section 3 presents additional information on the NIST CSF, CSF Profiles, and their
application.

e Section 4 describes the methodology used to develop this Profile.

e Section 5 discusses genomics community organizational Mission Objectives and their
prioritization.

4 Future NCCoE work is planned to create a companion Privacy Framework Profile for Genomic Data.
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e Section 6 prioritizes CSF Subcategories for each Mission Objective and provides the
rationale for prioritization.

e The References section contains cited resources.

e Appendices include acronyms and abbreviations and a glossary.

2. Overview of Genomic Data

A genome contains the full set of instructions, generally in the form of DNA, to form an
organism. Instructions are encoded in the sequence of the nucleotide subunits (also called bases),
adenine (A), cytosine (C), guanine (G), and thymine (T), that comprise the DNA molecule. A
segment of bases containing the instructions for making a product, like a protein, is called a
gene. An individual organism’s DNA sequence is largely unchanged throughout its life.
Variations in the number and kinds of genes across a population underpin the diversity of life on
earth. Some genes give rise to observable traits, termed phenotypes, like flower color, cell shape
and size, resistance to chemicals (e.g., pesticides, insecticides), hair or eye color, blood type, and
facial features. Other phenotypes may include the presence of or susceptibility to certain medical
conditions. Genomic data is unique, immutable, associative, and conveys important health,
phenotype, and personal information about individuals and their kin (past and future).

DNA sequencing is a key method researchers use to understand genomic information.
Sequencing identifies the order of bases across a stretch of DNA or even the whole genome. The
procedure begins with sample collection, followed by DNA purification and processing to build
a technology-specific DNA library suitable for sequencing. The prepared sample is then applied
to a specially designed substrate, like a glass flow cell, used by the sequencing instrument to read
the order of the DNA bases. The sequencer typically outputs raw data in the form of sequence
reads (e.g., DNA sequences read by the instrument), identifiers (i.e., information about the
sample and the read), and quality scores for each base call. The resulting data may be processed
further to filter out low-quality reads, align to a reference genome, identify variants, or annotate
genomic regions. Further analyses of the genomic data differ based on intended application and
may include:

e Using genetic information to prevent, diagnose, or treat disease
e Understanding genetic diversity of plants and animals in the environment
e Identifying individuals for genealogical or law enforcement purposes

Genomic sequencing data files are often large and stored on-premises or in the cloud for
processing and analysis. Sensitive genomic data may be subject to access controls or encrypted
to preserve security and privacy. Non-sensitive genomic data may be uploaded to public or
limited-access databases, like the sequence read archive (SRA) or the database of Genotypes and
Phenotypes (dbGaP) that are run by the National Center for Biotechnology Information (NCBI)
at the National Institutes of Health (NIH). Genomic data may also reside in other formats that
summarize only key information. For instance, genomic data in electronic health records may
focus on identifying known variants of medical significance. Genomic data can be at risk of
being intercepted, corrupted, overwritten, or deleted at each stage in its lifecycle. The impacts of
these risks span all forms of genomic information and include compromising confidentiality
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(leaking of personal or institutional data), integrity (providing false or inconclusive results), and
availability (rendering devices, processes, services, or facilities unavailable).

21. The Genomic Data Ecosystem and Bioeconomy

The term bioeconomy describes the economic activity derived from biotechnology and
biomanufacturing. The bioeconomy spans multiple public and private sectors, including
universities, associations or nonprofits, governmental agencies, industry, and data subjects.
Individuals and organizations in these sectors operate across multiple industries, including
healthcare, research and development, agriculture, law enforcement, genealogy, manufacturing,
and direct-to-consumer services. Although the boundaries of the bioeconomy are not always
clear, activities that use natural resources, but not biological products, are typically not part of
the bioeconomy. Genomic data is a critical asset that supports the bioeconomy.

The complex genomic data ecosystem includes a variety of individuals and organizations from
the sectors participating in the bioeconomy. Participants in the genomic data ecosystem may
generate, curate, and/or analyze genomic data to support operations or make decisions. Examples
in which genomic data factor into the ecosystem include:

e Sequencing service providers generating sequence DNA for customers

e Research institutes generating or using genomic data for fundamental or biomedical
research

¢ Biotechnology and pharmaceutical industry generating or analyzing genomic information
to research a disease or develop therapeutics

¢ Cloud service providers storing, transferring, or providing capabilities to analyze
genomic data

e Law enforcement agencies using genomic data for identification purposes

e Healthcare providers generating and using genomic information to diagnose or treat
health conditions

The genomic data ecosystem continues to evolve and may expand in the future as new
technologies and applications are developed.

2.2. Genomic Data Security and Privacy Concerns and Challenges

Processing any type of genomic data often includes sharing and aggregation from multiple
sources to advance scientific and medical research, improve health outcomes, and compete
within the bioeconomy. Processing human genomic data requires additional security and privacy
protections, such as providing information about processing practices for transparency, managing
data in accordance with differing preferences and consents expressed by the subjects, and
providing adequate technological and policy controls that implement these requirements while
also meeting genomic data processing needs. Responsible data sharing and analytics facilitate
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commerce, technological development, and research while protecting security and privacy (e.g.,
respecting informed consent and protecting individuals from potential privacy problems?®).

Concerns in protecting genomic data include economic, privacy, discrimination, and national
security. For example:

e Economic security concerns of the bioeconomy include intellectual property infringement
due to exfiltration of genomic data or operational disruption due to the loss of availability
of sequencing or processing services for genomic data.

e Privacy concerns result from the inherent value and immutable nature of genomic data.
As use of genomic data expands, the value of a person’s genomic data increases. A
person’s DNA remains unchanged throughout their lifetime and even closely resembles
the DNA of relatives. Privacy concerns are exacerbated because human genomic data,
even small fragments of a person’s whole genome, can usually be re-identified. Even
without the identifying metadata, genetic fragments may be re-identified when combined
with available datasets, such as ancestry data, self-shared identified genomic data of
distant relatives, surname inference, and age [5][6][7][8]. Identified or re-identified
human genomic data can lead to emotional distress or discrimination based on disease
risk, the revelation of hidden consanguinity or phenotypes including health, emotional
stability, mental capacity, appearance, and physical abilities. Obtaining meaningful or
informed consent and ensuring genomic data processing remains in synch with given
consent over time, especially as data is shared and aggregated, helps individuals have
some control to address their concerns, but can be challenging for organizations to
manage.

e Discrimination can also stem from sample bias. Artificial intelligence and statistical
techniques analyze large sets of genomic data to predict disease and treatment efficacy.
Predominantly, these analyses currently use data sets where minority communities are
underrepresented. Lack of sample diversity can impact the results and cause
discrimination with corresponding potential harms to those not well represented in the
sample set [9][10][11].

e National security concerns arise from genomic data’s ability to uniquely identify
individuals, their kinship to others, phenotypes, and mental and physical health risks.
Concerns include its use for population surveillance or extortion of citizens, military, and
intelligence personnel [12].

This Profile is designed to help organizations address the cybersecurity aspects of these concerns
through identifying, prioritizing, and achieving the outcomes that are appropriate for their
Mission Objectives and the sensitivity of the genomic data they are processing. Further work is
planned to develop a Privacy Framework Profile to address the broader privacy aspects of these
concerns. Section 2.3 describes the relationship between cybersecurity and privacy risk.

° Examples of the types of problems individuals may experience as a result of genomic data processing activities include dignity loss,
discrimination, loss of autonomy, and loss of trust. See Section 2.3 of this CSF Profile for Genomic Data for further discussion regarding the
cybersecurity and privacy risk relationship.
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2.3. Cybersecurity and Privacy Risk Relationship

Cybersecurity and privacy are independent and separate disciplines. However, as shown by the
Venn diagram in Fig. 2, some of their objectives do overlap and are complementary.
Cybersecurity programs are responsible for protecting information and systems from
unauthorized access, use, disclosure, disruption, modification, or destruction (i.e., unauthorized
system activity or behavior) to provide confidentiality, integrity, and availability as well as
ensuring organizations comply with applicable cybersecurity requirements. Privacy programs are
responsible for managing the risks to individuals associated with data processing throughout the
information lifecycle® to provide predictability, manageability, and disassociability’ as well as
ensuring organizations comply with applicable privacy requirements. Fig. 2 illustrates this
relationship between cybersecurity and privacy risks, showing both where they overlap and
where they are distinct.

Cybersecurity /

Risks eyber Privacy Risks

associated with SCCUlity associated with
cybersecurity incidents re!ated privacy events
arising from loss of RIVACY arising from data
confidentiality, integrity, \ events processing
or availability \
\

Fig. 2. Cybersecurity and Privacy Risk Relationship (from the NIST Privacy Framework)

While the overlap between cybersecurity and privacy risk management is important, the
distinction between the two is also critical to understand. Managing cybersecurity risk
contributes to managing privacy risk (e.g., controlling access to data protects against privacy
breaches by limiting who can access data and the actions they can perform), but managing
cybersecurity risk alone is not sufficient, as permitted data processing activities can introduce
privacy risks that are unrelated to cybersecurity incidents. Some data processing activities and
technologies inherently introduce privacy risk but may be necessary for valid business purposes.
These privacy risks must be managed when they arise. For example, during data processing,
genomic data that has been stripped of related metadata may be combined with data from other
sources, such as genealogical databases or public records. Or genomic data may be combined
with other contextual information, such as a hospital, geographical information, or medical
condition. Activities like these that combine genomic data with other data can result in
information that exposes a donor’s identity. While there may be many valid reasons to combine
data from multiple sources, doing so can lead to re-identification of donors. This does not mean
that genomic data should not be combined with other data. Rather, it means that when this
capability is provided, organizations should be aware of and manage the privacy risk introduced
accordingly.

¢ The information lifecycle includes creation, collection, use, processing, dissemination, storage, maintenance, disclosure, or disposal
(collectively referred to as “processing”) of data that may impact privacy.

7 Definitions for predictability, manageability, and disassociability, which are privacy engineering objectives, can be found in the NIST Privacy
Framework.
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This Profile only addresses privacy considerations in the overlap section of the Venn diagram.
There are many privacy activities and outcomes in the remainder of the privacy circle that are
outside of the scope of the CSF. For example, considering contextual factors that influence data
processing in systems, products, and services. The NIST Privacy Framework can be applied in
an analogous manner to address the full scope of privacy risk.

2.3.1. Privacy Risk Management Overview

Privacy risk can impact both individuals (donors or their kin) and organizations, including
genomic data programs. Managing privacy risks requires genomic data programs to understand
and apply privacy risk management concepts. Members of the genomic data community that are
in roles that can impact privacy should also have a clear understanding of how to identify and
address privacy risks that may arise during the performance of their role(s).

The NIST Privacy Framework is a tool to help organizations manage privacy risk. Just as
genomics programs consider the risks associated with cybersecurity incidents, they should also
consider privacy events (i.e., the occurrence or potential occurrence of problematic data
actions®). Privacy events can occur at any point throughout the genomic data lifecycle from
sample collection through data disposal. The privacy events that occur at an organization or in a
system can lead to a variety of potential privacy problems that individuals experience. The NIST
Privacy Framework describes privacy problems as ranging from dignity-type effects (such as
embarrassment or stigmas) to more tangible harms such as discrimination, economic loss, or
physical harm.” Privacy problems can arise from a donor’s interaction with a genomics
capability. Some problems can also arise for donors and relatives simply from their information
being processed by genomics systems, products, and services, even when the data being
processed is not directly linked to identifiable individuals.

A genomic data program may experience impacts that are a result of its role in contributing to
privacy risks to individuals, such as noncompliance costs, revenue loss arising from customer
abandonment of products and services, or harm to its external reputation or internal culture as a
result of the privacy problems individuals may experience. Organizations typically manage these
types of program impacts at the enterprise risk management level; by connecting problems that
individuals experience to these well-understood program and organizational impacts,
organizations can bring privacy risk into parity with other risks they are managing in their
broader portfolio and drive more informed decision-making about resource allocation to
strengthen privacy programs. Fig. 3 illustrates this relationship between privacy risk and
organizational risk.

8 A problematic data action is a data action or data processing activity that could cause an adverse effect for individuals.

% NIST published the Catalog of Problematic Data Actions and Problems to provide examples that help organizations understand and label the
ways data processing activities can impact privacy (“problematic data actions”) and examples problems that individuals could experience as a
result. The catalogue is available at: PrivacyEngCollabSpace/catalog-PDAP.md at master - usnistgov/PrivacyEngCollabSpace - GitHub.
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Problem Individual Organization
Arises from data processing Directly experiences privacy Experiences other impacts as
(e.g., Induced Disclosure, Re- impact (e.g., embarrassment, a result of causing privacy
identification, Surveillance, discrimination, economic loss) impact to individual (e.g.,
Unanticipated Revelation) customer abandonment,

noncompliance costs, harm to
reputation or internal culture)

Fig. 3. Relationship Between Privacy Risk and Organizational Risk°.

2.3.2. Cybersecurity and Privacy Risk Management for Genomic Data

Understanding the different origins of cybersecurity and privacy risks enables programs
processing genomic data to effectively manage both areas of risks in the systems and services
they design. NIST developed both the Cybersecurity Framework and the Privacy Framework to
help organizations manage cybersecurity and privacy risk. These two frameworks work together
and share some content where the needs of cybersecurity and privacy overlap.

In addition to the cybersecurity-focused CSF Profile for Genomic Data, NIST plans to develop a
Privacy Framework Profile for genomic data. In the meantime, practitioners should also review
the NIST Privacy Framework for additional Subcategories that may benefit their programs and
the individuals they serve.

3. The NIST Cybersecurity Framework

Created through collaboration between industry and government, the NIST CSF provides
prioritized, flexible, risk-based, and voluntary guidance based on existing standards, guidelines,
and practices to help organizations better understand, manage, reduce, and communicate
cybersecurity risks. Although it was originally designed for organizations that are part of the
U.S. critical infrastructure, many other organizations in the private and public sectors (including
federal agencies) use the CSF. The CSF enables organizations—regardless of size, degree of
cybersecurity risk, or cybersecurity sophistication—to apply the principles and best practices of
risk management to improving security and resilience. It provides a common language for
understanding, managing, and expressing cybersecurity risk and for conducting management-
level cybersecurity communications among internal and external stakeholders and across an
organization, regardless of cybersecurity expertise.

The NIST CSF consists of three main components'!:

1. The CSF Core is a catalog of desired cybersecurity activities and outcomes using
common language that is easy to understand regardless of cybersecurity expertise. The

10 Adapted from NIST Privacy Framework, Figure 3, Catalog of Problematic Data Actions and Problems.
! The terms Core, Implementation Tiers, Profile, Mission Objectives, Function, Category, and Subcategory are capitalized when they are used to
describe elements of the Cybersecurity Framework throughout this document.

10
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3.1.

Core guides organizations in managing and reducing their cybersecurity risks to
complement an organization’s existing cybersecurity and risk management processes.

Implementation Tiers provide context for how an organization views cybersecurity risk
management. The Tiers help organizations understand whether they have a functioning
and repeatable cybersecurity risk management process and the extent to which
cybersecurity risk management integrates with broader organizational risk management
decisions. (Although part of the CSF, for the purposes of this Profile further discussion
on Implementation Tiers is excluded.)

Profiles are a customized alignment of organizational requirements, objectives, risk
appetite, and resources against the desired outcomes of the CSF Core. Profiles are
primarily used to identify and prioritize opportunities for improving cybersecurity at an
organization within a specific industry or sector.

The Cybersecurity Framework Core

The CSF articulates cybersecurity activities and outcomes using common language that all levels
of an organization, from the executive level to the individuals with operational roles, can
understand. It also provides examples of available resources to help organizations achieve those
outcomes. The Core consists of five concurrent and continuous Functions—Identify, Protect,
Detect, Respond, Recover. When considered together, these Functions provide a high-level,
strategic view of the lifecycle of an organization’s management of cybersecurity risk.

Identify: Develop the organizational understanding to manage cybersecurity risk to
systems, assets, data, and capabilities. The activities in the Identify Function are
foundational to the effective use of the CSF, enabling an organization to focus and
prioritize its efforts in a manner consistent with its risk management strategy and
business needs.

Protect: Develop and implement the appropriate safeguards to ensure the delivery of
critical infrastructure services. The activities in the Protect Function support the ability to
limit or contain the impact of a potential cybersecurity event.

Detect: Develop and implement the appropriate activities to identify the occurrence of a
cybersecurity event. The activities in the Detect Function enable timely discovery of
cybersecurity events.

Respond: Develop and implement the appropriate activities to take action regarding a
detected cybersecurity event. The activities in the Respond Function support the ability to
contain the impact of a potential cybersecurity event.

Recover: Develop and implement the appropriate activities to maintain plans for
resilience and to restore any capabilities or services that were impaired due to a
cybersecurity event. The activities in the Recover Function support timely recovery to
normal operations to reduce the impact of a cybersecurity event.

The CSF Core identifies underlying Categories and Subcategories for each Function. Table 1
presents the five Functions including 23 Categories of cybersecurity outcomes such as “Asset
Management” and “Protective Technology.”

11
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614 Table 1. Cybersecurity Framework Functions and Categories.
. Categor
Function Func?wn Uni(sc,;uey Category
Identifier "
Identifier

ID.AM Asset Management
ID.BE Business Environment

IDENTIFY D ID.GV Governance
ID.RA Risk Assessment
ID.RM Risk Management Strategy
ID.SC Supply Chain Risk Management
PR.AC Access Control
PR.AT Awareness and Training
PR.DS Data Security

PROTECT PR PR.IP Information Protection Processes and

Procedures

PR.MA Maintenance
PR.PT Protective Technology
DE.AE Anomalies and Events

DETECT DE DE.CM Security Continuous Monitoring
DE.DP Detection Processes
RS.RP Response Planning
RS.CO Communications

RESPOND RS RS.AN Analysis
RS.MI Mitigation
RS.IM Improvements
RC.RP Recovery Planning

RECOVER RC RC.IM Improvements
RC.CO Communications

615  The Categories are further broken down into 108 Subcategories of specific technical or
616  management activities. Section 6 presents the CSF Profile for Genomic Data and prioritizes all
617 108 Subcategories for each Mission Objective, using one table for each of the 23 Categories.

618  The Core also identifies Informative References—existing standards, guidelines, and practices—
619 that provide practical guidance to help an organization achieve the desired outcome of each

620  Subcategory. The Informative References are now maintained in the NIST Cybersecurity and
621  Privacy Reference Tool (CPRT) [13], which offers a consistent format for accessing the

622  reference data of NIST cybersecurity and privacy standards, guidelines, and frameworks. Fig. 4
623  shows an example of the Subcategories and Informative References within the Business

624  Environment Category.

12
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Subcategory Informative References
# [ID.BE-1: The ICOBIT 5 APD01.02, DSS06.03
organization’s role in the [I5A 62443-2-1:20054.3.2.3.3
ISOfIEC 27001:2013 A6.1.1

NIST 5P 800-53 Rewv. 4 CP-2, PS-7,
PM-11

ID.BE-2: The ICOBIT 5 APODE.04, APO0S.05,
organization’s place in  (APO10.03, APO10.04, APO10.05
critical infrastructure and [SO/IEC 27001:2013A.15.1.3,

its industry sector is [
A NIST 5P 800-53 Rew. 4 CP-2, 54-12

supply chain is identified

Function
I and communicated

Risk Assessment
Risk Management Strategy

Supply Chain Risk Management!!

Identity Management, Authentication and identified and
Access Control™* communicated

Awareness and Training ID.BE-3: Priorities for ICOBIT 5 APOD2.06, APO03.01
Data Security organizational mission,  [NIST 5P 800-53 Rev. 4 PM-8
Information Protection Processes & Procedures objectives, and activities
are established and

Maintenance .
Protective Technology communicated
anomalles and Events |D.BE-4: Dependencies ICOBITS APQDZ.01, APDDZ.06,
Security Continuous Monitoring and critical functions for APO03.01

Detection Processes delivery of critical I5A 62443-2-1:20094.2.2.1, 4.2.3.6
Response Planning MIST 5P 800-53 Rew. 4 PM-11, 5A-14

Communications
Analysis ID.BE-5: Resilience ISO/IEC 27001:2013 A.11.2.2,

Mitigation requirements to support pA.11.2.3,A.12.1.3

Improvements delivery of critical ::IST 5P 800-53 Rev. 4 CP-8, PE-9,
Facoua L HNNTE \._|services are established ki
Improvements
Communications

services are established

Fig. 4. NIST CSF Subcategories and Informative References Example 2.

3.2. CSF Profiles

A CSF Profile (Profile) is the alignment of the Functions, Categories, and Subcategories with the
business requirements, risk tolerance, and resources of the organization.'® Profiles can be used to
identify opportunities for improving cybersecurity posture by comparing a “Current” Profile (the
“as 1s” state) with a “Target” Profile (the “to be” state).

A Target Profile offers a prioritization of NIST CSF Subcategories based on priority mission and
operational considerations for a specific community, industry, or group of stakeholders, such as
the genomics community. Target Profiles serve as a useful starting point for identifying and
engaging in discussions about cybersecurity activities and outcomes that are important to the
Profile’s user community. Within an organization, Target Profiles offer a consistent way to
discuss cybersecurity objectives across organizational roles—from senior leadership to technical
implementors—using common terminology. Individuals within the organization may use the
Profile to prioritize the allocation of resources to cybersecurity improvements or to address areas
of specific risk.

Profiles are oriented around an organization’s Mission Objectives, high-level goals that must be

achieved for the organization to succeed in meeting its primary mission. The Mission Objectives
provide the necessary context for an organization to manage its cybersecurity risk as it relates to
a specific mission need. Profiles identify the CSF Subcategories that are especially relevant to

12 Adapted from: The Framework for Improving Critical Infrastructure Cybersecurity Presentation: https://www.nist.gov/news-
events/events/2018/04/webcast-cybersecurity-framework-version-11-overview.
13 NIST Cybersecurity Framework, Section 2.3.

13


https://www.nist.gov/news-events/events/2018/04/webcast-cybersecurity-framework-version-11-overview
https://www.nist.gov/news-events/events/2018/04/webcast-cybersecurity-framework-version-11-overview

644
645
646

647
648
649
650
651

652

653
654
655
656

657
658
659
660
661

662
663
664
665
666
667
668

669
670
671
672
673
674
675
676
677

678

679
680
681
682
683

NIST IR 8467 ipd CSF Profile for Genomic Data
June 2023

each Mission Objective and suggest how those CSF Subcategories should be prioritized. An
organization can adapt the Mission Objectives and CSF Subcategory prioritization to fit its
unique needs.

Organizations use both Current and Target Profiles. Current Profiles describe the as-is status of
an organization in achieving each Subcategory. Target Profiles described the desired to-be state
the organization would like to achieve. Individuals within the organization may use the Current
and Target Profiles to analyze the cybersecurity program and to prioritize allocation of resources
to cybersecurity improvements.

3.3. Applying the Cybersecurity Framework to Genomic Data

This CSF Profile for Genomic Data prioritizes CSF Core Subcategories designed to help an
organization protect genomic data throughout the data lifecycle (illustrated in Fig. 1).
Organizations can use the Profile guidance, rationale, and considerations to examine and
potentially improve their existing cybersecurity practices and activities.

Organizations may apply the CSF Profile to their organization by first identifying and describing
their mission and business objectives. Section 5 details 12 Mission Objectives for the genomic
data ecosystem developed with stakeholder input. Organizations may apply these or similar
Mission Objectives or develop their own. Each organization should prioritize Mission Objectives
based on their requirements and strategic goals.

Next, organizations can crosswalk their Mission Objectives to the CSF Profile’s Subcategories,
using the tables in Sec. 6 to identify priority Subcategories. They can use the General Rationale
and Mission Objective Specific Considerations from Sec. 6 to prioritize the Subcategories for
their organization. During this activity, organizations should consider any constraints or
guidance (e.g., applicable state laws, policies, standards), risks, and other influencing factors. At
each step, organizations can document rationale, considerations, and any additional informative
references.

Based on those priorities and adjustments, organizations should examine their current
cybersecurity activities and priorities. Organizations can then identify any gaps between current
cybersecurity capabilities and the target state identified by the Profile’s priorities or the
organization’s adjustment of the Profile’s priorities. This gap analysis can help an organization
determine if re-allocation of cybersecurity resources toward higher priority capabilities would
help them achieve those prioritized Subcategories and therefore, better achieve their
organization’s Mission Objectives. Organizations that process human genomic data should also
examine the Privacy Framework Subcategories to address privacy concerns more fully, such as
managing donor consent preferences throughout data processing.

4. Profile Development Methodology

Developing a CSF Profile is a collaborative stakeholder-driven process. The input from a diverse
group of stakeholders who are experts across the genomics community helps to ensure that the
Profile aligns cybersecurity outcomes with business and mission requirements. This section
describes how the NCCoE gathered input and garnered consensus from a diverse group of
stakeholders to produce this Profile.

14
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Between October 2022 and February 2023, the NIST NCCoE hosted five virtual working
sessions with 33 genomics community stakeholders from government, universities, a non-profit
think tank, and industry, including instrument manufacturers and cloud service providers. The
working sessions sought to develop and prioritize Mission Objectives for the CSF Profile for
Genomic Data and to prioritize CSF Categories for each Mission Objective. The NCCoE
facilitated the working sessions to solicit input from the stakeholders, who served as subject
matter experts to identify objectives specific to managing and maintaining genomic data
ecosystems at their organization.

The first working session introduced stakeholders to the NIST CSF and provided an overview of
the approach for developing this Profile. The next two working sessions included brainstorming
and focused discussions to describe organizational Mission Objectives from the genomic data
stakeholder community perspective and prioritize the Mission Objectives based on their
importance to organizational operations. The resulting 12 prioritized Mission Objectives are
described in Sec. 5 of this Profile. In the final two working sessions, the stakeholders conducted
scoring activities designed to prioritize CSF Categories for each Mission Objective.

Following completion of the working sessions, the NCCoE team of subject matter experts in
genomic data, cybersecurity, and privacy analyzed the outputs from the stakeholder Category
prioritization and used them to inform CSF Subcategory priorities for each Mission Objective.
During CSF Subcategory discussions, the NCCoE team documented general rationales for why
an organization would prioritize a Subcategory along with specific rationale for prioritizing
Subcategories for each Mission Objective. The details from this analysis are summarized in Sec.
6 of this document, serving as the primary content in this CSF Profile for Genomic Data.

5. Genomic Data Mission Objectives

The working session discussions resulted in 12 Mission Objectives that characterize high-level
critical operational needs to an organization to meet its primary mission in the genomic data
processing ecosystem. The Mission Objectives are operational imperatives. In some cases, the
Mission Objectives are focused on cybersecurity or privacy needs, though the overall set of
objectives are broader than cybersecurity or privacy. While this Profile focuses on cybersecurity
activities and outcomes, many of these Mission Objectives also rely on privacy activities and
outcomes that can be found in the Privacy Framework Core.

During the working sessions stakeholders ranked the Mission Objectives based on priority levels
shown in Table 2. Their prioritization is meant to be informative rather than prescriptive. Each
organization should consider its own goals and priorities when consulting this Profile and adjust
how the organization may apply guidance accordingly. Descriptions for each Mission Objective
follow, including rationale for the prioritization and a keyword used to identify the Mission
Objective in the tables in Sec. 6.

15
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Table 2. CSF Profile for Genomic Data Mission Objectives.

Priority Mission Objective (Keyword)

[y

Manage provenance and data integrity throughout the genomic data lifecycle (Data)

Preserve privacy of relatives (Relatives)

Identify, model, and address security and privacy risks to genomic data (Risks)

Manage informed consent throughout the genomic data lifecycle (Consent)

Preserve privacy of donors (Donors)

Manage authorized data access (Access)

Maintain trust and manage reputational risk (Trust)

Facilitate research and education to advance science and technology (Research)

| 0 Q| N | A W N

Maintain compliance to laws and regulations (Legal)

[y
[—]

Protect intellectual property (IP)

[
[

Enable and preserve sample diversity (Diversity)

[y
(]

Promote the use of secure platforms for the controlled sharing of genomic data
(Platforms)

This CSF Profile addresses cybersecurity aspects of these Mission Objectives, the
Privacy Framework Profile will address the privacy aspects of these same Mission

Objectives.

5.1. Objective 1: Manage provenance and data integrity throughout the genomic
data lifecycle

The complex genomic data lifecycle introduces challenges in maintaining the data integrity and
authenticity required for use by the genomics community. Effectively managing the genomic
data lifecycle improves data security, integrity, and provenance. Provenance describes the source
and processing of the genetic information including sequence information, annotations, derived
data, data version, software version, software configurations, and analysis parameters.
Provenance in the genomic data lifecycle can be maintained when introducing any data series.
Data integrity protections can include assurances that data are correct and that the chain of
provenance remains intact. Maintaining genomic data integrity throughout the data lifecycle
requires hardware and software security, effective data storage and analysis, as well as secure
dissemination and sharing of data sets through interconnected systems. Sharing genomic data is
uniquely important in this process because it becomes increasingly difficult to preserve original
source rights and privacy rights over time as data is shared with third parties. Integrating data
integrity assurances early in the data lifecycle, such as during research study design, also
improves security outcomes.

Rationale: Data provenance and integrity were identified as the highest priority because of their
impact on all Mission Objectives. If the data cannot be trusted, then the research, investigations,
and consumer services will be inherently flawed.
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5.2. Objective 2: Preserve privacy of relatives

The commonality of genomic data among deceased, living, and future biological relatives can
reveal health conditions, disease histories, unknown relations, and permit discrimination of
identifiable populations. The sensitivity of information that can be revealed regarding donor
relatives warrants careful management and control of genomic data. Organizations can identify
where privacy risks to relatives may arise due to an organization’s role in the genomic data
processing ecosystem as well as in their internal operations. Information about relatives can be
safeguarded from potential privacy harms such as genetic association (for example, social,
economic, and psychological) or the non-consensual usage of their genomic information. These
harms to relatives can be considered throughout the data processing lifecycle (for example,
determining how data sources interact and what can be shared, implementing reasonable
retention policies, and instituting processes for addressing privacy risks to relatives).

Rationale: Relatives’ privacy was rated highly because of the number of people impacted and
the fact that relatives are not involved in the process. Relatives may not be aware of the impact
and do not have the opportunity to provide consent for the use of or inferences that may come
from donor’s genomic data. As described in Sec. 2.3, some aspects of privacy rely on
cybersecurity, such as controlling access to information about relatives that may be included
when processing genomic data. The stakeholders wanted to highlight the privacy impact on
relatives because it can potentially be overlooked and may change with advances in technology.

5.3. Objective 3: Identify, model, and address security and privacy risks to
genomic data

Genomic information is subject to a variety of evolving security threats, from hardware and
software vulnerabilities to misuse of information, and privacy problems, such as dignity loss,
discrimination, loss of trust, or loss of autonomy as a result of unanticipated revelation of health
conditions or progeny. Addressing risks to genomic data protects bioeconomy interests from
malicious outcomes such as discrimination, exploitation, and abuse. The genomics community
can use security and privacy standards and risk models (such as the NIST Cybersecurity and
Privacy Frameworks) for processing genomic information to address known security threats and
privacy problems. Improved understanding of risks can help organizations select appropriate
practices; reviewing and updating them to ensure they address emerging capabilities that
introduce new risks, such as quantum computing.

Rationale: This Mission Objective was rated highly because the selection and effectiveness of
cybersecurity and privacy capabilities depends on the ability to identify relevant cybersecurity
threats and vulnerabilities and potential privacy problems as well as their potential impact.

5.4. Objective 4: Manage informed consent throughout the genomic data
lifecycle

Organizations institute policies and practices for obtaining and maintaining meaningful informed
consent prior to collecting or processing human donor information and to ensure that consent
requirements travel with genomic data when it is shared. At a minimum, meaningful informed
consent includes providing these donors information about the organization’s data processing
practices (sometimes referred to as a privacy notice), including operational activities and privacy
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and security protections, donor rights, and privacy points of contact in a way that clarifies the
terms of consent. Organizations can ensure that their operational practices conform to the
agreements they make with donors through the consent process. Procedures to review consent as
needed are established to ensure the operational environment and donor consent remain in sync
over time, such as when technologies enable new processing capabilities or when genomic data
is shared with new partners. Special care needs to be taken regarding the unconsented use of
secondary data subjects (relatives), which may require improvements in consent models that
ensure consent is meaningful for all parties.

Rationale: While much of consent relies on privacy processes, cybersecurity plays a role in
ensuring data processing activities are consistent with consent through appropriate access
controls and data protection mechanisms. Donors will be hesitant to share their genomic data if
organizations do not require their consent, manage the data according to that agreement, and
communicate the benefits of participation. Prioritization of this Mission Objective is impacted by
the fact that it applies only to human genomic data.

5.5. Objective 5: Preserve privacy of donors

Processing human genomic data presents some unique privacy challenges. Privacy risks can
occur throughout the data processing lifecycle. Examples include determining how data sources
interact and what can be shared, implementing reasonable retention policies, and instituting
processes for addressing privacy risks to relatives. Organizations can review these
recommendations and consider applying this guidance in the context of their role in the genomic
ecosystem, taking into consideration both the needs and expectations of genetic donors and their
relatives, as well as the safeguards and limitations of individual informed consent. In addition,
appropriate security safeguards help protect against loss, unauthorized access or use, destruction,
modification, or unintended or inappropriate disclosure of genomic data.

Rationale: Donors will be hesitant to provide their genomic data unless they trust that
organizations will follow appropriate privacy practices. As described in Sec. 2.3, some aspects of
privacy rely on cybersecurity, such as protecting information about donors when processing
genomic data. By managing risks to the donor’s privacy, organizations maintain the donor’s trust
and are better able to comply with local, national, and international laws and regulations.
Prioritization of this Mission Objective is impacted by the fact that it applies only to human
genomic data.

5.6. Objective 6: Manage authorized data access

Without certain precautions, genomic data can be accessed and exploited by unauthorized users.
Organizations can establish appropriate data access controls in controlled environments that
manage access authorization to genomic data and prevent unauthorized usage. Establishing
controls with appropriate levels of access enables authorized usage, providing information
containment without impacting necessary activities such as data analysis. Data access can be
granted solely from a managed authority. These controls manage who can access data, who has
authority to grant access, and what permissions can be granted. These permissions can be
modified or revoked aligned with consent agreements. This type of dynamic consent
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management translates directly to authority management to both prevent unauthorized access and
manage authorized access.

Rationale: This Mission Objective’s capability to grant access to authorized users and prevent
unauthorized usage enables other mission objectives.

5.7. Objective 7: Maintain trust and manage reputational risk

Organizations manage reputational risks to maintain credibility and a positive public perception.
This trust relationship helps donors feel comfortable participating in genomic data activities and
ensures that the public may continue deriving value from those activities. Trust also impacts an
organization’s ability to collaborate effectively with other organizations and throughout the
genomics community. It is vital that reputational risk management and trust building activities be
tailored to reflect the needs of different subgroups with genetic commonalities (for example,
different racial and ethnic subgroups, those with similar conditions or diseases) and to address
privacy problems. Organizations can build and maintain the trust of donors through responsible
and effective genomic data management, privacy, and security practices along with the legal and
regulatory compliance described in other Mission Objectives.

Rationale: Individuals need to trust organizations before they will participate in genomic data
activities. Failure to maintain trust and manage reputational risk could put other Mission
Objectives at risk when organizations or individuals decide not to collaborate or work with an
organization.

5.8. Objective 8: Facilitate research and education to advance science and
technology

Investments in genomic research and education that will train the next generation of geneticists
and biologists can help unlock new scientific and technological breakthroughs. Ways to facilitate
genomic research and education include providing hands-on guidance and best practices;
supporting collaborative genetic research; and supporting the safe use of genetic information to
improve the health of our populations and environment (for example, “One Health”!#). Ensuring
clear communication and understanding between scientific and cybersecurity professionals for
safe storage and management of genomic data can prevent potential data loss and disruptions to
research. Maintaining the integrity and availability of the research environment can also help
ensure the reproducibility of a study.

Rationale: Organizations focused on research and education prioritized this Mission Objective
higher than others. Research and education unlock the full potential and usage of genomic data.
This Mission Objective overlaps with other Mission Objectives (1, 3, 6, 12) that support
authorized data sharing, data quality, and comprehensive data sets.

5.9. Objective 9: Maintain compliance to laws and regulations

Organizations processing genomic data are required to comply with national and international
laws and regulations. Organizations can make risk-based determinations regarding which

' https://www.cdc.gov/onehealth/index.html
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countries to maintain operations in that best align their business priorities with the constraints of
applicable laws and regulations. Organizations can ensure their activities support Good Practices
(GxP) and other standards of practice. International privacy rights may impose unique challenges
that require stricter compliance with laws and regulations.

Rationale: Compliance with laws and regulations represents the foundation for processing and
protecting genomic data. While complying with laws and regulations is mandatory to conduct
business and manage reputational risk, it was ranked lower due to the increased focus on Mission
Objectives that address issues beyond compliance.

5.10. Objective 10: Protect intellectual property

Safeguarding intellectual property is a core function of many organizations. Organizations
working with genomic data and developing intellectual property, such as trade secrets or
patentable information, protect these assets and associated business interests. Some
organizational operations require indefinitely sequestering genomic information and associated
analyses until they can be shared or disclosed. Securing intellectual property also helps establish
and/or trace ownership.

Rationale: This Mission Objective broadly represents an inherent component of business
operations. Organizations will continue to own and protect their inventions and investments, and
the priority of this Mission Objective will reflect each organization’s specific requirements for
their own intellectual property.

5.11. Objective 11: Enable and preserve sample diversity

Human genomic data sets have historically lacked population diversity and under-protected
vulnerable groups. Through sample diversity, organizations can access genetic variants that
allow for a more comprehensive and inclusive understanding of diverse populations, improved
research and health outcomes, and reduced privacy risk. Sample diversity supports fairness and
protects vulnerable groups.

Rationale: This Mission Objective rated lower because the activities required to conduct this
Mission Objective involve processes that happen prior to the genomic data collection.
Additionally, this Mission Objective applies to all other Mission Objectives processing human
genomic data.

5.12. Objective 12: Promote the use of secure platforms for the controlled
sharing of genomic data

Many organizations prefer to bring the people to the data rather than sharing the data across
multiple environments. This type of secure platform can facilitate uploading, analysis,
collaboration, and help control downloading genomic data. The benefits of this approach include
the ability to enforce consistent security practices that manage provenance, ensure data integrity,
restrict access to authorized entities, and enhance incident/breach response while enabling safe
and controlled use of the genomic data. Such platforms can also support the implementation of
emerging technologies and international standards for transfer of clinical and administrative data
between software applications used by various healthcare providers.
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Rationale: While the potential to increase the effective, controlled sharing of genomic data was
considered a high priority for stakeholders, provisioning potential platforms was considered less
important because not all organizations play a direct role in providing these platforms. Since
there are other mechanisms for data access and confinement, it received a lower priority ranking
compared to the rest of the Mission Objectives.

6. Priority Subcategories by Mission Objective

Following the methodology outlined in Sec. 4, NCCoE working sessions led the stakeholders
through a process to score what they considered the most important CSF Categories for
implementing each Mission Objective. This section presents the results of analyzing the
stakeholders’” Category prioritization and related discussions to prioritize the selection of the 108
CSF Subcategories for each Mission Objective.

Table 3 through Table 48 summarize the information, presenting one table for each of the 23
CSF Categories. Each Subcategory was assigned High, Moderate, or Other priority, along with a
rationale to help an organization understand the relative importance of a Subcategory to a
Mission Objective.

The Subcategories’ priority importance is indicated in each Table by:

e Three dots (eee) for High Priority: These represent the most critical Subcategories for
enabling a Mission Objective that should be addressed most immediately given available
resources.

e Two dots (ee) for Moderate Priority: These Subcategories should be the next priority
after implementing High Priority Subcategories and may become higher priority in
certain contexts or environments to implement a given Mission Objective.

e One dot (e) for Other Priority: Subcategories that are important to the overall
cybersecurity of a Mission Objective but may not require the same level of urgency as
higher priority Subcategories. Note that “Other Priority” does not equate to low priority.
All CSF Subcategories should receive consideration.

Although organizations should develop cybersecurity strategies that address all CSF
Subcategories, the prioritization provides adaptable guidance that suggests cybersecurity
capabilities that will provide the greatest impact toward meeting Mission Objectives for
organizations in the genomics community.

Table 3 through Table 48 present the detailed results of this Subcategory analysis. As shown in
Fig. 5, each table starts with the description of the CSF Category along with comments collected
from the stakeholders during the working session. The numbers 1 to 12 along with the keyword
in the table align to the 12 Mission Objectives from Sec. 5 (Table 2). Each row identifies the
priority of the Subcategory for every Mission Objective using the dots.

Each table includes columns for General Rationale and Mission Objective Specific
Considerations. The General Rationale column provides organizations with Mission Objective-
agnostic content that may inform an organization's prioritization of a Subcategory. The Mission
Objective Specific Considerations column provides organizations with context specific to a
given Mission Objective for why a Subcategory was elevated in priority. The Tables use the
acronym MO for Mission Objective for brevity.
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Some cybersecurity activities can introduce privacy risks that must be considered when
implementing cybersecurity Subcategories. Also, the Mission Objectives in this Profile are
supported by privacy activities and outcomes, in addition to cybersecurity Subcategories.
Cybersecurity and privacy practitioners should coordinate when determining how to best apply
this Profile within their organization. Additionally, reviewing NIST Privacy Framework
Subcategories and identifying those that support these Mission Objectives, as well as other
organization-specific Mission Objectives that may warrant privacy considerations, will enhance
an organization’s cybersecurity and privacy posture.

Each Table summarizes the Profile information for one CSF
Category across all 12 Mission Objectives from Table 2

Comments on Category gathered from
stakeholder working sessions

)

A

Analysis (RS.AN)
Analysis is conducted to ensure
adequate response and support

recovery activities.

Stakeholder Input

Automalting Response Analysis minimizes inconsistencies and improves response timelines.

w = =
4] = &
Mission = > @ Mission Objective Specific
i S = General Rationale
Objective 2 o a Consideration
I < =
2,5- Notifications mdude alerts on privacy
RS.AN-1: Analysis is required to detect incdents and initiate comprehensive
Notifications data integrity issues anywherein | investigation.
from detection e . - .o Py oo - o oe | ses | oo .. the Iifeo,da_D_e_mclion activates :4 - Notification is required when an inadent
response aclivities; other iMpacis consent.
.sysrer.ns are Respond Subcategories rely on 12 - Organizations relying on secure
investigated effective detection. platforms expect that the platform provider
will perform effective detection.
1,3,6,8 - This activity helps define the impact
to data integrity, provenance, security and
privacy risks, data access, and effect on the
. data. An organization will need to determine
I e CETies (2 if the data can still be trusted
TR pepiicancelndlhicadthiolan 2,4,5 - Identify privacy and m.nsent issues
impact of the ose | 008 | o0 | oo | oon | oss | o . os | soe | oa | o | incident.it determjnesthe right away.
incident is extent of the required response . o .
includi d 9 - Investigations determine if the impact
understood el m_g scope, urgency, an has legal or regulatory implications.
resourcing. 10 - Impact to IP may resultin a broader
response effort.
12 - Platform providers assessimpact to the
user community.

Dots indicate the High Priority | Moderate Priority Other Priority General Rationale and Mission Objective
Priority assigned by Specific Considerations for why a
the NCCoE Team for | Three dots Two dots One dot Subcategory should be prioritized for a

each Subcategory ose bdd bl Mission Objective

Fig. 5. Sample Subcategory Table with Descriptions.

22




947

948

NIST IR 8467 ipd
June 2023

CSF Profile for Genomic Data

Table 3. IDENTIFY: Asset Management Category and Stakeholder Input.

Asset Management (ID.AM)

Stakeholder Input

The data, personnel, devices, systems, and facilities that enable
the organization to achieve business purposes are identified and

managed consistent with their relative importance to business
objectives and the organization’s risk strategy.

An accurate inventory supports categorizing assets, controlling access and accounts, the processes to identify IP and other
sensitive data, and the ability to manage data as an asset. Management includes knowing where the data was used but
may not include where the data came from (provenance).

Mission
Objective

ID.AM-1: Physical
devices and

(%]
[}
=
S
L
[}
[
(@}

Table 4. IDENTIFY: Asset Management Subcategory Prioritization and Notes.

4. Consent

5. Donors

8. Research

11. Diversity

12. Platforms

General Rationale

Manage physical assets to secure
data stored, identify risks, and secure
the analysis pipeline. Physical device

Mission Objective Specific
Consideration

6,10,12 - Physical access was considered
higher priority for managing
unauthorized access to data, protecting
IP, and securing data analysis pipelines.

systems within (1] (1] (1] (1] (1] 000 L] (1] 00 | 000 00 | 000 ssct management is rated a lower
the organization priority than managing virtual or 11 - Physical location may affect sample
are inventoried software assets because it is generally | diversity; point of collection may vary
considered a less likely attack vector. from data processing location.
1 - Software inventory supports
ID.AM-2: Software is considered a more likely managing data integrity and
So.ftware. attack vector and thus a higher provenance.
I priority than hardware to manage 2,4,5 - Software Asset Management
applications eoe Y ooe I ooe Ho% ° S0l oo N o0 IR éccess, identify risks, and protect provides useful inputs for privacy risk
. intellectual property. Software asset management and requirements
L management helps identify potential including managing consent.
organization are . . .
- . risks to data integrity, provenance, IP 10 - Software may be IP.
inventoried . . . .
protections, and platforms. 11 - Need to identify any software bias

that impacts sample diversity.
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g 2| 5 g E
Missit?n E qci % § 'g % General Rationale Mission Ob'jectiw.a Specific
Objective ~ O o g D_ o Consideration
~N < W0 00 = | o
1,3,6,12 - Communications and data
flows are key components for
identifying and managing risks to
genomic data integrity, provenance,
ID.AM-3: Managing data flows helps determine | access, and platforms throughout the
Organizational where and how to manage security genomic data lifecycle.
communication 000 | 000 00 | 000 o000 o000 o 000 | 00 | 000 oo @0 | and privacy risks and requirements 4 - Understanding communications and
and data flows throughout the genomic data data flows facilitates management of
are mapped lifecycle. informed consent, which travels with
the data wherever it flows.
11 - Data flows may indicate data
sources (provenance) and influence
sample diversity.
1,3,6,12 - Manage where data is shared
Organizations need to identify with external systems to identify risks to
external systems that handle genomic | genomic data integrity, provenance,
ID.AM-4: External data to include them in asset achess, and platforms throughout the
information manag.ement p.roc.esses. Most lifecycle. .
systems are bl C b 00 0 | 000 O | 000 00 000 00 000 (cnOMIC organlz:?\tlons rely on and 4 - Understanding exterpal sysF(.ems that
— exchange data with external systems are part of data processing facilitates
to perform some set of analysis management of security capabilities
functions during a data processing that support informed consent, which
workflow. travels with incoming and outgoing
data.
ID.AM-5:
Resources (e.g., 2,4,5 - For human genomic data,
hardware, prioritize privacy-related assets and
devices, data, Prioritize resources based on risks to requirements.
time, personnel, genomic data, privacy, consent, 9 - Know potential risks to
and software) are | e®® | e® | o000 | 0O o0 | 000 oo (1 oe  o00 oo ®® | unauthorized access, research legal/regulatory compliance and
prioritized based outcomes, IP, and ability to process prioritize assets accordingly.
on their (e.g., on a platform). 11 - Enabling sample diversity requires
classification, prioritization of how organizations
criticality, and collect data.
business value
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oo X 5 o o = © General Rationale . .
Objective o O o ° o o Consideration
~ < 0 od o | o
ID.AM-6:
Cybersecurity
| Defini | ibiliti
ro es_ar_1_d_ e |n|_ng roles and_respon5|b| ities A% - Undtrsan: iew aibamasiy
responsibilities helps inform practices for access s .
. . roles and responsibilities for the entire
for the entire controls, training, and other areas. .
KF d Th int i ith ic dat workforce and third-party stakeholders
wor' orce an oo oo | oo ° oo oo oo oo eo | 000 oo | v0e ose interacting wi genomlc ata A —— -
third-party need to understand their . .
o . 9 - Laws and regulations may stipulate
stakeholders responsibilities in securing the data, o . .
. . . L ) . specific cybersecurity and privacy roles
(e.g., suppliers, including communication with third- o
and responsibilities.
customers, party stakeholders.
partners) are
established
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950 Table 5. IDENTIFY: Business Environment Category and Stakeholder Input.
Business Environment (ID.BE) Stakeholder Input
h . S «ehol L
e organization’s mISS'IOI’.),.Ob_[eCtI!/e..S‘ , stake .O de?rs, I ac_tlwtles are ID.BE sets the context for an organization's use of genomic data along with legal and regulatory compliance, and
understood and prioritized; this information is used to inform . . . .
. o , . associated security and privacy requirements.
cybersecurity roles, responsibilities, and risk management decisions.
951 Table 6. IDENTIFY: Business Environment Subcategory Prioritization and Notes.
(%]
8 g | o § -
- = Q o © . o A .. s
Mission = Z c @ 9 =] . Mission Objective Specific
oo o 5 o ¢ = © General Rationale . .
Objective e O o o2 o o Consideration
: < | v - =Y
(V] o0 — -
1,12 - Supply chain considerations apply
e dra kstothe | 2905 M e 01 g o e
ID.BE-1: The supply chain Category. The (MO12) g g P
organization’s role organization's role in the : e .
n the suppl enomics supbly chain can 2,4,5 - The organization's role in the
| TIESUPRY | oee | 000 | 000 | 000 oo 000 oo  eee cee | 000 oo  eee  CCNOMICOSUPPY genomics supply chain helps identify privacy-
chain is identified define priorities, expected . . .
. supporting cybersecurity requirements.
and outcomes, and potential risks . .
. . . . 3 - Threat modeling should include supply
communicated to genomic data integrity, . . .
rovenance. or privac chain considerations.
P ,OrP v 10 - The organization's role in supply chain
may help identify risks to IP.
3,5,9 - Organizations in the healthcare sector
consider applicable healthcare laws, such as
Genomic data is not closely tied | Health Insurance Portability and
ID.BE-2: The to critical infrastructure but Accountability Act (HIPAA), as well as other
organization’s should be factored in through related laws and regulations as part of their
place in critical sector-specific risk analysis. risk management approach.
infrastructure and 00 | 000 000 000 o000 o0 (1] o0 (1] [ ° o Organizations consider their 6 - The impact of unauthorized data access
its industry sector role in the industry sector and may be defined by an organization's role in
is identified and genomic data processing the genomic sector and genomic data
communicated ecosystem when evaluating lifecycle.
risk. 12 - In some sectors, use of a secure
platform may help build in security and
privacy requirements.
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Objective o O o & o a Consideration
: < | v - =Y
(V] o0 — -
ID.BE-3: Priorities 2,4,5 - Privacy requirements that rely on
for organizational . N cybersecurity activities should be identified,
. Understanding organizational S .
mission, objectives and priorities helps prioritized, and communicated.
objectives, and (1] (1) (1] (1] o (1] 0 | 000 000 000 o000 (1] .J . . 10 - If IP exists, protection of IP will be
. prioritize appropriate MOs and .
activities are . prioritized.

. related CSF Subcategories. . N .
established and 11 - If sample diversity is prioritized, then it
communicated will impact other activities.

Genomic data is not typically
tied to delivery of critical
services. However, some
services such as those that are . .
ID.BE-4: . 1,3 - The data lifecycle is dependent on data
. critical from healthcare . . .
Dependencies and N quality to support essential services. The
itical functi organizations may depend on . + of th d dencies should b
critica .unc ions oo ° coe ° ° oo oo | 000 oo oo ° ®e | genomic data (for example, !mpac o] e§e epen encies should be
for delivery of . . incorporated into risk management.
. . genomic sequencing for .
critical services . N . 12 - Platform providers should understand
i patients in critical care units). T . .
are established . . criticality of their services.
In such situations,
dependencies and criticality
factor into Subcategory
prioritization.
ID.BE-5: Resilience
requirements to - . .
9 . - I 3,9,10 - Resilience may factor into security
support delivery Resilience and availability are . .
o . . . risks, legal and regulatory compliance,
of critical services typically not the highest .
. . - and/or protection of IP.
are established for priority cybersecurity 812 - Resilience mav be a high priority for
all operating L] L] (1 L L L] L (1 o0 L L L] capabilities for genomic users. T . y g. P Y
. . organizations providing a service that other
states (e.g., under Exceptions may include N .
. organizations are highly dependent on, such
duress/attack, healthcare, platform providers, L
. . L as research organizations, healthcare, and
during recovery, and business applications. .
normal secure platform providers.
operations)

27




952

953

NIST IR 8467 ipd
June 2023

Governance (ID.GV)

CSF Profile for Genomic Data

Table 7. IDENTIFY: Governance Category and Stakeholder Input.

Stakeholder Input

The policies, procedures, and processes to manage and monitor
the organization’s regulatory, legal, risk, environmental, and

operational requirements are understood and inform the

management of cybersecurity risk.

Governance ranked high overall compared to other Identify Subcategories. It aligns the organization's priorities to
meet legal, regulatory, and policy expectations for security and privacy including HIPAA, General Data Protection
Regulation (GDPR), Federal Information Security Modernization Act (FISMA), etc.

Mission
Objective
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4. Consent

Table 8. IDENTIFY: Governance Subcategory Prioritization and Notes.

5. Donors

8. Research

11. Diversity

12. Platforms

General Rationale

Policy establishes

Mission Objective Specific
Consideration

1 - Policy includes data integrity and
provenance requirements.

ID.GV-1:
organizational organizational expectations, . .
.g . & P Lt 2,4,5 - Policy addresses privacy and consent
LRI processes, responsibilities, requirements including protecting relatives'
cybersecurity 000 000 000 000 000 00 000 000 000 000 000 000 . priorities. Policies embed pricilacy gp g
olicy is legal, regulatory, security, o . )
0 . v g . g y_ ¥ 3,6,10 - Policy includes security protections.
established and and privacy requirements. L
. 11 - Policies could help enable and preserve
communicated . .
sample diversity.
ID.GV-2: Roles and responsibilities
Cybersecurity establish accountability for
roles & internal and external partners . .
responsibilities are interacting with enorF’)nic 2l ROl eits Waltgis (el es el
P 000 00 o000 o000 oo 00 | 000 | 000 o000 o000 L4 oo . < : . responsibilities associated with cybersecurity
data. Privacy requires close

coordinated and
aligned with
internal roles and

external partners

coordination between
cybersecurity and privacy
roles.

activities.

28




954

NIST IR 8467 ipd
June 2023

Mission
Objective

2. Relatives

ID.GV-3: Legal and
regulatory
requirements
regarding

=
c
Q
w
c
(e}
(9}
<

5. Donors

8. Research

CSF Profile for Genomic Data

11. Diversity

12. Platforms

General Rationale

Laws and regulations should
be implemented through
organizational policy,
processes, and procedures.

Mission Objective Specific
Consideration

2,4,5 - Failure to comply with cybersecurity
or privacy laws and regulations could deter
donors from participating.

7 - Reputation and trust will be damaged if

b it . . .
incc\llu;irrs‘ecurrii/;/é 000 | 000 000 000 000 00 00 000 o000 oo ®® | @00 | Sccurity and privacy laws and regulations are not followed.
and civilglirt))ertiez requirements, including civil 9 - This Subcategory directly supports
L liberties, should be prioritized | achievement of this MO.
obligations, are . .
across all MOs to meet legal 11 - Sample diversity may need to be
understood and . .
requirements. legislated.
managed
1 - Risk management should be built into the
data lifecycle.
2,4,5 - Privacy risk management is also
ID.GV-4: included, with care to address relatives'
) ’ Risk management processes privacy.
SOOI help integrat: ber rit 7 - Risk Management pr incorporat
eoe | 000 | 000 | o0 o | 000  oee | 000 | 0oe | 000 elp integrate cybersecurity isk Management processes incorporate

risk management | ®e®ee® | e®®
processes address
cybersecurity risks

and privacy activities into
each MO.

trust and reputation management.

10 - Risk management processes help
identify and prioritize appropriate IP
protections.

12 - Secure platforms integrate appropriate
cybersecurity and privacy risk management.
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955 Table 9. IDENTIFY: Risk Assessment Category and Stakeholder Input.

Risk Assessment (ID.RA) Stakeholder Input

The organization understands the cybersecurity Risk assessment helps organizations connect trust to operations and demonstrates compliance. External vendors submit security plans
risk to organizational operations (including and obtain authority to operate prior to using federal systems. Identify important potential risks including managing supply chain
mission, functions, image, or reputation), risks. Risk modeling incorporates requirements from regulations, laws, contracts, and dependencies. Risks may be introduced not only
organizational assets, and individuals. from data provenance, but also when organizations use a processing environment for their analysis.

956 Table 10. IDENTIFY: Risk Assessment Subcategory Prioritization and Notes.
(%]
4 £ 0 S 2| E
.. = [ o © s o .. N .
Mission = Z = o g b= . Mission Objective Specific
R = 5 o ¢ = © General Rationale . .
Objective o o o = o o Consideration
: = L : - i
o~ 0 9 Gl
1 - Asset vulnerabilities threaten data
Asset vulnerability management is a integrity.
ID.RA-1: Asset basic cyber-hygiene practice that 3,6,10,12 - Asset vulnerabilities help
vuIn.erabl!lFles oo . coo A ° e oo Hod) oo SR .o e sho'uld be expected in any - |der}t|fy risks to data processing
are identified environment. Asset vulnerabilities environments.
and documented may expose genomic data to 11 - Identifying vulnerabilities that
cybersecurity and privacy risks. threaten data integrity may help preserve

sample diversity.

This Subcategory was not as highly
prioritized as other Identify
Subcategories because there are not

many sources for genomic threat . . .
ID.RA-2: Cyber . y . g 1,3,7,8,10 - Organizations should identify
intelligence outside of the BIO-ISAC o .
threat . . . specific threats and active attacks on the
. . . (Bioeconomy Information Sharing
intelligence is and Analysis Center). As attacks on types of data processed to focus cyber
received from ° o (L1 L] o [ L] (1 (L (14 L] (1 . ¥ . L investments on the most likely attacks.
. . genomic data increase, organizations ) -
information . . . 12 - Platform providers have an additional
. should monitor threat intelligence -
sharing forums . . ) responsibility to understand threats and
sources. Threat intelligence informs . . .
and sources . ) protect their environments appropriately.
those processing genomic data of

specific threat actors and attack
vectors to help target protections
and cyber investments.
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Mission

Objective

ID.RA-3: Threats,
both internal

2. Relatives

4. Consent

5. Donors

8. Research

CSF Profile for Genomic Data

11. Diversity

12. platforms

General Rationale

Threats should be identified through
ID.RA-2, but in the absence of threat
intelligence, organizations should

Mission Objective Specific
Consideration

1,6,10 - Organizations should understand
the threats specific to the data they
manage to prioritize their cyber
protections.

and external, are | ®®® (1) o000 [ (L] (1] (1] 000 o0 | 00O [ ] (1] . N 2,4,5 - Impacts to privacy should also be
. o perform threat modeling to prioritize . . e
identified and rotections most likely to be factored into threat identification.
documented szective v 3,8,12 - Threats should be used to
' calculate risks to processing
environments.
Business impact is a primary factor 1,6,10 - Business impact to data integrity
ID.RA-4: to calculating risks and varies by issues should be understood.
Po;centia'l organization and mission. 2,4,5,6 - Business impacts from
business impacts | ®® | eee  eee | ee oo o0 oo ISY oo IRY o %% Understanding the impact of a unauthorized data access or other risks
and Iikelih:ods cybersecurity or privacy incident can | that impact privacy should be factored in.
are identified help organizations prepare for and 3,7,9,10,12 - Business impact to operating
prioritize their protection and environments and the role in their supply
response capabilities. chain should be understood.
2,4,5 - Organizations determine the
ID.RA-5: Threats, L - o L .
vuInerabiIirt?:ss Risk is calculated from the likelihood | impact of cybersecurity risks on privacy.
likelihoods anéj 0o | 000 | 000 | 00 | 00e | o0 oo 0o | oo | 000 oo | o0e of a threat (ID.RA-3), the existence of | 1,3,6 - Risks to data integrity, provenance,
impacts are' used a vulnerability (ID.RA-1), and the and lifecycle should be determined.
- Zetermine risk potential business impact (ID.RA-4). 8,10,12 - Risks to operating environments
should be determined.
1,8,11,12 - Response communications
across organizations participating in the
Risk responses define the actions genomic data lifecycle should be
ID.RA-6: Risk that the organization will take to coordinated.
responses are oo e cce Hoe oo ~ Y - I ° S mitigate, transfer, accept, or 2,4,5 - Privacy considerations are factored

identified and
prioritized

otherwise address risks identified
through this assessment. ID.RA-6
informs Response Function activities.

into risk responses.

7 - Reputational response activities
should be included.

9 - Risk responses consider legally
required response activities.
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Risk Management Strategy (ID.RM)

CSF Profile for Genomic Data

Table 11. IDENTIFY: Risk Management Strategy Category and Stakeholder Input.

Stakeholder Input

The organization’s priorities, constraints, risk tolerances, . L . . .
Risk management strategy may be prioritized lower than performing the risk assessment because of the more practical

and assumptions are established and used to support
operational risk decisions.

benefits resulting from an assessment.

Mission
Objective

(%]
(3]
=
=]
&
(]
22
o~

Table 12. IDENTIFY: Risk Management Strategy Subcategory Prioritization and Notes.

Mission Objective Specific

General Rationale . .
Consideration

4. Consent
5. Donors
8. Research
11. Diversity
12. Platforms

1,3 - Risk management processes should
be integrated into the data processing
lifecycle and systems development

ID.RM-1: Risk .
management lifecycle.
J 2,4,5 - Privacy risk management should be
processes are . .
established Risk management processes help included.
! [ 1) 00 | 000 00 00 | 000 000 00 o000 o000 o ®® | integrate cybersecurity and privacy 7 - Processes for managing reputational
managed, and T . .
activities for each MO. risk should be included.
agreed to by .
. 9 - Legal and regulatory requirements
organizational .
stakeholders should be included.
12 - Users of a secure platform should be
aware of and/or agree to the platform's
risk management processes.
1,6,7,10 - Risk tolerance should help define
provenance, data integrity, who can access
ID.RM-2: the data, and what might cause
izational tational harm.
?;sgka:c;T:r;Orlrlz SRR PO R AL ;eﬁ ?I;:liatolz:g:lce should factor in
[ 1) o0 | o0 | o0 | oo oo | eo0 | o ®® | @00 @0 | @0 | and priorities for risk response plri\I/acy risks

is determined
and clearly
expressed

activities. 3 - Risk tolerance can help define when a
risk is realized.

9 - Laws and regulations may help define
organizational risk tolerance or thresholds.
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Mission
Objective

ID.RM-3: The
organization’s
determination
of risk
tolerance is
informed by
its role in
critical
infrastructure
and sector
specific risk
analysis

(%)
(3]
=
=]
&
]
22
o~

4. Consent

5. Donors

8. Research

CSF Profile for Genomic Data

11. Diversity

12. Platforms

General Rationale

Any organization with an important
role in the sector should understand
the potential impact of a sector-
specific risk to their business as well
as their impacts on others in the
sector. Genomics is not closely tied to
critical infrastructure, but as an
industry sector, there are sector-
specific risks that are related to
processing genomic data that should
be considered in this analysis. Risk
tolerance is sometimes considered a
more mature capability, and further
definition based on sector-specific
risk analysis may require even greater
maturity.

Mission Objective Specific
Consideration

1,3,6,8,9,10,11,12 - Any organization
sharing genomic data throughout the data
processing lifecycle should evaluate how
their work impacts data integrity and
provenance that might be used by the
entire genome sector, and the impact of
others in the sector to the organization.

9 - Where there are legal requirements
regulating the sector, there should be risk
thresholds and response activities defined.
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960 Table 13. IDENTIFY: Supply Chain Risk Management Category and Stakeholder Input.

Stakeholder Input

Supply Chain Risk Management (ID.SC)
The organization’s priorities, constraints, risk tolerances, and
assumptions are established and used to support risk decisions . . . . . . .
. . . . . Each ID.SC Subcategory describes a process for managing genomic data through its supply chain, which consists of
associated with managing supply chain risk. The organization has many parties
established and implemented the processes to identify, assess, ’
and manage supply chain risks.

961 Table 14. IDENTIFY: Supply Chain Risk Management Subcategory Prioritization and Notes.

Mission . - . oE . .
General Rationale Mission Objective Specific Consideration

Objective

(%]
1}
=
=]
iE
[}
[
(@

5. Donors
8. Research

4. Consent
11. Diversity
12. Platforms

2,5 - Any organization in the genomic data
supply chain should preserve privacy. Privacy
risk may arise even when processing data that
has been aggregated or de-identified
(including anonymized data).

ID.SC-1: Cyber
supply chain risk 4 - Consent follows the data throughout the
management lifecycle.
processes are Managing the genomic data 6 - Data access requirements apply to each
identified, lifecycle includes understanding organization in the supply chain.
established, 000 | 60 o000 oo (1] o0 | o0 | 60 oo o ®® | @00 | (ata provenance risks and aligning | 7 - Reputation and trust are managed across
assessed, priorities for all who are all organizations processing the data.
managed, and interacting with data. 8 - Research relies on data quality maintained
agreed to by in the supply chain.
organizational 9 - Legal requirements apply throughout the
stakeholders supply chain.
11 - Sample diversity should be preserved

throughout the supply chain.
12 - Secure platforms manage how they
acquire and then share data and analysis.
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Mission
Objective

(%]
]
=
S
&
)
(-3
(@]

ID.SC-2: Suppliers
and third-party
partners of
information
systems,
components, and
services are

4. Consent

5. Donors

8. Research

CSF Profile for Genomic Data

General Rationale

11. Diversity
12. platforms

Suppliers should be included in
risk processes. Genomic data
lifecycles include interconnections
between different types of third
parties, which introduce risk.
Organizations develop cyber
supply chain risk assessment

Mission Objective Specific Consideration

1,3,8,12 - Managing the data lifecycle includes
understanding data provenance risks and
aligning priorities for all who interact with the
data.

. o 000 | 000 o000 ( 1) o000 | 00 [ 1] ( 1) [ 1] [} [ 1] ( 1) processes tailored to meet L. . .
identified, - 2,4,5 - Systems and organizations interacting
prioritized, and P v, 8rt, with data should participate in the supply
. provenance, and data access L .
assessed using a . e . chain risk assessment to assess privacy
requirements. Priority for this .
cyber supply L requirements.
chain risk Subcategory may be similar to
ID.SC-1 but is applied to the
assessment . B
suppliers and third-party partners,
process . N
not just the organization.
ID.SC-3:
Contracts with
suppliers and . .
p.p 1 - Data integrity and provenance
third-party . . .
requirements should be included in contracts.
partners are used . .
. 2,4,5 - Contracts include privacy
to implement ) .
appropriate Contracts define and enforce requirements.
rF:o)easTJres cybersecurity, privacy, and supply 3,6,7,8,9,12 - Contracts address data sharing
designed to meet | 000 | 000 oo oo eee | 0o oo | 00 oo | oo oo oo c.ham requirements. The genomic requirements including risk r.nan.agement,
lifecycle should use contracts to data access, response coordination,

the objectives of

an organization’s
cybersecurity
program and
Cyber Supply

Chain Risk
Management
Plan

define data processing
requirements between parties.

legal/regulatory requirements, and
expectations to protect IP and research
results.

11 - Sample diversity should be addressed
contractually, when applicable.
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Mission
Objective

ID.SC-4: Suppliers
and third-party
partners are
routinely
assessed using
audits, test

2. Relatives

4. Consent

5. Donors

8. Research

CSF Profile for Genomic Data

11. Diversity

12. platforms

General Rationale

Auditing suppliers and third
parties was considered a more
mature capability that will help
determine if contractual
agreements are being upheld.
Audits ensure organizations are

Mission Objective Specific Consideration

2 - Because consent cannot be given by
relatives, this Subcategory may be even more
important for protecting relatives' privacy
than donor's privacy.

results, or other (1] (1] (1] (1] [ ] (1] (1] (] (1] [ J oo | o0 . X L
forms of doing what they agreed to, but 9 - Laws may require auditing as part of due
. these assessments require higher diligence.
evaluations to . .
. levels of effort and resources. This | 12 - Users of the platform may rely on audit
confirm they are . . . . .
. . might not be possible for all results to verify that protections are in place.
meeting their o .
organizations if resources are not
contractual .
S available.
obligations
1 - Provenance and data integrity should be
maintained when sharing data with other
organizations, even during response and
recovery operations.
2,4,5 - Privacy requirements should be
. L maintained during response and recovery
Including all parties in these . . . . .
ID.SC-5: s . operations, including ensuring suppliers and
activities was considered a more . . .
Response and i third-party providers know what their
. mature capability that may not be s . .
recovery planning . L responsibilities are in supporting the
and testing are possible for all organizations. organization with privacy-related response
g ( 1) o [ 1) ° ° (1) ° ° oo | oo ° ®® | Categories under Respond and g P y P

conducted with
suppliers and
third-party
providers

Recover were ranked as higher
priorities by stakeholders rather
than response and recovery
planning specific to suppliers.

and recovery activities.

6,10 - Data access and IP protections should
be maintained during response and recovery
operations.

9 - When legally required, response and
recovery planning should include all parties
involved in processing genomic data.

12 - Organizations using a secure platform
should coordinate response and recovery with
the provider.
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962 Table 15. PROTECT: Identity Management, Authentication and Access Control Category and Stakeholder Input.

Stakeholder Input

Access Control (PR.AC)

Access to assets and associated facilities is limited
to authorized users, processes, or devices, and to
authorized activities and transactions.

Managing access to the data is one of the critical components to managing risks and compliance. Access control applies and
cascades down through other controls. Data sharing environments control who has what access with fine granularity while
managing authorization for using data according to consent. Access controls can support both confidentiality and integrity of

privacy-related data.

Table 16. PROTECT: Identity Management, Authentication and Access Control Subcategory Prioritization and Notes.

] + < 3 g
o < @ o @ =
.. = o = o .. .. -
Mission = Z = o o 35 . Mission Objective Specific
N o 5 o o = © General Rationale . .
Objective = o o — [a] o Consideration
- < | v - o |
(@] 0 — —
PRAC-1: 1,3,6,9,10,12 - Organizations need a
id T q robust identity and credential
ent|t|§s el management program as an effective
credentials are Using access control techniques of | defense for protecting organizational
issued, managed, identity and credential information throughout the data
verified, coe MY ooe Y oo Mool 25l coe Hooel oo Ho% management is a baseline priority processing lifecycle.
revoked, and for protection of genomic data and 2,4,5 - Privacy protections require the
audited for typically the first line of defense for | ability to manage who accesses data and
authorized system security. what they do with the data.
AeviaEs. TGErG 8,12 - Shared environments control data
and ro'cesses access to manage data integrity and
P provenance.
3,6 - Physical access risks are included in
PR.AC-2: Physical . . ) risk models along with protections
Physical access is a less likely attack . - .
access to assets ° . oo e ° e . oo e ° ®e | vector for genomic data compared applying to physical environments.
is managed and o 8,12 - Organizations operating data
with virtual access. . . o
protected sharing environments may prioritize
managing physical access higher.
. . 3 - Risks of using cloud environments
Remote access is a primary attack .
vector and should be highl and others where remote access is
PR.AC-3: Remote ioritized and Sby I prevalent should be incorporated into
access is 000 | 000 | 000 | 000 o000 000 o0 oo | 000 | o0 | 000 z:lgc;rr:ilzz;ioir; managed by a models.
; 8,12 - Researchers and shared platforms
managed Many genomic teams use cloud - P
. prioritize the controls around remote
environments.
access.
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Mission
Objective

(%]
(<)
=
=
10
(]
o
N

4. Consent

5. Donors

8. Research

CSF Profile for Genomic Data

11. Diversity

12. Platforms

General Rationale

Mission Objective Specific
Consideration

PR.AC-4: Access - . .
- Policies and procedures involved in 13.6.810.12 - Least privilege and
permissions and the management of data and e £ duti E | gf g
authorizations platform access (such as least separation o l.mes Sl EelEe ata
are managed, privilege, role-based access, and ZCZESSS Fc)o.ntrols n tshatr.ed envllronments.
incorporating | ®ee | @ee | eee | eee eee | eee @0 oo eee o | eee scparation of duties) were o2 - FTIVAcy provections e on
h inciol f enerally prioritized higher, as the appropriate management of access
the prlnc.lp es o grovide y:)otections . iinstl Y| through least privilege, separation of
least privilege Enauthorr)ized o unwagrranted duties, and role-based access control (or
and separation access other more restrictive means).
of duties )
_5- Protecting infrastructure and the . .

PR.AC-5: & 3 - Network integrity controls are
Network data flows at the network level important tools for managing securit
integrity is secures genomic data processed on rislfs ging y

rotected (e the organization’s network, 3 12' Network intearit trols should
P - €/ | o0 | 00 eee | oo oo | eee ®0 oo eee o | ee  including when systems share - I:c;Nicr)lrar:n ggtr; th:r?nro § shou
= WO'_’ genomic data internally and envirc?nment 4 &
segregation, externally. Network segregation 10- 1P sh Ici b d throush
network and segmentation enhance other net_worsk i(::e rif pcr;)rt]frcct)i throug
segmentation) access controls in this Category. erity )
Identity proofing rated lower across
PR.AC-6: . .
most MOs, since it is a more . -
dentiti 2,4,5,10 - Wherever highly sensitive
Identities are granular level of access T " -
data is identified, these capabilities
proofed and management that may not be hould be brioritized to i dat
bound to o L oo L L] oo L L ooo o @@ | applicable in all environments. As shou . € priort |z§ 0 |m.prove ata
dential q e, S . protections and aligned with efforts to
credentials an - ; ;
. . implement other requirements related
asserted in trust architecture, they will want to P _q
o L to a zero-trust architecture.
IR ETeG assert authentication for high-risk
data interactions.
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Mission . Mission Objective Specific
General Rationale . .
Consideration

Objective

5. Donors
8. Research

(%2}

= | E
[7,) —

g | <

= ©

o o
i 5
- | g

2. Relatives
4. Consent

PR.AC-7: Users,
devices, and
other assets are
authenticated

(e.g., single-
; Risk-based authentication of users . "
factor, multi- ! o devi u ' | ‘on ud 2,4,5,10 - Wherever highly sensitive
factor) and devices Is generally viewed asa |4 i identified, these capabilities
commensurate more mature and advanced should be prioritized to improve data
] ) ° (1) ( 1) o [ 1) ( 1) o ( 1) oo | o000 o ®00 | capability for most organizations, . P . .p
with the risk of L protections and aligned with efforts to
; but scored high in situations where implement other requirements related
the transaction a zero-trust architecture is P 4
, . to a zero-trust architecture.
expected to be implemented.

(e.g., individuals
security and
privacy risks and
other
organizational
risks)

964
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965 Table 17. PROTECT: Awareness and Training Category and Stakeholder Input.
Awareness and Training (PR.AT) Stakeholder Input
The organization’s personnel and partners are provided
cybersecurity awareness education and are adequately Training informs users (privileged and not) how data should be protected and why protection processes are important.
trained to perform their information security-related People contributing data need to understand what consent means. There is also an awareness aspect to inform potential
duties and responsibilities consistent with related policies, data users of how to use the technology with the data, protect the data, and not share the data unnecessarily.
procedures, and agreements.
966 Table 18. PROTECT: Awareness and Training Subcategory Prioritization and Notes.

Mission . Mission Objective Specific
General Rationale . .
Consideration

Objective

2. Relatives
4. Consent

5. Donors
8. Research
11. Diversity
12. Platforms

2,4,5 - Training should cover privacy-
related topics.

Instructing users how to actively 7 - Organizations should train users on
participate in cybersecurity and how to manage reputational risks.

PR.AT-1: All
users are eoo | 000  cee | 000 | coe ° e0e | 000 | 000 | 000  cee | oo pri\./a.cy protgctions thrc_Jugh 8,12 - Users ih data sharing enviroan\ents
informed and training maximizes the impact of | should be trained to understand their
trained other security and privacy roles and responsibilities.
activities. 10 - Organizations with IP should ensure

those with access to IP understand how
to protect it.
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Mission
Objective

(%]
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=
=
im
(]
(2
(V]

4. Consent

5. Donors

8. Research

CSF Profile for Genomic Data

11. Diversity

12. platforms

General Rationale

Organizations should prioritize
training for privileged users such
as system administrators with
elevated privileges who oversee
data management permissions,

Mission Objective Specific
Consideration

2,4,5,9,10 - Privileged users should
understand what types of sensitive data

responsibilities

PR.AT-2:
Privileged conduct backups, and implement | are on their systems and what legal,
users integrity checking mechanisms. regulatory, or compliance constraints
derstand [ 1] (1] 000 o000 [ 1] (XY} (1] 000 o000 o000 [ ] [ 1] System administrators are not apply.
unaderstan typically interacting with the data | 8,12 - Privileged users with access to
roles.arl.d- in the way that system users do | shared data environments have a higher
responsibilities (i.e., not directly processing the responsibility to protect the data and the
data), but they do play an environment.
important role in ensuring that
data protections are managed
appropriately.
PR.AT-3: 2,4,5 - Organizations should ensure
ird- . . . rivacy requirements are traveling with
Third-party In general, third parties require P yred . . &
stakeholders L the data. Training contractors is often a
the same types of training as . . .
. . privacy requirement. This may be a lower
(e.g., other users since genomic data L .
suppliers rotections apply throughout the priority compared to training all users
! o0 | 000 o0 000 oo ° 000 | 000 | 000 | 000 o000 0O p : PRy g. and privileged users.
customers, lifecycle in every processing
. 6 - Enforce the same data access
partners) environment. Contracts do not : .
supersede legal. regulatory. of requirements across all parties.
understand co’r)n lance ri l,Jiregments v, 11 - Third parties who provide samples
roles and P q ’ need to understand requirements for

sample diversity.
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Mission
Objective

(%]
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=
=
im
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(2
(V]

4. Consent

5. Donors

8. Research

CSF Profile for Genomic Data

11. Diversity

12. platforms

General Rationale

Senior executives need to
understand the importance of
cybersecurity and privacy as well
as how both areas relate to the

Mission Objective Specific
Consideration

2,4,5 - Senior executives should
understand their organizational privacy

responsibilities

PR.AT-4:
Senior organization’s risk posture, so requirements.
executives that they can make informed 7 - Senior executives should be aware of
(1 o0 o (1 (1 L] 00 | 000 000 000 oo @@ | decisions about how to enable organization risks to reputation and trust.
understand R . -
and support the organization’s 9 - Senior executives bear legal and
mles.a':'fj. capabilities, provide the regulatory responsibilities.
responsibilities resources to support 10 - Senior executives are responsible for
cybersecurity and privacy preventing IP loss.
capabilities, and set the culture
for the organization.
PR.AT-5:
Physical and Physical and security personnel
irfemmEE shoulc_i be_ aware of thz_e 8,12_ - In shared processing
security organization's processing of environments, these roles may be
(1] (1) o00 | o000 (L] (L] (1] 000 o000 o000 (1] ®® | genomic data and the associated primary in ensuring appropriate
personnel . . L : ) . .
risks to effectively administer protections are implemented, including
understand cybersecurity and privacy personnel screening.
roles and capabilities.
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968 Table 19. PROTECT: Data Security Category and Stakeholder Input.
Data Security (PR.DS) Stakeholder Input
Information and records (data) are managed consistent with the
e, . 0T Data security protects against data loss and corruption as well as managing data integrity and access including
organization’s risk strategy to protect the confidentiality, } ; . . . ) . . .
R . o R . privacy protections. Data sharing environments should implement comprehensive data security controls including
integrity, and availability of information. . . o .
. . encryption and controls on who can access, analyze, change, upload, and share data along with auditing all actions.
NOTE: Privacy Framework maps generally to these Subcategories.
969 Table 20. PROTECT: Data Security Subcategory Prioritization and Notes.

Mission
Objective

2. Relatives

-
c
[}
(%]
c
(o}
(@]
<

5. Donors

8. Research

11. Diversity

12. Platforms

General Rationale

Mission Objective Specific
Consideration

Encryption is a primary method for .
rotZEtiln cliatapal restyand should 2,4,5,6,10 - Encryption prevents
PR.DS-1: Data- Ee im Ieriented whenever unauthorized access to sensitive data.
at-rest is 000 | 000 o000 (1] 000 000 [ ] (1] 000 o0 | 000 . p .. 8,12 - Encryption supports data
q sensitive data is involved. rotections in data sharin
protecte Additional measures may be pro g
. . environments.
required to protect genomic data.
Encryption is a primary method for .
rotZEtin datapin tranysit and 2,4,5,6,10 - Encryption prevents
PR.DS-2: Data- Ehould begim lemented whenever unauthorized access to sensitive data.
in-transit is 000 000 o000 00 o000 000 ) oo | o009 | o0 | 000 . p' . 8,12 - Encryption supports data
p sensitive data is involved. rotections in data sharin
protecte Additional measures may be P . €
. . environments.
required to protect genomic data.
Asset removal may not be the most
robable attack vector, but .
PR.DS-3: P . . . 2,4,5 - Managing data on assets,
prevention remains a best practice articularly through the disposition
Assets are particularly in data sharing process 51:/ ortsgim Ieme:tation of
formally environments. Data disposition pre » SUPP plem
managed should be carefully managed as privacy requirements, which often
oo | o0 [ 1) ° [ 1) (X} ° oo | 000 | o0 ( 1) . v . & include data retention and disposition
throughout part of privacy practices and asset constraints
disposition. Organizations should ' . .
removal, co:sider o Ie?nenztin this 8,12 - Data sharing environments should
transfers, and Subcate orpas art ofg have tight controls around asset
disposition . g. y, A p. removal, transfer, and disposal.
organization's insider threat
program.
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Mission
Objective

(%]
]
=
S
&
)
(-3
(@]

4. Consent

5. Donors

8. Research

CSF Profile for Genomic Data

11. Diversity

12. Platforms

General Rationale

Capacity and availability were not

Mission Objective Specific
Consideration

PR.DS-4:
Adequate prioritized as high as other Protect 8,10 - Capacity and availability will be
: Subcategories for genomic data. higher priority in data sharing
capacity to . L . ) .
o [ ° o o [ o o ° (1) o ®® | However, organizations with higher | environments particularly if they are for
‘?”SLfr,e . availability requirements manage time-sensitive applications such as
availability is capacity to ensure they can meet healthcare.

maintained those requirements.

PR.DS-5: Data exfiltration or leaks are a 2,4,5 - Preventing data leaks is a priority
Protections primary attack vector and should for preventing privacy breaches.
against data 000 000 o000 oo L (1] (1 00 | o000 o000 o 000 | he carefully monitored on any 7 - Data leaks threaten trust and

leaks are genomic data processing reputation.

implemented environment. 10 - Protect IP against data leaks.
1,3,6 - Integrity checking supports
genomic data lifecycle management,

PR.DS-6: identifying data inconsistencies and any

. unauthorized access that may impact

Integr.lty Integrity checking mechanisms help | the data.

checking manage data and software integrity | 2,4,5 - Privacy requirements inform data
mechanisms issues throughout the genomic integrity requirements. Data integrity

are used to cee | 000 | oo oo | 000 | oo ee | oo oo | 000 | oo oo Iifecy.cle. T.hese mechar?isms can needs a.nd characteristics can vary
verify help identify compromises to the depending on the context of data
software, data or software and verify the processing.
firmware, and integrity of data analysis 7,10 - Lack of data integrity threatens
irairrEtiG environments. reputation and IP.

integrity 8,12 - Integrity checks help maintain

shared data processing environments

including verifying software (e.g., open
source), firmware, and data.

44




NIST IR 8467 ipd

June 2023

Mission
Objective

PR.DS-7: The
development
and testing
environment(s)
are separate
from the
production
environment

4. Consent
5. Donors

(%]
]
=
S
&
)
(-3
(@]

8. Research

CSF Profile for Genomic Data

11. Diversity

12. Platforms

General Rationale

Non-production environments
typically do not have the same
cybersecurity and privacy
protections in place and should not
be permitted to process sensitive
data. This practice ensures that
data is not exposed or altered in
non-production environments. The
primary data store should not
reside in development and testing
environments.

Mission Objective Specific
Consideration

8,12 - In a collaborative data sharing
environment, organizations operating
those environments should ensure that
data is not exposed or altered through
unauthorized access in a non-
production environment.

PR.DS-8:
Integrity
checking
mechanisms
are used to
verify
hardware
integrity

Hardware integrity was not
considered as high of a priority as
software integrity. It will be
important for managing any type of
operational technology and
genomic-specific hardware (e.g.,
genomic sequencers).

8,12 - Data processing environments
that include significant proprietary
hardware (e.g., sequencers) should
implement effective configuration
management including integrity
checking.
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971 Table 21. PROTECT: Information Protection Processes and Procedures Category and Stakeholder Input.

Information Protection Processes and
Stakeholder Input

Procedures (PR.IP)

Security policies (that address purpose, scope, roles, Genomic Data sharing environments manage processes and procedures for configuration control, vulnerability management,
responsibilities, management commitment, and backups, and planning for response and recovery. In addition to their security benefits, these processes and procedures
coordination among organizational entities), processes, support privacy objectives, including maintaining operational activities that are compatible with consent (e.g., responding to
and procedures are maintained and used to manage requests for deletion of data, ensuring data is only processed according to consent, any changes that impact previous consent
protection of information systems and assets. are communicated and the opportunity to update consent is provided when necessary).

972 Table 22. PROTECT: Information Protection Processes and Procedures Subcategory Prioritization and Notes.

Mission Objective Specific

General Rationale . .
Consideration

Mission Objective

2. Relatives
4. Consent

5. Donors
8. Research
11. Diversity
12. Platforms

Establishing a baseline
configuration can help manage

PR.IP--l: A b~ase“ne risks from IT, operational 1,3,6,10,12 - Baseline configurations
configuration of technology, or industrial O I e
remrEtian ) . facilitate the ability to build systems
control systems, including that are secure up front and then can
technology/industrial genomic sequencers. detect anomalouz behavior in
control systems is ee0 | o0 o0 (X} [ 1) [ 1) ° ° oo | 000 oo ®® | Minimizing interaction with response to threats or incidents
created and maintained data to only what is needed P . . ’
: : ; can help ensure data integrit 2,4,5 - Helps implement privacy-
incorporating security and ro’z/enance Baselinei cayn related cybersecurity capabilities and
principles (e.g., concept P ’ . identify anomalies.
e help implement security and
privacy related capabilities and

identify anomalies.
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Mission Objective

(%]
(<)
=
=
im
(]
(2
(V]

4. Consent

5. Donors

8. Research

CSF Profile for Genomic Data

11. Diversity

12. platforms

General Rationale

Mission Objective Specific
Consideration

1,8,10,12 - System Development
Lifecycle principles should be used to
implement and manage controls for
PR.IP-2: A System A System Development Life systems throughout the genomic
Development Life Cycle Cycle provides a framework to data lifecycle.
; " . o00 (1) (1) ( 1] (1] (1) ° (1] 000 [ [ manage system and data 2,3,4,5,6,9 - The System
0 manage Systems 1s security through development Development Lifecycle includes
implemented and operations. processes and activities that address
the risks associated with processing
genomic data (e.g., privacy
engineering practices, IP handling).
. . . 1,6,10 - Configuration change control
Configuration change controlis | . ; .
I is a primary mechanism to manage
a fundamental capability . .
. data integrity throughout the
expected in every system. It .
I . . lifecycle, manage data access, and
facilitates implementation of rotect IP
PR.IP-3: Configuration secure configurations, 24 5 - Change control processes
change control eee oo o0 o0 o0 (1) ° oo (o000 o ®® | managing changes (e.g., al g pr
in ol patching), and detecting ensure systems and environments
processes are In place o . maintain their intended privacy risk
authorized and unauthorized .
posture as changes occur over time.
changes. It helps manage data . .
. : . K 8,12 - Data sharing environments
integrity, privacy protections, ) .
. implement effective change control
data access, and IP protections. .
to protect data, analysis, and results.
1,10 - Backups enable recovery from
an incident involving data integrity
issues or loss of sensitive data,
Managing backups is a basic including IP. This practice helps
PR.IP-4: Backups of function that can prevent data ensure provenance and manage
information are loss and protect against integrity by providing a state to
ducted intained eeo oo o0 (14 o0 L L] oo | 000 oo ®® | ransomware. Access to restore to.
conducted, maintained, backups should be restricted to | 2,4,5,9,10 - Backups provide benefits
and tested prevent loss of sensitive data but may also be an attack vector for
including IP. sensitive data. Enterprise and system
management plans consider both the
roles and risks of backup
management.
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Mission Objective
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=
im
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(V]

4. Consent

5. Donors

8. Research

CSF Profile for Genomic Data

11. Diversity

12. platforms

General Rationale

Mission Objective Specific
Consideration

PR.IP-5: Policy and
regulations regarding
the physical operating

This practice links the
Governance areas of policy and
compliance to the physical
operational environment to
ensure that appropriate
cybersecurity and privacy
protections are in place. These
include managing provenance
and data integrity. Policies and

1,2,4,5 - Ensures local data
management practices are
considered as well as requirements
for international data transfers.
8,10,11,12 - Shared data processing

. (1] (1] (1) 000 (1] (11} ° 00 (1] (1] (1] regulations prescribe . .
environment for . ) environments should incorporate
izati cybersecurity and privacy rotections for locally stored data
organizational assets are requirements for managing p _Y
met . o and meet legal requirements (e.g.,
genomic data, especially in .
. Clinical Laboratory Improvement
cases where data is stored
. e Amendments).
locally. Policies specific to the
physical operating environment
may be secondary to others
specific to virtual or logical
environments.
Organizations follow privacy,
IP, research, and data usage .
. g 1,3 - Proper destruction of data at the
agreements that stipulate data . L
. . end of the information lifecycle
destruction requirements. . .
. . . reduces the risk of unauthorized
Genomic data includes specific
access.
approved uses and should not .
. . 2,4,5 - Data destruction supports
EOBIELE CHC O RIC: specific privacy protections includin
PR.IP-6: Data is permission. This practice helps p. . pt. o tt dat &
destroyed accordingto | eee | eee  ee | eee  eee | eee ®e | eeo | 000 | o0 | 0@ manage provenance--when e lecidlet, Eenkiss e Beis Sui),
. . and the "right to be forgotten" under
policy data is expected to be .
certain laws.

destroyed it needs to be
properly destroyed.
Unnecessarily stored data
increases data security risks.
Additionally, as costs decrease
the need to retain some
datasets may decline as well.

11 - Improper data deletion can
adversely impact sample diversity
while deleting data according to
policy may encourage participation in
data collection.
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4. Consent

5. Donors

8. Research

CSF Profile for Genomic Data

11. Diversity

12. platforms

General Rationale

Mission Objective Specific
Consideration

PR.IP-7: Protection

Processes in place to capture
and implement ongoing
changes and enhancements are
important to incorporate
lessons-learned and provide

3,6 - Process improvement helps
address the dynamic nature of

. L4 e o000 oo e | 600 o0 (L o0 (L ° L . . threats, such as the rapidly changing
processes are improved continuous improvements. . . . .
. . landscape in emerging privacy risks
Adapting to lessons learned will .
. . and adapting to challenges for
improve the protection of
. . remote access.
information systems and foster
trust.
1,3 - Information sharing may help
Sharing the effectiveness of partner organizations in the supply
protection technologies chain or genomic data lifecycle
provides an industry platform coordinate mitigation efforts to
for participants to learn from ensure data integrity.
S [ (2 o e sector-wide threats and 2,4,5 - Effectiveness of certain
oo ° oo ° ° oo ° ° ° ° ° ° mitigations; however, this was cy.bersec.urlty tec.hnologlejs |mpact.
privacy risk. Sharing that information

protection technologies
is shared

not as highly prioritized
compared to other Protect
Subcategories. Organizations
should participate in groups
like the BIO-ISAC for sharing
cyber threat intelligence.

may help speed mitigation and meet
legal reporting requirements.
3,6,8,12 - Sharing information
regarding issues with protection
technologies facilitates mitigation
across the community.
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4. Consent

5. Donors

8. Research

CSF Profile for Genomic Data

11. Diversity

12. platforms

General Rationale

Mission Objective Specific
Consideration

PR.IP-9: Response plans
(Incident Response and
Business Continuity) and
recovery plans (Incident
Recovery and Disaster
Recovery) are in place
and managed

Creating response and recovery
plans ensures that
organizations are prepared to
act when a cybersecurity
incident happens. Without this
step, there are no defined
activities for the Respond and
Recover functions. Plans should
articulate actions for analysis,
containment, mitigation,
communication, recovery, and
capturing lessons learned.

Review response and recovery plans
to incorporate these MO-specific
requirements:

1,3,6 - Protections for data integrity,
provenance, data access, and other
identified security and privacy risks.
2,4,5 - Some cybersecurity incidents
impact privacy. Cybersecurity and
privacy functions coordinate
response and recovery plans to help
their organization and its partners
identify and address privacy issues
and meet their obligations for
handling privacy breaches.

7 - Activities required to manage trust
and reputation.

8 - Coordinate with members of the
research community.

9 - Compliance with legal and
regulatory requirements.

10 - Protection and recovery of IP.
12 - Coordination with users of the
secure platform.
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4. Consent

5. Donors

8. Research

CSF Profile for Genomic Data

11. Diversity

12. platforms

General Rationale

Mission Objective Specific
Consideration

PR.IP-10: Response and

Testing response and recovery
plans should involve all
responsible parties and verify

Plan testing should verify the
effectiveness of:

1,3,6 - Protections for data integrity,
provenance, data access, and other
identified cybersecurity and privacy
risks.

2,4,5 - Privacy protections consistent
with the operational environment
and links to other processes,
including notification for privacy

recovery plans are o e o ° o ° o ° °c | *°* ° s the ability to meet response breaches.
tested and recovery objectives 7 - Activities required to manage trust
identified in the plans. and reputation.
8 - Coordinate with members of the
research community.
9 - This Subcategory directly supports
achievement of this MO.
10 - Protection and recovery of IP.
12 - Coordination with users of the
secure platform.
3,6,10 - These MOs require higher
Human resource planning for prioritization of personnel screening
PR.IP-11: Cybersecurity cybersecurity takes into and management due to insider
& Gl dtee] T e consideration important threat risks including unauthorized
resources practices (e.g., ° ° coe ° ° P ° oo oo eee oo oo vectors, including insider access or IP loss.

deprovisioning,
personnel screening)

threats and other personnel-
related risks. It should be
integrated with access control

policies such as deprovisioning.

8,9,11,12 - Organizations operating
shared data environments or
managing data stores should
implement HR policies to address
personnel cybersecurity risks.
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Mission Objective

PR.IP-12: A vulnerability
management plan is
developed and
implemented

(%]
(<)
=
=
im
(]
(2
(V]

4. Consent

5. Donors

8. Research

CSF Profile for Genomic Data

11. Diversity

12. platforms

General Rationale

Organizations are responsible
for comprehensive
management of vulnerabilities
in their environment including
scanning, remediation,
disclosure, and
countermeasures to protect
sensitive data such as data that
impacts privacy and IP.

Mission Objective Specific
Consideration

1 - Vulnerability management plans
should help manage vulnerabilities
that may threaten data integrity or
provenance such as securing data
stores and analysis environments.
2,4,5 - Some vulnerabilities may
introduce privacy risks that lead to
problems for individuals (e.g.,
discrimination, loss of autonomy, loss
of trust) and related risks for the
organizations (e.g., compliance,
reputation).

8,12 - Data sharing environments are
responsible for managing
vulnerabilities to the data and
environment.

9 - Federal organizations follow legal
and regulatory requirements for their
vulnerability management programs
including time to mitigate high or
critical vulnerabilities (Binding
Operational Directive 22-01 [14]).
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974 Table 23. PROTECT: Maintenance Category and Stakeholder Input.
Maintenance (PR.MA) Stakeholder Input
Maintenance and repairs of industrial control and information system
. P f . . .. f Y The stakeholders did not identify specific comments on this Category.
components is performed consistent with policies and procedures.
975 Table 24. PROTECT: Maintenance Subcategory Prioritization and Notes.
- %)
8 2| o S g E
.. = [ o o .. S -
Mission = Z s § § s General Ratlonale Mission Objective Specific
.. o = © . .
Objective 2 8| o 2 8| = Consideration
i < | v - S|
~ 00 =
PR.MA-1:
Maint 1,8,10 - Environments processing sensitive
ain enafnce Prober maintenance. includin information require a higher degree of
and r.epa.”‘ of atfhin helos to ad’dress € maintenance due to the sensitivity and
organizational Culneraf)’ilitiez that could impact the critical nature of the information and the
assets is ity of ic dat g t dependencies across the data lifecycle.
performed and | ee o oo o ° [ [ oo | oo o L L Sercc)LcjerelsZir? geir\]/?rr:r:cmean:sc;rr tf]ea Maintained environments provide
logged in a Erivacy ofgindividuals Logging confidence that system vulnerabilities are
timely manner, facilitates accountability in the event gwltll_gated. id tioulate patchi
with approved of unauthorized or malicious activity. - -aws or guidance may s |pu‘a © pa ching
and controlled outdated software and even migration away
tools from unsupported hardware and software.
PR.MA-2: o .
. 6,8,12 - Organizations with remote
Remote Remote system maintenance has B
. become more Common as systems maintenance of shared and cloud
malnte.nar?ce of BN T -y sayme . environments will need to take extra
organizational B —— a.common — ! precautions to implement effective access
assets is vector. Oreanizations implement controls such as multifactor authentication,
approved, " g P event correlation to detect malicious
[ 1) ([ [ 1) ([ ° ( 1) [ [ 1) (1) ° ®® | protections to approve, log, and . .
logged, and T oS S e behavior, and infrastructure as code to
performed in a prevent unauthorized data access, data | P Ove conﬂgur'atlc?n compliance.
h . - ) 9 - Federal organizations follow federal
manner that integrity issues, provenance issues, and . ts f } "
prevents loss of sensitive data including data requirements .or managing rejmo‘ € access
unauthorized that may impact privacy or IP (20, [RER O] (B SElnte] (A e AT e
yimpactp ¥ ’ Management Program [FedRAMP], NIST).
access
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976 Table 25. PROTECT: Protective Technology Category and Stakeholder Input.

Protective Technology (PR.PT) Stakeholder Input

Technical security solutions are managed to ensure the Most of these Subcategories align to the safe storage and management of genomic data. Protective Technology assumes IP
security and resilience of systems and assets, consistent has been identified then layered security and related technologies protect it. Protective technologies can be used to further

with related policies, procedures, and agreements. secure and monitor sharing platforms.

977 Table 26. PROTECT: Protective Technology Subcategory Prioritization and Notes.

Mission Objective Specific

General Rationale . .
Consideration

Mission Objective

2. Relatives
4. Consent

5. Donors
8. Research
11. Diversity
12. platforms

-1: i . 1,3,6,8,10,12 - Logging can help manage
PR.PT-1: Audit/log Logging records changes to data and data inteerit rffenince ang g
records are the environment that along with unauthor’gizeg’dr;ta access a;nd supports
determined, audit review may help identify or incident response investigations PP
documented, indicate issues with data integrity, P & )
. 000 | 00 | 000 | 00 | o0 (1) ° o0 | o000 | 000 ° [ 1) . 2,4,5 - Logging may help detect and
implemented, and provenance, or unauthorized access. . o
. ! This practice can help identify understand privacy incidents related to
reviewed 'n_ misuse. determine what happened unauthorized access or disclosure.
accordance with ’T , PP ! 9 - Audit records verify compliance and
. and who is responsible. . . .
policy can identify noncompliance.
8,10 - In cases where there is
opportunity to use removable media,
PR.PT-2: Removable media, such as flash there is a substantial risk for stealing
Removable media drives or removable hard disks, was sensitive information such as IP or
is protected and L4 L4 L] o o o o (1 oo | o00 o o determined to be less likely of an provide unauthorized access to research
its use restricted attack vector compared with results.
according to policy network attacks. 9 - Laws or regulations may prohibit the
use of removable or portable data
storage devices.
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Mission Objective

2. Relatives

4. Consent

5. Donors

8. Research

CSF Profile for Genomic Data

>
&=
(%]
—
o
2
(a)
—
i

12. platforms

General Rationale

Mission Objective Specific
Consideration

PR.PT-3: The
principle of least
functionality is

Least functionality restricts users
from making unauthorized changes
to the platform or performing

1,3,6,8,9,10,12 - Manages risks by
significantly reducing the likelihood and
impact of unauthorized access or
making unauthorized changes to the
data or environment.

incorporated by
S o0 o0 | 000 | 00 | o0 | 000 ° oo | e00 ° o0 . i - .
configuring unauthorized operations such as 2,4,5 - Least functionality supports
systems to provide unauthorized access or impacting privacy protections related to
only essential the quality and integrity of data. minimization and preventing
capabilities unauthorized access or unauthorized
changes to the data.
Organizations protect their network
traffic from potentially malicious
attacks using technologies such as
PR.PT-4: boundar i ;
y protections, segmentation, . T .
PO . 10 - Safeguarding sensitive information
Communications firewalls, or remote access controls. h |§ . & twork protecti .
and control e® | o0 | o0 | o0 | oo { 1) ®® | o0 | 00 o ®® | These barriers limit unwarranted = ei PREIL e il (Lot
. . strengthened by effective network and
networks are access of sensitive genomic data.
. . . boundary controls.
protected Reducing the flow of information to
only what is necessary using network

protections reduces risks of data loss
and compromise.
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Mission Objective Specific

General Rationale . .
Consideration

Mission Objective

4. Consent
5. Donors
8. Research

(%2}
Z | €
[7,) —
g | 2
= ©
(@] o
i 5
— | 9

2. Relatives

1,3,8 - Availability, as ensured by
resilience mechanisms, was identified as

hPR'PT_S' more important for MOs where
Mec. anisms (e.g., Protections to maintain resiliency information or research is being shared
failsafe, load were not prioritized as high across a supply chain.
balancing, hot compared to other protective 9 - Certain sectors may have laws or
swap) are ° ° ° ° ° ° ° ° ° ° ° oo technc_;logles. ?l-hl-s Subcategory will regu!atlons that stipulate uptlr_ne
implemented to be a higher priority for operations requirements that would require
achieve resilience requiring a high degree of resilience mechanisms.
requirements in availability, uptime, or business 10 - Organizations protecting IP may
normal and process continuity. prioritize resilience higher, potentially in
. . cases where use of the IP is tied to
adverse situations )
outcomes that may be potentially

impacted by outages (e.g., healthcare).
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Table 27. DETECT: Anomalies and Events Category and Stakeholder Input.

Anomalies and Events (DE.AE)

Stakeholder Input

Anomalous activity is detected in a timely manner
and the potential impact of events is understood.

Stakeholders found significant overlap in the three Detect Categories but tended to prioritize security continuous monitoring. They
recognized the need to validate access controls to verify they work as intended, use machine learning to automate detection, and

address both insider threat and failure to adhere to policy. Data sharing environments and those hosting sensitive data will prioritize

detection capabilities higher. For research environments, if data is compromised, then research is devalued.

Table 28. DETECT: Anomalies and Events Subcategory Prioritization and Notes.

%)
2| €
[7,) —
g £
> 5
o | =
o X
- | 9

Mission Objective Specific

] = o S
Mission £ a 2 e
gl 5 o b General Rationale
Objective 2 8| o 2 Consideration
N < | v 0
DE.AE-1: A
baseline of
network
operations Managing the baseline helps identify 1,3,6 - Baseline may help identify
and expected eoe | o o (000 | 00 (000 o | oee oo | ooe o | ove aut.hfmzed vs. unauthorized network unauthorized data access. o
data flows for activity that may threaten data 10 - Unexpected data flows may indicate
users and integrity and privacy. threats to IP.
systems is
established
and managed
DE.AE-2: 1 - Analysis may detect an attack that
Detected U S S involves data integrity or provenance.
events are & . . 2 y . 2,4,5 - Analysis may detect an attack that
effective detection. Analysis is . . .
analyzed to eee | o oo ° 0 | 000 o | 000 o0 ooo o o0 . ; . involves privacy or consent issues.
required to determine the appropriate . .
understand o 6,10 - The analysis may determine if the
response activities. - . -
attack targets attack exposes sensitive data including
unauthorized access or threats to IP.

and methods
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Mission
Objective

DE.AE-3:
Event data are
collected and

w
(%
=
=]
ko
(5
o
g\

4. Consent

5. Donors

8. Research

CSF Profile for Genomic Data

11. Diversity

12. Platforms

General Rationale

Correlation helps provide a broader
understanding of the potential attacks
across the entire organization and
identify similar attacks across

Mission Objective Specific
Consideration

1,3,6,8,10 - Correlation facilitates the
ability to hunt for similar attacks across the
network that may impact data integrity,
provenance, or the data lifecycle.

correlated (1) ) ° ° ° o0 ° o0 ° (1) ° o0 ) >
X different systems. These activities . .
from multiple . e 2,4,5 - Correlation can help to coordinate
require additional resources and . .
sources and expertise and are sometimes response to attacks that result in privacy
Sensors considered a more mature activity. impacts.
Subcategory may be prioritized as needed
to determine:
DE.AE-4: Impact analysis will help determine if 1 - Did the attack cause data integrity or
Impact of assets or data involved in a response provenance issues?
. (11} [ (1] (1) 00 | 000 00 000 o0 o000 o ®e | effort includes privacy breach, 2,4,5 - Does the impact include privacy or
event.? IS consent issues, data integrity, consent issues?
determined provenance, or IP. 6,10 - Did the attack expose sensitive data?
8,12 - What is the impact on shared data
services?
2,4,5 - Thresholds may indicate the need to
DE.AE-5: Incident alerts activate related activate the privacy incident response
Incident alert oo ° oo oo oo oo ° eee oo | ooe ° ee  'esponseteams including team.
7 - Thresholds may indicate the need to

thresholds are
established

communications, forensics, and
privacy incident teams.

involve public relations teams if there is a
risk to reputation.
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Table 29. DETECT: Security Continuous Monitoring Category and Stakeholder Input.

Security Continuous Monitoring (DE.CM)

Stakeholder Input

The information system and assets are monitored at
discrete intervals to identify cybersecurity events
and verify the effectiveness of protective measures.

Monitoring helps make sure technology is performing as intended with network monitoring and detection of incidents. It can
support an improved understanding of risks and emerging threats and capabilities.

983

Table 30. DETECT: Security Continuous Monitoring Subcategory Prioritization and Notes.

(7)) Wt > &
g g1 08 2 -
Mission = z c o v S . Mission Objective Specific
o X 5 o @ 2 ks General Rationale . .
Objective = O o 2 o a Consideration
: < T} 5 = o~
(@] 0 — —
Network monitoring is considered an
DE.CM-1: The essential detection capability and will 7 - Network monitoring is considered
network is be prioritized by most organizations. basic security due dili gence' failure to
monitored to Organizations need to monitor monitor ma yerode trist !
detect o000 [ ] 000 | 00 000 000 00 000 000 000 00 | 000 cmerging threats and the risks they i ; »
ial introduce, along with remote access 8,12 - Data processing environments
potentla. and interc’onneitions between should maintain robust network
cybersecurity L . ) monitoring capabilities.
AT organizations. Network is the virtual
edge of systems and responsibility.
DE.CM-2: The
physical 1,3,6,8,10,12 - Shared data analysis
environment is Physical access is a less likely attack environments may have physical
monitored to oo ° ° ° ° oo ° oo oo oo ° oo ve?ctor‘ for genomic data compared components t.hat require momtormg‘.
detect with virtual access, so physical Research environments and those with
potential monitoring is rated a lower priority. IP may prioritize this Subcategory
cybersecurity higher.
events
DE.CM-3: 1,3,6,8,10,12 - Shared data analysis
Personnel L . environments will warrant enhanced
activity is Personnel monitoring should be a high ersonnel monitoring. Providers
i 00 ® (1] (1] (1] (L1 ° 00 (1] 000 | 00 | 000 | riority to enforce access controls and P . & S
monitored to . research environments, and those with
prevent insider threat. L .
detect IP may prioritize this Subcategory even
potential higher.
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Missit.:m E g S § 'g E General Rationale Mission Ob'jectiv.e Specific
Objective = O o 9 9 o Consideration
~N < | ) o o
cybersecurity
events
1,2,4,5 - Malicious code may be a
Malicious code can compromise data primary attaclf vector impacting data
. . . integrity or privacy.
DE.CM-4: |nt.egr|ty and access to sen5|t|\{e Qa.ta. 3,6,8,10,12 - Shared data analysis
Maliciouscode | @@ | ® | oo | @ o | eee oo eee oo | eee oo | eee || NsSubcategoryshouldbe prioritized | Lo i want enhanced
. due to the high impact and prevalence . . :
is detected of ransomware and the use of malicious coc.le monitoring. Prowders,
malicious code as an attack technique. research .en\.n.ronm.ents, and those with
IP may prioritize this Subcategory even
higher.
1,2,4,5 - Mobile code may be a primary
attack vector impacting data integrity or
DE.CM-5: privacy.
Unauthorized Mobile code can compromise data 3,6,8,10,12 - Shared data analysis
. . ( 1) o [ 1) o ° ( 1) ° (1) ° (1) ®® | @00 | integrity and access to sensitive data environments will want enhanced
mobile code is when not carefully managed. mobile code monitoring. Providers,
detected research environments, and those with
IP may prioritize this Subcategory even
higher.
1,3,6,8,12 - All parties in data sharing
DE.CM-6: environments should consistently
External service address data integrity protections
provider External service providers broaden the | throughout the lifecycle; monitoring
activity is attack surface of an organiz_ation's shogld be cqnsistent across external
monitored to coe ° oo oo oo | ooe ° oo oo | 00e | oo | eve data._ Monitor external service service prowders.. N
providers carefully to ensure data 2,4,5,10 - Protections for sensitive data
detect protections are in place and (privacy, IP, etc.) should be consistent
potential requirements are met. internally and with external providers.
cybersecurity Monitoring helps ensure that privacy
events requirements travel with data and are
enforced wherever data is shared.
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Mission
Objective
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=
im
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4. Consent

5. Donors

8. Research

CSF Profile for Genomic Data

11. Diversity

12. Platforms

General Rationale

Mission Objective Specific
Consideration

DE.CM-7: In addition to network and personnel .
Monitoring for monitoring, organizations should be 1’3’.6’8'10'12 i Shared data analysis
unauthorized able to detect unauthorized users, enV|ro.nments W.Il.l Yvant enhanced
personnel, connections, devices, or software. detection capabilities that should
. eee o 00 | 00 00 | 000 00 000 o0 o000 o0 o0 o ! . include event aggregation, correlation,
connections, Organizations should use allow-lists . .
devices, and and deny-lists to inform cybersecurity and.analy5|s. Providers, resgarch
b U Is that log and audit system activit environments, and those with IP may
software is too's g an ¥ 4 prioritize this Subcategory even higher.
performed to detect suspicious events.
Scanning is considered a high priority
because it proactively identifies and 3,8,10,12 - Vulnerability scans should be
evaluates vulnerabilities that may conducted as part of routine
DE.CM-8: introduce cybersecurity risks and maintenance, but organizations should
Vulnerability coe ° coe ° oo | 000 oo | 000 | coe | o000 ° coe helps orgar.ﬂzati(.)n.s mitigate .known consider the'tim.ing of.vulnerabil'ity
scans are threats by identifying potential attack | scans to avoid disrupting operations.
performed vectors. 7 - Vulnerability scanning is considered
Federal agencies will prioritize basic security due diligence; failure to
scanning as part of their required monitor would erode trust.
vulnerability management programs.
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Table 31. DETECT: Detection Processes Category and Stakeholder Input.

Detection Processes (DE.DP)

Stakeholder Input

Detection processes and procedures are
maintained and tested to ensure timely and
adequate awareness of anomalous events.

Stakeholders prioritized Detection Processes for MO1 and MO3. Most important to have the detection processes in place and an
understanding of requirements. The other Categories support other aspects of Detect.

Table 32.

Mission
Objective

4. Consent
5. Donors

(%]
(]
2
2
o
(]
o
i

DE.DP-1: Roles
and
responsibilities

DETECT: Detection Processes Subcategory Prioritization and Notes.

8. Research

11. Diversity
12. Platforms

Mission Objective Specific

General Rationale . .
Consideration

1,6 - Procedures should be clearly
defined to escalate detected data
integrity or unauthorized access issues to
responsible parties.

2,4,5 - Clearly defining privacy incident

Well defined roles and
responsibilities help coordinate

for detection are | oe® o oo | o0 | oo o0 o o oo | o000 o ® | detection activities and manage . o
Il defined t chain of custody of sensitive detection roles and responsibilities
LAl eI e information supports the ability to quickly report and
ensure : respond when required.
accountability 10 - Ensure those handling IP are aware
of their responsibilities.
Detection activities should be
implemented to comply with
organizational policies defined under —
g P ) Subcategory may be prioritized to
Governance along with any legal and .
DE.DP-2: . address requirements from:
regulatory requirements. Well 13.6 - Security and privacy risk
Detection defined organization-specific = ¥ P i .
activities comply requirements ensure detection ISR G CER LT
. (11} ° o0 00 | 000 000 00 | 00 o000 o000 ° (X} L . ) provenance, and unauthorized data
with all activities align with MOs. Non- ccess
i compliance with minimum o
applicable P 2,4,5 - Privacy and consent (e.g.,

requirements

requirements (such as laws,
regulations, or policies) will
negatively affect trust and
reputation and may prevent or halt
operations.

reporting, notification, mitigation).
9 - Applicable laws and regulations.
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Mission Objective Specific
Consideration

Mission
Objective

General Rationale

2. Relatives
5. Donors
8. Research

o
c
()
(%]
c
(]
O
<

11. Diversity
12. Platforms

Testing detection processes ensures

DE.DP-3: they are effective and properly 4,5,6,10,12 - Organizations processing
Detection oo ° oo ° oo oo ° ° oo | ooe ° oo |nf.orrns.response activities. Higher _sensmve data such a§ d_a_ta with pr!vacy
processes are priority is placed on development impacts or IP may prioritize detection
tested and implementation of detection process testing higher.
processes.

Initial communication of event
detection triggers response activities

and informs appropriate parties of 4,5,6,10,12 - Organizations processing

sensitive data such as data that impacts

DE.DP-4: Event

. detectl-on . (1 o (1] (1) (L] ° o o oo | o00 ° @0 | potential unauthorized access, . . .
information is . . privacy and IP will prioritize detection
. privacy breaches, and compromised " .
communicated 18 505y e eeier e e communication processes higher.
and how to respond.
4,5,6,10,12 - Organizations processing
sensitive data such as data that impacts
privacy and IP prioritize improving
DE.DP-5: processes higher to keep up with the
Detection Process improvement can dynamic nature of threats and changing
processes are oo . coo . oo e oo e oo NS ° e proa.ctlv.ely reduce the likelihood of enwronm.ents. .
) new incidents and prevent repeat 7 - Updating detection processes
cc?ntmuously incidents. demonstrates that organizations
improved concerned about trust and reputation are

taking measures to foster trust, maintain
a good reputation, and avoid negligent
practices.
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987 Table 33. RESPOND: Response Planning Category and Stakeholder Input.

Response Planning (RS.RP) Stakeholder Input

Response planning was deemed highly important, but detection comes before response. It is important to think in advance and in depth about how to
respond and recover when there is an incident. Incidents are more likely due to the increasing complexity and sophistication of adversaries.
Many breaches are caused by an internal failure to adhere to policy.
2 - Response, specifically through notification, is not the same with relatives as it would be with donors. Respond and Recover happen after preservation

Response processes and
procedures are executed and

maintained, to ensure timely of relatives privacy has failed, emphasis should be on improving prevention and detection processes to prevent future issues.
response to detected 6,12 - Response plan should consider inevitable changes where access that was authorized in the past is no longer authorized.
cybersecurity events. 7 - Poor responses can cause loss of trust and reputation for companies that do not respond well to breaches.

12 - Response planning takes into account the data sensitivity and confidentiality of the platforms to ensure these attributes are maintained during the
response to a security incident.
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Mission
Objective

RS.RP-1:
Response
plan is
executed
during or
after an
event

2. Relatives

-
C
()
(%]
C
o
(@)
<
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Table 34. RESPOND: Response Planning Subcategory Prioritization and Notes.

5. Donors

8. Research

11. Diversity
12. Platforms

General Rationale

Organizations that process
genomic data, even
organizations that are not
the original source of
collection, should be
prepared to respond
immediately and effectively
to assess and limit incident
impacts.

Response may include
reporting and notification
stipulated by laws and
regulations, especially as
related to privacy.
Response plans should
consider how to maintain
data integrity during
response. A feedback loop
helps ensure all problems
are addressed. The
Response Plan should
establish all response
coordination activities.

Mission Objective Specific Consideration

2,4,5,9 - Organizations that are the original point of
collection may have additional responsibilities for
interacting with donors and other individuals affected
by an incident for information they process, including
information shared with an organization that
experiences an incident. If there is a privacy incident,
the plan drives communication that needs to occur
with other organizations, such as sharing partners, and
the affected donors and relatives. Laws and
regulations typically define the circumstances under
which an incident is considered a breach and specific
notification requirements. Breach plans account for
the complexities around incidents to determine
whether, how, and when notification is required.

4 - Manage impacts related to achieving consent
requirements in coordination with privacy leadership
and in accordance with the plan.

12 - Response plan execution is particularly important
for platform providers as users are dependent on
service providers to communicate with them so that
they can address and mitigate the impact on their
organization or project.

989
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990 Table 35. RESPOND: Communications Category and Stakeholder Input.
Communications (RS.CO) Stakeholder Input
Response activities are coordinated with This Category focuses on providing clear and effective Response Communication, internally to coordinate response and externally to
internal and external stakeholders. as inform authorities, across customers, collaborators, donors, and relatives.
ate. to includ R / ! ¢ Reporting and timing of the reporting may be stipulated in laws and regulations.
appropriate, to incluae externa S.UP port from 4,12 - Communication should include notification of any changes impacting consent.
law enforcement agencies. 7,8 - Effective communication and messaging helps maintain reputation and avoid damage after an incident.
991 Table 36. RESPOND: Communications Subcategory Prioritization and Notes.
(%]
8 2| w = -
.. = @ o © p o .. S e
Mission = Z S D 9 =] I ional Mission Objective Specific
e 2 5 8 o = © General Rationale id .
Objective 2 o 2 o Consideration
~ S | s oo
RS.CO-1:
Personnel know
their roles and WeII-defined. roI.eS he.lp expedite
tivation, improve s L
order of response ac ’ -E I legal
_ e 60 00 oo oo oo eee oo eee eee o e  cffectiveness, and maintain legaland | - CoPecially important to maintain lega
operations . ) and regulatory compliance.
regulatory compliance while
when a ) coordinating response activities.
response is
needed
RS.CO-2: 4 - Incident reporting should meet consent
Incidents are Appropriate incident reporting helps requirements.
reported oo e oo e oo e oo ~w Pl ° e organizations meet policy and legal 7 - Failure to report could tarnish
consistent with response requirements (e.g., privacy) | reputation and trust.
established and maintain trust. 9 - Reporting is required to maintain legal
criteria and regulatory compliance.
RS.CO-3: Consiste.nt reporting ensures the .
g appro.prla'te personnejlland 9- ngal and regulatory rep.or.tlng
shared oo e oo O oo e oo oo oo e ° O organizations are notified and requirements should be built into the
1 ith activated to respond to the incident, information sharing aspects of Respond
consistent wit protect data integrity, contain the activities.
response plans damage, and report privacy breaches.
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Mission .
General Rationale

Objective

5. Donors
8. Research

4. Consent
11. Diversity
12. Platforms

(%)
(3]
=
=]
&
]
22
o~

RS.CO-4:
Coordination Genomic data is shared across
with multiple organizations and any
stakeholders coe | 00e oo oo oo oo oo oo oo e oo ee | response s.hould notlf}/ and involve
these parties appropriately to
OCCtIE manage the impact to the data,
consistent with research, and analysis.

response plans

Mission Objective Specific
Consideration

1,3,6,7,8,11,12 - Coordination includes the
appropriate organizations involved in the
data lifecycle to manage any issues with
data integrity, provenance, data access,
and impact to data sharing agreements.
2,4,5,9 - Privacy breaches can require
specialized coordination beyond what is
required for responding to cybersecurity
incidents.

Voluntary sharing was not considered
RS.CO-5: a high priority for organizations.
Sharing helps maximize the benefits
Voluntary of lessons learned from an incident.
Because of the collaborative nature of
genomic data usage, voluntary
sharing may help others improve

information
sharing occurs

with external
° ° ° ° ° ° ° ° ° ° ° ° . - .
stakeholders to their cybersecurity and privacy
achieve broader protections, benefiting the broader
cybersecurity community. As information sharing
situational capabilities increase in the genomics
community, organizations will need
awareness .
to prepare to receive and react to

shared information.

No additional considerations identified.
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Analysis (RS.AN)
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Table 37. RESPOND: Analysis Category and Stakeholder Input.

Stakeholder Input

Analysis is conducted to ensure adequate
response and support recovery activities.

Automating Response Analysis minimizes inconsistencies and improves response timelines.

994

Mission
Objective

RS.AN-1:
Notifications

n
(0]
2
=
5O
(O]
o
o

4. Consent

Table 38. RESPOND: Analysis Subcategory Prioritization and Notes.

5. Donors

8. Research

General Rationale

11. Diversity
12. platforms

Analysis is required to detect data
integrity issues anywhere in the
lifecycle. Detection activates

Mission Objective Specific Consideration

2,5 - Notifications include alerts on privacy
incidents and initiate comprehensive
investigation.

4 - Notification is required when an incident

resourcing.

from detection oo oo oo | o0 (1) L) ° ) oo | 000 o0 | o0 o .
response activities; other impacts consent.
systems are Respond Subcategories rely on 12 - Organizations relying on secure platforms
investigated effective detection. expect that the platform provider will perform
effective detection.
1,3,6,8 - This activity helps define the impact
to data integrity, provenance, security and
privacy risks, data access, and effect on the
data. An organization will need to determine if
Impact establishes the the data can still be trusted.
RS.AN-2: The significance and breadth of an 2,4,5 - Ensure criteria are in place to identify
impact of the eee Y oo TN oo IR .o . oe Y o0 % incident. It determines the extent | incidents that may result in privacy and
incident is of the required response consent issues.
understood including scope, urgency, and 9 - Investigations determine if the impact has

legal or regulatory implications.

10 - Impact to IP may result in a broader
response effort.

12 - Platform providers assess impact to the
user community.
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5. Donors

8. Research
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General Rationale

11. Diversity
12. platforms

Forensics help clarify the extent
of the impact—whether and how
data was accessed by whom and
when, and whether data was

Mission Objective Specific Consideration

1,3,8,12 - Forensics may be necessary to
determine data integrity issues that may
impact data usage throughout the lifecycle.
9 - Forensics may be stipulated by laws or

RS.AN-3: .
Forensics are oo o0 oo (o oo IR ° A oo S oo 5 changt'ed. Results of the forensics regulations.
analysis help determine the scope . .
performed and magnitude of impact to the 10 - Forensics can verify access to IP and may
oreanization and affected identify who accessed the data.
. g. . L . 11 - May identify changes to the data
individuals, which in turn informs | | . . . .
response requirements impacting ability to preserve sample diversity.
RS.AN-4: 2,4,5 - |dentify and categorize privacy
Incidents are Correctly categorizing incidents ;nCII?jenis.fcc?rre.(cjtly.t - p
categorized 000 | 000 | 00 | 00 000 o000 oo ° (1) o0 (1} ° ensures appropriate resources re-pUteartlicl)r\]/ incidents that may damage
. . bilized. '
consistent with are mobtiize 9 - Categorize incidents as required to comply
response plans with laws and regulations.
RS.AN-5:
Processes are
established to
receive, analyze, . o
and respond to Identifying and addressing new tlzt PIT(tfkorm provlldersbh.?l/‘e @ re(SijI.’?IbI:Ity
vulnerabilities [ 1) o0 o0 ° 'Y ° ° ° ° eee ee | @0 | vulnerabilities reduces the o trac nowt\ vulnerabi |. |es_an mitiga .e
them appropriately to maintain the security

disclosed to the
organization
from internal
and external
sources

likelihood of some risks.

posture of their environment.
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Table 39. RESPOND: Mitigation Category and Stakeholder Input.

Stakeholder Input

Activities are performed to prevent expansion of an
event, mitigate its effects, and eradicate the incident.

Response Mitigation activities were prioritized highly, after Planning.

Mission
Objective

n
(0]
2
=
5O
(&)
o
o

4. Consent

Table 40. RESPOND: Mitigation Subcategory Prioritization and Notes.

5. Donors

8. Research

11. Diversity

12. Platforms

General Rationale

Containment reduces additional

Mission Objective Specific Consideration

1 - Containment helps manage data integrity
and ensures compromised data is not
propagated to others interacting with data.
2,4,5 - Containment minimizes the privacy
impact an incident may have on individuals.
6 - Containment restricts additional

RS.MI-1: . L
Incidents are 000 o000 oo o0 | 000 o000 L] oo | 000 L eee | MPaCt from a.\n |nC|.de.nt and unauthorized access.
. should be a high priority for . L
contained 8 - Containment minimizes effects on others
Respond. .
using the research data.
10 - Containment can minimize the impact to
IP.
12 - Containment can manage the impact to
the secure platform to control effect on users.
Mitigation helps resolve
RS.MI-2: whatever caused the incident 2,4,5 - Mitigation addresses incidents that
Incidents are 000 000 oo 00 | 000 o000 L] oo | o00 o ®® | and prevents additional issues, impact privacy.
mitigated including data leaks or 7,8,12 - Effective mitigation fosters trust.
unauthorized access.
RS.MI-3: Newly Organizations are increasingly
identified expected to be proactive and
I dynamic in addressing newly . . . .
vulnerabilities oo co | 0oe o oo oo ° oo | ooe ° ee | identified vulnerabilities. 10 - Th|.s practice helps provide dynamic
protection for IP.

are mitigated or
documented as
accepted risks

Identifying new vulnerabilities
was considered a secondary
priority compared to containing
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Mission
Objective

2. Relatives

4. Consent

5. Donors

8. Research
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>
=
[%2]
s
(]
=
[a)
—
—

12. Platforms

General Rationale

and mitigating known risks and
incidents.

Mission Objective Specific Consideration
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998 Table 41. RESPOND: Improvements Category and Stakeholder Input.

Stakeholder Input

Improvements (RS.IM)
Organizational response activities are improved by
incorporating lessons learned from current and
previous detection/response activities.

Improvements in response strategies and plans help organizations address the dynamic aspect of cybersecurity.

999
1000 Table 42. RESPOND: Improvements Subcategory Prioritization and Notes.
> (%]
4 g ¢ S 2| E
.. = [} o p o .. .. .
Mission = z c o g = . Mission Objective Specific
o X 5 o b = © General Rationale . .
Objective o O o 2 o o Consideration
: < - =Y
(@] (e — -
7 - Repeating a prior mistake and not
RS.IM-1: Improves response outcomes and implementing response improvements
Response minimizes likelihood of repeating a past | present a serious risk to maintaining trust
. plans . I oo e oo e oo e ° . mlstak.e. and organizational reputatpn. .
incorporate Updating the response plan was 2,4,5,9 - There may be negligence if
lessons prioritized over updating the response organizations fail to incorporate lessons
learned strategy. learned and have the same issue more than
once.
RS.IM-2: 9 - Organizations need to periodically check
Response L e e res oise ztrate ies to inccr:r orate a::
) ° o [ 1) ([ ° [ 1) ° ( 1) [ 1) (1) ° ° Response strategies need periodic P & P v
strategies . . changes based on legal and regulatory
updating to improve future outcomes. .
are updated requirements.
1001
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1002 Table 43. RECOVER: Recovery Planning Category and Stakeholder Input.

Recovery Planning (RC.RP) Stakeholder Input

Recovery planning might be lower priority compared to response planning; however, recovery plans help return operations to a prior uncompromised
state following an incident. Having a plan can enable continuation of operational activities and protect assets. Recovery plans can help manage
reputation risks following an incident by establishing requirements for communication of privacy related incidents and restorative processes.
1 - Recovery with respect to genomic data helps verify the integrity of the data prior to resuming normal operations and can be complex.

maintained to ensure timel 3 - Recover was considered important but not prioritized as high as Respond by stakeholders.
y 7 - Trust in organizations and their genomic data impacts willingness to participate in research, use data as a source for research, trust the results of the

restoration of systems or assets research. Sometimes there is no opportunity to recover data so other activities were prioritized higher.

affected by cybersecurity events. | 10 _ The ratings help provide understanding of priorities for protecting IP since not every activity can be resourced.

11 - Recover does not have the same meaning as recovery. Organizations should be able to protect assets in the future.

12 - Secure platform providers put a recovery plan in place. Recovery steps maintain safeguards on sensitive/confidential data/systems.

Recovery processes and
procedures are executed and

1003 Table 44. RECOVER: Recovery Planning Subcategory Prioritization and Notes.

Mission
Objective

General Rationale Mission Objective Specific Consideration

5. Donors
8. Research

-
c
Q
(%)
c
(o)
(@)
<

2. Relatives
11. Diversity
12. Platforms

1,8,11,12 - The recovery plan establishes the
activities required to restore operations and data
integrity to a trusted, uncompromised state.
Recovery plans help restore 2,4,5,9 - Prioritize recovery planning to address legal,

RC.RP-1: data access and integrity to policy, regulation, privacy, and consent requirements.
Recovery an acceptable operational 3,10 - Recovery plan manages high-risk recovery
plan is state. Having a plan can help | operations and impacts to IP. Risk modeling and
exef:uted 000 | 00 | 00 | 00 o0 | 00 o0e | 00 | oo | 00e | 00 | 00 | ©° man.age hlgh-rlsk toIeranc.es may help determine the scope and ‘
during or operations, impacts to IP resourcing required to manage recovery operations.
after and privacy, and applicable 6 - Recovery plan incorporates and enforces data
cybersecurity requirements from laws, access protection requirements, including access
aeliakaii policies, consents, and controls for backups.
' regulations. 7 - Recovery plan addresses restoration of data

access and integrity as well as communication
required to maintain and restore trust in the
organization.
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1004 Table 45. RECOVER: Improvements Category and Stakeholder Input.
Improvements (RC.IM) Stakeholder Input
Recovery plan should incorporate lessons learned to update strategies, continuously improving and adjusting practices based on the dynamic
Recovery planning and processes are threat and operating environments. Res;?on'se and recovery hqppen qfter an incidel_1t,' emphasis should be on improvement to avoid future
improved by Incorporating lessons mczdentf. Recovery W/tf?out /m;.)rovement is not progre.ss.
i 7 2,4,5,9 - Plans should be updated to reflect changes in laws, regulations, privacy, and consent requirements.
learned into future activities. 8,12 - Data sharing environments have an obligation to continuously improve their ability to recover from data and ransomware attacks to
maintain the trust of users.
1005 Table 46. RECOVER: Improvements Subcategory Prioritization and Notes.
¢ g v S z| E
Mission = 3 2 < 5 £
o = 5 o a 2| = General Rationale Mission Objective Specific Consideration
Objective - o o 2 o o
~ < |0 o oo
1 - Data integrity recovery helps restore trust in
data.
RC.IM-1: 2 - Improvements may be needed to identify and
Recovery Recovery plans should be updated address issues with notifying relatives.
. plans oo | oo oo . oo M2E oo e 0 ° e to incorporate .Iessons learned and 3- Bisk models and actions may need to be
incorporate address emerging threats that could | revised.
lessons compromise recovery activities. 7,8,9,12 - Implementing improvements
learned. demonstrates due diligence rather than
repeating mistakes, maintain the trust of users,
researchers, and the genomics community.
Updating recovery strategies to
address known issues and lessons 1,2,5,8,10,12 - Threats to data, privacy, and
learned is important, but secondary | processing environments are dynamic. Recovery
RC.IM-2: to updating recovery plans. strategies need to evolve to maintain the trust of
Recovery Updating recovgry strategies is a donors, researchers., and users. .
strategies ° ° ° ° ° ° ° oo oo ° ° !onger-term activity that may also 3,6,7 - Thpugh conmderefﬂ secondary tq haylng
inform changes to other an effective plan, strategies help organizations
alits cybersecurity and privacy adjust cybersecurity capabilities to maintain
updated. capabilities. However, if governance | their effectiveness.
requires, the priority for updating 9 - Priority should be consistent with governance
recovery strategies would be requirements.
elevated.
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Table 47. RECOVER: Communications Category and Stakeholder Input.

1006
Communications (RC.CO) Stakeholder Input
Restoration activities are coordinated with Communications with stakeholders, donors and the public are important for maintaining trust and ensuring long-term organizational
internal and external parties, such as priorities in the genomics ecosystem. Communications can also be part of statutory requirements, particularly where privacy is related.
L ! . 7 - Communication leads to trust in relationships; it is a key dependency. Dependencies on service providers should be maintained and
coordinating centers, Internet Service . o . . .
Provid i there are additional responsibilities. What is trusted is just as important as who one trusts.
ro‘_” 'er s, owners of attacking systems, 8 - Communication is important to manage the relationships within the research community and ensure continued collaboration.
victims, other CSIRTs, and vendors. Communications help to regain trust in an organization’s research and results.
1007 Table 48. RECOVER: Communications Subcategory Prioritization and Notes.
n > 2
Mission = 2 c o g = . Mission Objective Specific
o o 5 o b = ks General Rationale . .
Objective o o o g o a Consideration
i < n 00 a ﬁ
2 - Public relations may be the primary way
relatives interact with genomic data. Poor
. . . . public relations can impact trust and
Managin lic rel n
. anaging public .e at_lc? SIS . whether individuals will trust the
important for maintaining trust in organization in the future. Good public
RC.CO-1: Public the genomic data ecosystem to Igt' build and ) t df t
relations are L4 (L o0 (1 (1 L eoo o0 L] L] (1 L] ensure future trust of donors, relations Fan rebul . and ex e,n . rust.
q relatives. oreanizations usin 4,5 - Public perception could limit future
IAETERSeL - g . g donors if they do not trust the organization
genomic data, the public, and the .
. . to manage privacy or consent.
genomic community. . .
8 - Researchers manage public perception
to promote trust in research participation
and results.
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Mission
Objective

(%]
]
=
S
&
)
(-3
(@]

4. Consent

5. Donors

8. Research

11. Diversity

12. Platforms

CSF Profile for Genomic Data

General Rationale

Mission Objective Specific
Consideration

1 - Reputation helps to secure the
organization's place in the genomic data
ecosystem and maintain trust of others
working with a compromised organization’s
data after it has recovered from an

RC.CO-2: Repairi tation helps to limit | incident
. epairing reputation helps to limi incident.
Reputation after T T e . . . -
R ( 1) (1) o (1) o (] oeo o0 ° o (1) o impact of negative public relations | 4,5 - Negative reputation due to an incident
an event is . . . .. .
) and maintain trust. could limit the participation of future
repaired. donors if they do not trust organizations to
manage privacy or consent.
8 - Researchers manage reputation to
promote trust in research participation and
results.
Communications help manage trust
for those working with genomic " .
. & . & 1 - Communication throughout the genomic
data, processing environments, . o L
. . data lifecycle helps organizations maintain
and other organizations involved. . . . .
RC.CO-3: . trust in data integrity and improve future
R Communications also ensure all outcomes
-ec~c?very parties are informed and able to 2,4,5,9 - A. licable laws and regulations
activities are carry out their roles and o’ft(’enl incIuF:jZ communication rf uirements
communicated responsibilities appropriately and . . d -
to internal and improve future outcomes regarding privacy and consent. While it may
000 | 000 00 | 000 000 00 o000 oo (L] o0 (L] o0 ' be particularly difficult to contact relatives,

external
stakeholders and
executive and
management
teams.

Executives take primary
responsibility for managing risk,
resources, compliance with laws,
reputation/trust activities, and
assess impact to IP and rely on
appropriate communications to
both stay well informed and
convey necessary information to
stakeholders.

organizations should determine what
processes need to be developed to
communicate with or contact relatives of
donors.

8 - Recovery communications help
researchers repair their reputation to retain
access to their data sources.
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1077  Appendix A. List of Symbols, Abbreviations, and Acronyms

1078  The following acronyms are used in this publication.

1079 AC

1080  Access Control

1081 AE

1082  Anomalies and Events
1083 AM

1084  Asset Management
1085 AN

1086 Analysis

1087 AT

1088  Awareness and Training
1089 BE

1090  Business Environment

1091 BIO-ISAC

1092  Bioeconomy Information Sharing and Analysis Center

1093 cCMm

1094  Security Continuous Monitoring
1095 co

1096  Communications

1097 CSF

1098  Cybersecurity Framework

1099 DbGaP

1100  Database of Genotypes and Phenotypes
1101 DE

1102  Detect

1103 DNA

1104  Deoxyribonucleic acid

1105 DP

1106  Detection Processes

1107 DS

1108  Data Security

1109 EO

1110  Executive Order

1111 FedRAMP
1112 Federal Risk and Authorization Management Program

1113  FISMA
1114  Federal Information Security Modernization Act (2014)
1115 GDPR

1116  General Data Protection Regulation
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1117
1118

1119
1120

1121
1122

1123
1124

1125
1126

1127
1128

1129
1130

1131
1132

1133
1134

1135
1136

1137
1138

1139
1140

1141
1142

1143
1144

1145
1146

1147
1148

1149
1150

1151
1152

1153
1154

1155
1156
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GxP
Good Practices

GV

Governance

HIPAA
Health Insurance Portability and Accountability Act (1996)

ID
Identify

Improvements

IP
Information Protection Processes and Procedures

IP
Intellectual Property

ITL
Information Technology Laboratory

MA
Maintenance

Mi
Mitigation

MO
Mission Objective (only used in the Tables)

NCBC
National Centers for Biomedical Computing

NCBI
National Center for Biotechnology Information

NCCoE
NIST National Cybersecurity Center of Excellence

NIST
National Institute of Standards and Technology

NIST IR
NIST Internal Report

PHI
Protected Health Information

PR
Protect

PT
Protective Technology

RA
Risk Assessment
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1157
1158

1159
1160

1161
1162

1163
1164

1165
1166

1167
1168

1169
1170
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RC
Recover

RM
Risk Management Strategy

RP
Recovery Planning

RP
Response Planning

RS
Respond

SC
Supply Chain Risk Management

SRA
Sequence Read Archive
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Appendix B. Glossary

Asset
The data, personnel, devices, systems, and facilities that enable the organization to achieve business purposes [15].

Cybersecurity Event
A cybersecurity change that may have an impact on organizational operations (including mission, capabilities, or
reputation) [16].

Data Integrity
A property possessed by data items that have not been altered in an unauthorized manner since they were created,
transmitted, or stored [17].

Genome

The entire set of DNA instructions found in a cell. In humans, the genome consists of 23 pairs of chromosomes
located in the cell’s nucleus, as well as a small chromosome in the cell’s mitochondria. A genome contains all the
information needed for an individual to develop and function [18].

Network
A system implemented with a collection of interconnected components. Such components may include routers,
hubs, cabling, telecommunications controllers, key distribution centers, and technical control devices [19].

Provenance

The chronology of the origin, development, ownership, location, and changes to a system or system component and
associated data. It may also include personnel and processes used to interact with or make modifications to the
system, component, or associated data [20].

Sensitive Data
A descriptor of information whose loss, misuse, or unauthorized access or modification could adversely affect
security [21].

System
A discrete set of resources organized for the collection, processing, maintenance, use, sharing, dissemination, or
disposition of information [22].
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