.8 DEPARTMENT OF

ENERGY

Office of
ENMERGY EFFICIENCY &
RENMEWAEBLE ENERGY

eXCHANGE Multi-Factor Authentication

October 2022




MFA Methods

eXCHANGE users are now required to use the multi-factor authentication methods
described below to log into eXCHANGE.

Login.gov (External Users) One ID (Internal Users)

 Asecure sign in service used by the public to signin to .
participating government agencies

 Method for multi-factor authentication (MFA) for
external users

Method for multi-factor authentication for
internal (DOE) users

* Allows internal users logged into the DOE
Network to sign into eXCHANGE in one of two
ways:

— Click the EITS Energy IT Services button to
authenticate through the DOE Network.

— This streamlines the process and eliminates the — Authenticate 'Fhr(?ugh their DOE PIV card
need to remember multiple usernames and and enter their pin correctly.
passwords.

ULOGIN.GOV ﬁ' |B

— Potential Applicants
— Reviewers

e Users can use the same username and password to
access any agency that partners with Login.gov
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Important Notice: Login.gov Emaill

Note: The email address associated with Login.gov must be the same as the email address
associated with the eXCHANGE account. If they differ, the current eXCHANGE account cannot
be accessed until the email is registered in Login.gov

* If the user already has a Login.gov account and the email address associated with
Login.gov does not match the email associated with eXCHANGE, the user can either:

— Register a new account with Login.gov that matches the eXCHANGE account. (This option should
only be taken if the user has ensured that the email address associated with eXCHANGE is current.)

— Register for a new eXCHANGE account with an email address that matches the existing Login.gov
account. (This option would only be used if the user’s organization has changed. If this option is
used, the current eXCHANGE account cannot be accessed.)
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New Log-in Page

Users are required to use either Login.gov (external users) or OnelD (internal users) to sign into eXCHANGE. The login page now
displays both sign-in options, as well as registration links and Login.gov resources.

Funding Opportunities

EERE Funding Opportunity Exchange s |

EERE » Financial Opporfunities » Funding Cppartunity Exchanpe Frintabls Wersian
Funding Opportunity LOG IN
Funding Archiwve
Lagin Already Registered? First Visit?
Repister
If you do not hawve an Exchange sccount. please register herel
Manuals Externzal Users Only
Guestions & Answers Login.gov Resources
; DOE Nebwork Login DDE Intermal Users Only

Geat Started with Login.goy

How to Change Accountlogin Setlings

MOTICE TO UZERS: This is & Federal computer system and is the property of the United States Governmeant. This system is for autharized use only. All users
[authorized or unauthorized) have no explicit or implicit expectation of prvacy. Unauthorized or improper use of this system may result in administrative
disciplinary action and civil and criminal penalties. By continuing fo use this system you indicate your awareness of and consent to these terms and conditions of
use. CLOSE THIS WINDOW IMMEDIATELY if you do not agree to the conditions stated in this warning.

If you hawe any technical problems with eXCHANGE, please send an email to EERE-ExchangeSupportihg.doe.goyw with the FOA name and number in the
sulgject line.

Mock-ups are for reference only, actual screens/language may differ
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OnelD
(Internal DOE Users)
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One ID Sign-In Page

* DOE users must be signed into the DOE network using their DOE
PIV card or RSA token.

e They will access eXCHANGE and select the “DOE Network Login”
button from the Log-In page.

* The system will navigate the user to the OnelD main page as
shown on the right where they can either:
— Click the EITS Energy IT Services button to authenticate through

the DOE Network. They will see a blank white page while being
redirected to the eXCHANGE home page.

— Select the DOE PIV/DHS PIV/DOD CAC button and enter their pin
correctly. They will then be redirected to the eXCHANGE home

page.

52 DOE
= PIV Card

HSPD-12 Smart Card Verification

“ C g r'lr-el
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Sign on with an HSPD-12 Smart Card

@ DOE PIV | DHS PIV / DOD CAC

Thomas Jefferson Mational
Accelerator Facility

EM Ceonsclidated Business
Center - WWDP

Sign on with a DOE site account

EM Consolidated Business

Ames Laboratory Center - MOAB

Office of Scientific and Technical
Information

FISE oviEmien qMﬂui e enterpnse@
e e %OAKRIDGE Doy 2.
Arg?mﬂ'?-:ﬁ @sm P A mnaration
& €its VL s @ oo
NNSS)
Sign on with another account
OME Max IdP D LOGIN.GOV




Login.gov
(External Applicants and Reviewers)

U.S. DEPARTMENT OF ENERGY  OFFICE OF ENERGY EFFICIENCY & RENEWABLE ENERGY




Login.gov Sign-in Page: Users registered in Login.gov

U LOGIN.GOV

e Users who are currently registered in
eXCHANGE will click the ‘Sign In’
button for Login.gov and be taken to

. Signin
the Login.gov page
Email address
* The user will need to enter their
correct email address & password for
Login.gov and select ‘Sign in’. . Bl Showpesswon

Already Registered?

‘ Create an account

Sign in with your government employee ID

P ~ - nac e W
Forgot your password?

Security Practices and Privacy Act Statement @

Privacy Act Statement @
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Login.gov Sign in Page: Users registered in Login.gov, Cont.

U LOGIN.GOV

* Once a user enters their correct email
& password, they will be prompted to
enter a one-time code (which will be

. Enter your security code
sent according to the user’s d d

We sent a security code to (***) ***- -. This code will
preference, e.g., by text message). expirs in 10 minutes
e Once the user enters the code and One-time code
hits submit, the user will be signed
into eXCHANGE

B Remember this browser

‘ 7 Get another code ‘

Don't have access to your phone right now?

Choose another authentication method
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Login.gov Sign-in Page: Users not registered in Login.gov

e Users who are currently registered in 0 L0GIN.COV e [
eXCHANGE will click the ‘Sign In’
button for Login.gov and be taken to O o st et o g e
the Login.gov page Sign in oGO same

Create your account

e |If the user does not have a Login.gov Email address o ot e
account, they should create one using
the same email address they use to log o T ——
into eXCHANGE by selecting ‘Create an Passiord crgionSpengh P,
Account’ O English default}
Already Registered? —

| | =iermia Users Only > ‘ Create an account ‘ > [ | read and accept the Login.gov Bules of Use

; DRE Mhetwsork Login OSE inoerral Usars Cinky Sign in with your government employee ID m

Cancsl

Forgot your password? ] |
Security Prectices and Privacy Act Statement

Security Practices and Privacy Act Statement @

Privecy Act Stetemant

Privacy Act Statement (4
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Login.gov Sign-in Page: Users not registered in Login.gov, Cont.

After the user enters their email address, Login.gov will send the user an email to confirm their
email address. The user will need to follow the link in the email and click ‘Confirm email address’ to
continue creating their account.

U LOGIN.GOV

. U LOGIN.GOV
Check your email

We sent an email to with a link to Confirm your email

confirm your email address. Follow the link to continue

creating your account Thanks for submitting your email address. Please click the link

below or copy and paste the entire link into your browser. This

link will expire in 24 hours.
Didn't receive an email? Resend

Or, use a different email address
Confirm email address
You can close this window if you're done.

https://secure.login.gov/sign_up/email/confirm?confirmation_
token=L4UArMuxTgxbGUR75w-K
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Login.gov Sign-in Page: Users not registered in Login.gov, Cont.

Once the user presses the verify link in their email, they will be redirected to create a strong password for
Login.gov

@ You have confirmed your email address

Create a strong password

It must be at least 12 characters long and not be a commonly
used password. That's it!

[] Show password
Password

Password strength: ...

Password safety tips <+

« Cancel account creation
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Login.gov Sign-in Page: Users not registered in Login.gov, Cont.

The user must then choose which Authentication method setup
multi-authentication method they sthentcaton oo e recommnd you sl o 00t 2
prefer to secure their account and m—"—"
click ‘Continue’. 5 ( Secnyiey

A physical device, often shaped like a USB
drive, that you plug in to your device.

O E Government employee 1D

PIV/CAC cards for government and military
employees. Desktop only.

O D Authentication application

Download or use an authentication app of
your choice to generate secure codes.

O % Text or voice message
Receive a secure code by (SMS) text or

phone call.

O $ Backup codes
A list of 10 codes you can print or save to

your device. When you use the last code,
we will generate a new list. Keep in mind
backup codes are easy to lose.
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Creating New Login.gov Account - Text Message Example

If text message is chosen, the user will need to Login.gov will send a one-time security code via
enter their phone number and press ‘send text message, which the user will need to input.
code’. orocmcoy [ TEmp—— The user will then press ‘Submit’.

D LOGIN.GOV (@113t 4l
*kk kkk

Send your security code via text Enter your security code
message (SMS) or phone call We sent a security code to .. This code will

We'll send you a security code each time you sign in. expire in 10 minutes.
Message and data rates may apply. Do not use web-based

(VOIP) phone services or premium rate (toll) phone numbers. One-time code

Phone number |
Example: (201) 555-0123

- - [0 Remember this browser
How should we send you a code?
You can change this selection the next time you sign in. If you
entered a landline, please select “Phone call” below.

© Text message (SMS) O Phone call

i & Get another code l

Mobile terms of service
Entered the wrong phone number?

Use another phone number
Send code

« Choose another option

< Choose another option
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Login.gov Sign-in Page: Users not registered in Login.gov, Cont.

Once the user confirms their security oroaincov (ORI
code correctly, they will be prompted
to log into their eXCHANGE account.

Click ‘Agree and continue’ then ‘Sign- ‘ [ \
In’ to access eXCHANGE. _O

You’ve created an account with
Login.gov

We'll share this information with Exchange Dev:

® Email address
ajtestt73@gmail.com

Exchange Dev will only use this information to connect to
your account.

Add a second authentication method. You will have to
delete your account and start over if you lose your only
authentication method.

Agree and continue

U.S. DEPARTMENT OF ENERGY  OFFICE OF ENERGY EFFICIENCY & RENEWABLE ENERGY



New User Registration in eXCHANGE

If a potential applicant or reviewer does not currently have an eXCHANGE account, they will need to click
‘Register Here’ to register in the system.

Funding Opportunities

EERE Funding Opportunity Exchange |

EERE » Financial Opgortunities » Funding Cipportunity Exchange Printable Versian

Funding Opportunity LOG IN

Funding Archive
Lagin Already Registered? First Visit?

Repister
If you do not have an Exchange account, pleasg register here!
Manuals External Users Only EI

Guestions & Answers Login.gov Resources
= DDE Nebwork Login COE Intermal Users Snly

Get Started with Login.gov

How to Change AccountLogin Settings

MIOTICE TO USERS: This is a Federal computer syster and is the property of the United Siates Government. This system is for authorized use only. All users
[authorized or unauthorized)} have no explicit or implcit expectation of privacy. Unawuthorized or improper use of this system may result in administrative
disgiplinary action and civil and criminal penalties. By continuing to use this system you indicate your awareness of and consent to these terms and conditions of
use. CLOSE THIS WINDOW IMMEDIATELY if you do not agree to the conditions stated in this warning.

If you hawve any techmnical problerms with eXCHAMGE, please send an email to EERE-ExchangeSupportiho.doe.gov with the FOA name and number in the
subject line.

Mock-ups are for reference only, actual screens/language may differ
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New User Registration in eXCHANGE

* Registering for an eXCHANGE account is a two-step process.

— First, navigate to the registration page and click ‘New External User (Applicant or Reviewer)’. This button will redirect
you to Login.gov, where you will either sign into your existing Login.gov account or create a new Login.gov account, as
shown in slides 13-18.

D LoGIN.GOV

EERE Funding Opportunity Exchange —

Signin
EERE = Fruneisl Oppertunitis g « Funding Oppariunity Exchings @ E
Funding Opportunity NEW USER REGISTRATION Email address

Furding Archive

Lagin You will be redirected to an extermal site o crexte a new Logingow acoount. You can also use an
| wiplng Logn gow Beesun if pou REve Se Upan ssenpiaton, you wil Be dirasies Baek 1o
eXCHAMNGE o complete the regisirabon prooess
Regater C O Show password
(T pr— Password
=

You will be redrected to an riema DOE ste. Upon successiul lagin, you will ba drected bk 1o
Bew DOE Intemal or Lab User T
G stions & Arvswers 1 eXCHAMNGE to complets the registration process

‘ Create an account

Sign in with your government employee ID

Forgot your password?

Security Practices and Privacy Act Statement 2

Privacy Act Statement @3

Mock-ups are for reference only, actual screens/language may differ
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New User Registration in eXCHANGE, Cont.

* Second, select the type of account you are registering for (Applicant or Reviewer):

REGISTRATION

| want to register as:

Apphcant | want to apply to current or future Funding Opportunity Announcements.

Reviewsr | am 3 subject matter expert and would like to be considered to review incoming funding applications.

DOE Employee | am a federal DOE employee or contractor and will be a user of the system as a par of my job.

Mock-ups are for reference only, actual screens/language may differ
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New Applicant Registration Page

* Users are no longer be required to add a password and security questions
* Once users click the ‘Register’ button, their email/username will be saved in eXCHANGE and the registration process
will be complete.

REGISTRATION
£ General Information

Galutation: Titde:

Forsk Nama: * Drganication Type: * |J
Larsk Mo OeganaEalbem ~

BUSIHESS OONTACT ENFORMATION

Coantryr = Liratied Skabas
Al reas: ¥ | )

Ciby: ™
Stabe: =
ZIP: ™

Prhaoene; =
Fam;
UET Mamber = B Cl WA

[<]

]

= Agcount Information

Busimess Emall]semume: *

Four Emmel Bograss will b o kpgan naimee.
Buiineis Emaillssinams
Confirmation: *

* = regereed feldn

Mock-ups are for reference only, actual screens/language may differ
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