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MFA Methods

Login.gov (External Users)
• A secure sign in service used by the public to sign in to 

participating government agencies
• Method for multi-factor authentication (MFA) for 

external users
– Potential Applicants
– Reviewers

• Users can use the same username and password to 
access any agency that partners with Login.gov 
– This streamlines the process and eliminates the 

need to remember multiple usernames and 
passwords.

eXCHANGE users are now required to use the multi-factor authentication methods 
described below to log into eXCHANGE.

One ID (Internal Users)
• Method for multi-factor authentication for 

internal (DOE) users
• Allows internal users logged into the DOE 

Network to sign into eXCHANGE in one of two 
ways:
– Click the EITS Energy IT Services button to 

authenticate through the DOE Network. 
– Authenticate through their DOE PIV card 

and enter their pin correctly.
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Important Notice: Login.gov Email

Note: The email address associated with Login.gov must be the same as the email address 
associated with the eXCHANGE account.  If they differ, the current eXCHANGE account cannot 
be accessed until the email is registered in Login.gov

• If the user already has a Login.gov account and the email address associated with 
Login.gov does not match the email associated with eXCHANGE, the user can either:
– Register a new account with Login.gov that matches the eXCHANGE account. (This option should 

only be taken if the user has ensured that the email address associated with eXCHANGE is current.)

– Register for a new eXCHANGE account with an email address that matches the existing Login.gov 
account. (This option would only be used if the user’s organization has changed. If this option is 
used, the current eXCHANGE account cannot be accessed.)
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New Log-in Page

Mock-ups are for reference only, actual screens/language may differ

Users are required to use either Login.gov (external users) or OneID (internal users) to sign into eXCHANGE. The login page now 
displays both sign-in options, as well as registration links and Login.gov resources. 
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OneID
(Internal DOE Users)
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One ID Sign-In Page

• DOE users must be signed into the DOE network using their DOE 
PIV card or RSA token.

• They will access eXCHANGE and select the “DOE Network Login” 
button from the Log-In page.

• The system will navigate the user to the OneID main page as 
shown on the right where they can either:

– Click the EITS Energy IT Services button to authenticate through 
the DOE Network. They will see a blank white page while being 
redirected to the eXCHANGE home page.

– Select the DOE PIV/DHS PIV/DOD CAC button and enter their pin 
correctly. They will then be redirected to the eXCHANGE home 
page.
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Login.gov 
(External Applicants and Reviewers)



8U.S. DEPARTMENT OF ENERGY       OFFICE OF ENERGY EFFICIENCY & RENEWABLE ENERGY

Login.gov Sign-in Page: Users registered in Login.gov

• Users who are currently registered in 
eXCHANGE will click the ‘Sign In’ 
button for Login.gov and be taken to 
the Login.gov page

• The user will need to enter their 
correct email address & password for 
Login.gov and select ‘Sign in’. 
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Login.gov Sign in Page: Users registered in Login.gov, Cont.

• Once a user enters their correct email 
& password, they will be prompted to 
enter a one-time code (which will be 
sent according to the user’s 
preference, e.g., by text message).  

• Once the user enters the code and 
hits submit, the user will be signed 
into eXCHANGE
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Login.gov Sign-in Page: Users not registered in Login.gov

• Users who are currently registered in 
eXCHANGE will click the ‘Sign In’ 
button for Login.gov and be taken to 
the Login.gov page

• If the user does not have a Login.gov 
account, they should create one using 
the same email address they use to log 
into eXCHANGE by selecting ‘Create an 
Account’
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Login.gov Sign-in Page: Users not registered in Login.gov, Cont.

After the user enters their email address, Login.gov will send the user an email to confirm their 
email address. The user will need to follow the link in the email and click ‘Confirm email address’ to 
continue creating their account.
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Login.gov Sign-in Page: Users not registered in Login.gov, Cont.

Once the user presses the verify link in their email, they will be redirected to create a strong password for 
Login.gov
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Login.gov Sign-in Page: Users not registered in Login.gov, Cont.

The user must then choose which 
multi-authentication method they 
prefer to secure their account and 
click ‘Continue’.
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Creating New Login.gov Account – Text Message Example

14

If text message is chosen, the user will need to 
enter their phone number and press ‘send 
code’.

Login.gov will send a one-time security code via 
text message, which the user will need to input.  
The user will then press ‘Submit’.
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Login.gov Sign-in Page: Users not registered in Login.gov, Cont.

15

Once the user confirms their security 
code correctly, they will be prompted 
to log into their eXCHANGE account.  
Click ‘Agree and continue’ then ‘Sign-
In’ to access eXCHANGE.
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New User Registration in eXCHANGE

If a potential applicant or reviewer does not currently have an eXCHANGE account, they will need to click 
‘Register Here’ to register in the system.

Mock-ups are for reference only, actual screens/language may differ
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New User Registration in eXCHANGE

• Registering for an eXCHANGE account is a two-step process.
– First, navigate to the registration page and click ‘New External User (Applicant or Reviewer)’.  This button will redirect 

you to Login.gov, where you will either sign into your existing Login.gov account or create a new Login.gov account, as 
shown in slides 13-18. 

Mock-ups are for reference only, actual screens/language may differ
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New User Registration in eXCHANGE, Cont.

• Second, select the type of account you are registering for (Applicant or Reviewer):

Mock-ups are for reference only, actual screens/language may differ
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New Applicant Registration Page
• Users are no longer be required to add a password and security questions
• Once users click the ‘Register’ button, their email/username will be saved in eXCHANGE and the registration process 

will be complete.

Mock-ups are for reference only, actual screens/language may differ
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