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Advantage (MA) organizations, state Medicaid fee-for-service (FFS) programs, state Children’s
Health Insurance Program (CHIP) FFS programs, Medicaid managed care plans, CHIP managed
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Merit-based Incentive Payment System (MIPS). These policies, taken together, will reduce
overall payer and provider burden and improve patient access to health information while
continuing CMS’s drive toward interoperability in the health care market.
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Regulation Text

I. Background, Summary of Provisions, and Terms

A. Purpose and Backeground

In the December 13, 2022 Federal Register (87 FR 76238), we issued the Medicare and
Medicaid Programs; Patient Protection and Affordable Care Act; Advancing Interoperability and
Improving Prior Authorization Processes for Medicare Advantage Organizations, Medicaid
Managed Care Plans, State Medicaid Agencies, Children’s Health Insurance Program (CHIP)
Agencies and CHIP Managed Care Entities, Issuers of Qualified Health Plans on the Federally-
Facilitated Exchanges, Merit-Based Incentive Payment System (MIPS) Eligible Clinicians, and
Eligible Hospitals and Critical Access Hospitals in the Medicare Promoting Interoperability
Program proposed rule (CMS Interoperability and Prior Authorization proposed rule), in which
we proposed new requirements for MA, state Medicaid FFS programs, state CHIP FFS
programs, Medicaid managed care plans, CHIP managed care entities, and QHP issuers on the
FFEs (collectively “impacted payers”) to improve the electronic exchange of health care
information and streamline prior authorization for medical items and services. The proposed rule

also included proposals for new electronic prior authorization measures for MIPS eligible
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clinicians (as defined at 42 CFR 414.1305) under the Promoting Interoperability performance
category of the MIPS, as well as for eligible hospitals and CAHs under the Medicare Promoting
Interoperability Program.

This rule also builds upon the policies established in the “Medicare and Medicaid
Programs; Patient Protection and Affordable Care Act; Interoperability and Patient Access for
MA Organization and Medicaid Managed Care Plans, State Medicaid Agencies, CHIP Agencies
and CHIP Managed Care Entities, Issuers of Qualified Health Plans on the Federally-Facilitated
Exchanges, and Health Care Providers” final rule (85 FR 25510, May 1, 2020) (hereinafter
referred to as the “CMS Interoperability and Patient Access final rule”).

We received nearly 900 timely pieces of correspondence containing comments on the
CMS Interoperability and Prior Authorization proposed rule. Some public comments were
outside of the scope of the proposed rule and those out-of-scope comments are not addressed in
this final rule. Summaries of the public comments that are within the scope of the proposed rule
and our responses to those public comments are addressed in the various sections of this final
rule under the appropriate heading. However, in this section we address certain comments that
pertain across policies or to the rule overall.

In this final rule, we are finalizing our proposals with modifications in response to
commenter feedback. Taken together, these final policies will help to increase health information
data exchange, streamline prior authorization process policies, and help to address a significant
source of provider burden and burnout to ultimately improve patients’ access to timely care.

B. Summary of Major Provisions

In the CMS Interoperability and Patient Access final rule, we required impacted payers

(MA organizations, state Medicaid FFS programs, state CHIP FFS programs, Medicaid managed
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care plans, CHIP managed care entities, and QHP issuers on the FFEs) to implement and
maintain a standards-based Patient Access API. The Patient Access API must allow patients,
through the health apps of their choice, to easily access their claims and encounter information as
well as clinical data, including laboratory results, provider remittances, and patient cost-sharing
pertaining to such claims, if maintained by the impacted payer (85 FR 25558). In this final rule,
we are finalizing our proposal to require that impacted payers include information about certain
prior authorizations in the data that are available through the Patient Access API. For those
changes to the Patient Access API, we are finalizing compliance dates in 2027 (by January 1,
2027 for MA organizations and state Medicaid and CHIP FFS programs; by the rating period
beginning on or after January 1, 2027 for Medicaid managed care plans and CHIP managed care
entities; and for plan years beginning on or after January 1, 2027 for QHP issuers on the FFEs).
In addition, starting January 1, 2026, we are requiring impacted payers to annually report to
CMS certain metrics about patient data requests made via the Patient Access API. We are also
finalizing our proposal to directly reference the content standard at 45 CFR 170.213, so that the
data content requirement is automatically updated as HHS’s Office of the National Coordinator
for Health Information Technology (ONC) adopts new versions. As of this final rule’s
publication, the content standards adopted at 45 CFR 170.213 are USCDI v1, which will expire
on January 1, 2026, and USCDI v3.

To improve coordination of care across the care continuum and movement toward value-
based care, we are finalizing our proposal to require impacted payers to implement and maintain
a Provider Access API that is consistent with the technical standards finalized in the CMS
Interoperability and Patient Access final rule (85 FR 25558), including the Health Level Seven

(HL7®) International Fast Healthcare Interoperability Resources (FHIR®) Release 4.0.1
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standard. Providers can use that API to access current patient data from payers, including
adjudicated claims and encounter data (excluding provider remittances and patient cost-sharing
information), all data classes and data elements included in a content standard at 45 CFR
170.213 (USCDI), and prior authorization information. For the Provider Access API policy, we
are finalizing compliance dates in 2027 (by January 1, 2027 for MA organizations and state
Medicaid and CHIP FFS programs; by the rating period beginning on or after January 1, 2027
for Medicaid managed care plans and CHIP managed care entities; and for plan years beginning
on or after January 1, 2027 for QHP issuers on the FFEs).

We are finalizing, with modifications, our proposal to require impacted payers to
implement and maintain a Payer-to-Payer API to exchange patient data when a patient moves
between payers to ensure continued access to their health data and support continuity of care
between payers. Specifically, the payer to payer data exchange will include adjudicated claims
and encounter data (excluding provider remittances and patient cost-sharing information), all
data classes and data elements included in a content standard at 45 CFR 170.213 (USCDI), and
certain information about the patient’s prior authorizations. Impacted payers will be required to
request data from a patient’s previous payer, with the patient’s permission, no later than 1 week
from the start of coverage or at the patient’s request. Impacted payers will then be required to
integrate any data they receive in response to that request into the patient’s record, which could
facilitate care continuity as patients move between payers. We are finalizing a policy that payers
will be required to exchange five years of patient data, as opposed to the entire patient health
record. Five years of data are sufficient to support care continuity and continuation of prior
authorizations as necessary, as well as maintaining patient access to their most recent data

without significant burden to payers. In addition, if a patient has two or more concurrent



CMS-0057-F 8

impacted payers, the impacted payers will be required to exchange the patient’s data at least
quarterly, to ensure that all impacted payers have a more complete patient record. For the Payer-
to-Payer API policy, we are finalizing compliance dates in 2027 (by January 1, 2027 for MA
organizations and state Medicaid and CHIP FFS programs; by the rating period beginning on or
after January 1, 2027 for Medicaid managed care plans and CHIP managed care entities; and for
plan years beginning on or after January 1, 2027 for QHP issuers on the FFEs).

To improve the patient experience and access to care, we are also finalizing several new
requirements for prior authorization processes that will reduce burden on patients, providers, and
payers. To streamline the prior authorization process, we are requiring impacted payers to
implement and maintain a Prior Authorization API. In the proposed rule, we used the term “Prior
Authorization Requirements, Documentation, and Decision API (PARDD API).” For simplicity,
we are finalizing the name of that API as simply the “Prior Authorization API.” This name
change alone does not indicate any changes to the requirements or standards that we proposed.

Providers can use the Prior Authorization API to determine whether a specific payer
requires prior authorization for a certain item or service, thereby easing one of the major points
of administrative burden in the existing prior authorization process. The Prior Authorization API
will also allow providers to query the payer’s prior authorization documentation requirements
directly from the provider’s system, which could facilitate the automated compilation of
necessary information to submit a prior authorization request. For the Prior Authorization API
policy, we are finalizing compliance dates in 2027 (by January 1, 2027 for MA organizations and
state Medicaid and CHIP FFS programs; by the rating period beginning on or after January 1,
2027 for Medicaid managed care plans and CHIP managed care entities; and for plan years

beginning on or after January 1, 2027 for QHP issuers on the FFEs).
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We are also finalizing our proposals to establish certain requirements for the prior
authorization process, regardless of whether the payer receives the prior authorization request
through the Prior Authorization API. We are requiring that impacted payers send notices to
providers when they make a prior authorization decision, including a specific reason for denial
when they deny a prior authorization request. We are also finalizing our proposal to require
impacted payers, except for QHP issuers on the FFEs, to respond to prior authorization requests
within certain timeframes. Finally, we are requiring all impacted payers to publicly report certain
metrics about their prior authorization processes, which will enhance transparency. For these
prior authorization process policies, we are finalizing compliance dates in 2026 (by January 1,
2026 for MA organizations and state Medicaid and CHIP FFS programs; by the rating period
beginning on or after January 1, 2026 for Medicaid managed care plans and CHIP managed care
entities; and for plan years beginning on or after January 1, 2026 for QHP issuers on the FFEs).

We are finalizing, with modifications, our proposal for new electronic prior authorization
measures for MIPS eligible clinicians under the MIPS Promoting Interoperability performance
category and for eligible hospitals and CAHs under the Medicare Promoting Interoperability
Program. To promote Prior Authorization API adoption, implementation, and use among MIPS
eligible clinicians, eligible hospitals, and CAHs, we are adding new measures titled “Electronic
Prior Authorization” under the Health Information Exchange (HIE) objective in the MIPS
Promoting Interoperability performance category and the Medicare Promoting Interoperability
Program, beginning with the calendar year (CY) 2027 performance period/2029 MIPS payment
year and CY 2027 electronic health record (EHR) reporting period, respectively. As detailed in
section IL.F. of this final rule, we are finalizing a modification to our proposal for the Electronic

Prior Authorization measure that will require a MIPS eligible clinician, eligible hospital, or CAH
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to report a yes/no attestation or (if applicable) an exclusion, rather than a numerator and
denominator.

We are additionally finalizing our proposals, with modifications, for more specificity as
to which of the required standards at 45 CFR 170.215 are applicable to each API. Impacted
payers will only be required to use the specifications that CMS has identified as necessary for the
Patient Access, Provider Access, Provider Directory, Payer-to-Payer, and Prior Authorization
APIs. Since the publication of the CMS Interoperability and Prior Authorization proposed rule,
ONC has published the Health Data, Technology, and Interoperability: Certification Program
Updates, Algorithm Transparency, and Information Sharing (HTI-1) final rule (January 9, 2024;
89 FR 1192) (hereinafter referred to as the HTI-1 final rule), which reorganized the structure of
45 CFR 170.215 to delineate the purpose and scope more clearly for each type of standard or
implementation specification. The standards we are finalizing in this rule, including updated
citations are as follows:

e Health Level Seven (HL7®) Fast Healthcare Interoperability Resources (FHIR®)
Release 4.0.1 at 45 CFR 170.215(a)(1) (HL7 FHIR).

e HL7® FHIR® US Core Implementation Guide (IG) Standard for Trial Use (STU)
3.1.1, which expires on January 1, 2026, at 45 CFR 170.215(b)(1)(i) (US Core 1G).

e HL7® SMART Application Launch Framework IG Release 1.0.0 which expires on
January 1, 2026, at 45 CFR 170.215(c)(1) (SMART App Launch IG).

e FHIR® Bulk Data Access (Flat FHIR) IG v1.0.0: STU 1 at 45 CFR 170.215(d)(1)
(Bulk Data Access IG).

e OpenID Connect Core 1.0, incorporating errata set 1 at 45 CFR 170.215(e)(1)

(OpenlID Connect Core).
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We refer readers to the HTI-1 final rule for further information (89 FR 1192). More detail
about the required standards can be found in section II.G. and Table H3. We are also strongly
recommending that payers use specific IGs to supplement the required standards at 45 CFR
170.215. Additionally, we are finalizing our proposal to allow payers to voluntarily use updated
versions of the standards, specifications, or IGs for each of these APIs prior to the adoption of
updated versions in regulation, subject to certain conditions and provided the updated standard
does not disrupt an end user’s ability to access the data available through the API. We are also
finalizing terminology changes related to the Patient Access API (in section II.A.2.d. of this final
rule). These policies will take effect on the effective date of the final rule.

We are finalizing, as proposed, some clarifications to existing Medicaid beneficiary
notice and fair hearing regulations that apply to Medicaid prior authorization decisions. Because
these are clarifications and improvements to existing regulations, as we proposed, Medicaid
agencies will have to comply with these policies upon the effective date of a final rule.

In our proposed rule, we proposed compliance dates in 2026 (by January 1, 2026 for MA
organizations and state Medicaid and CHIP FFS programs; by the rating period beginning on or
after January 1, 2026 for Medicaid managed care plans and CHIP managed care entities; and for
plan years beginning on or after January 1, 2026 for QHP issuers on the FFEs), for all policies
that require API development and enhancement. Based on commenter feedback and as noted
previously, we are delaying the compliance dates in this final rule for the provisions that require
API development and enhancement in 2027 (by January 1, 2027 for MA organizations and state
Medicaid and CHIP FFS programs; by the rating period beginning on or after January 1, 2027

for Medicaid managed care plans and CHIP managed care entities; and for plan years beginning
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on or after January 1, 2027 for QHP issuers on the FFEs). Throughout this rule, we generally
refer to these compliance dates as “in 2027 for the various payers.

We believe this approximately 3-year timeline to recruit and train staff, update, or build
the APIs, and update operational procedures will be sufficient to implement these policies, based
on comments and public information from some payers and providers regarding similar
initiatives already in progress. In addition to the 3-year implementation timeframe, we are
finalizing our proposal to give state Medicaid and CHIP FFS programs an opportunity to seek an
extension to the compliance dates, or an exemption from meeting certain requirements, in certain
circumstances. Additionally, we are finalizing our proposal to provide an exceptions process for
QHP issuers on the FFEs. We believe the approximately 3-year timeframe for implementation in
the final rule will offer sufficient time for state Medicaid and CHIP FFS programs and QHP
issuers on the FFEs to determine whether they can timely satisfy the API development and
enhancement requirements in this final rule and to prepare the necessary documentation to
request an extension, exemption, or exception, as applicable.

Executive Order 13985 of January 20, 2021, entitled “Advancing Racial Equity and
Support for Underserved Communities Through the Federal Government,” set administration
policy that the “Federal Government should pursue a comprehensive approach to advancing
equity for all.”! CMS is committed to pursuing a comprehensive approach to advancing health
equity for all, and the policies in this final rule are aligned with that Executive Order because
they represent efforts to mitigate existing inefficiencies in policies, processes, and technology
that affect many patient populations. Some patient populations are more negatively affected by

existing processes than others and should realize greater benefits through the improvements these

! Executive Order 13985, sec. 1, 86 FR 7009. (January 20, 2021).
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policies will provide. One of the main components of this final rule is our continued support for
the individual’s ability to select an app of their choice when accessing their health information.
We want to ensure that members of all communities can access their health information and
benefit from this technology. However, we are interested in the best ways to ensure that apps are
available and accessible for individuals with disabilities, individuals with limited English
proficiency, individuals with low literacy or low health literacy, and individuals with geographic,
economic, or other social risk factors that may create barriers to accessing or using technology
and apps.

Our goal is to ensure that these proposed policies do not exacerbate current disparities or
create unintended inequities that leave some communities or populations unable to benefit from
this information sharing. Further, we seek to ensure that patient privacy considerations are built
into the implementation of these proposed policies by using secure technologies, such as Open
Authorization/Open ID (OAuth) 2.0 and OpenID Connect Core for authentication,” as previously
discussed in the CMS Interoperability and Patient Access final rule (85 FR 25520). While we
proposed policies that we believed would address some health care inequities, we solicited
comments about how to ensure that individuals from all communities and populations can
actively benefit from our health care interoperability proposals.

C. Specific Terms Used in this Final Rule

Our policies emphasize improving health information exchange and facilitating
appropriate and necessary patient, provider, and payer access to information in health records.
We also include several policies intended to reduce payer, provider, and patient burden by

improving prior authorization processes and helping patients remain at the center of their care.

2 Health Level Seven International. Smart App Launch Implementation Guide, OpenID and Authentication for
Smart Apps. Retrieved from https://hl7.org/thir/smart-app-launch/.
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Prior authorization refers to the process through which a health care provider, such as an
individual clinician, acute care hospital, ambulatory surgical center, or clinic, obtains approval
from a payer before providing care. Payers establish prior authorization requirements to help
control costs and ensure payment accuracy by verifying that an item or service is medically
necessary, meets coverage criteria, and, for some payers, is consistent with standards of care
before the item or service is provided. A prior authorization is made up of two parts—a request
from a provider and a decision by a payer. We refer to the provider’s workflow and associated
information and documentation as the “prior authorization request” and the payer’s processes
and associated information and documentation as the “prior authorization decision.”

For purposes of this final rule, references to QHP issuers on the FFEs exclude issuers
offering only stand-alone dental plans (SADPs). Likewise, we are also excluding QHP issuers
offering only QHPs in the Federally-facilitated Small Business Health Options Program
Exchanges (FF-SHOPs) from the provisions of this final rule, as we believe that the standards
could be overly burdensome for both SADP and Small Business Health Options Program
(SHOP) issuers. We are finalizing an exceptions process for QHP issuers on the FFEs from the
API requirements; the grant of an exception is conditioned upon our annual approval of a
narrative justification, as further detailed in section II.E. of this final rule. For the purposes of
this final rule, FFEs include FFEs in states that perform plan management functions. State-based
Exchanges on the Federal Platform (SBE-FPs) are not FFEs, even though patients in those states
enroll in coverage through HealthCare.gov. Hence, QHP issuers in SBE-FPs will not be subject
to the requirements in this final rule. We encourage SBE-FPs and State-based Exchanges
operating their own platforms (SBEs) to consider adopting similar requirements for QHPs on

their Exchanges.
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Throughout this final rule, we use terms such as “patient,” “consumer,” “beneficiary,”
“enrollee,” and “individual.” Every reader of this final rule is a patient who has received or will
receive, medical care at some point in their life. In this final rule, we use the term “patient” as an
inclusive term. We understand that, historically, we have referred in our regulations to “patients”
using the other terms previously noted. However, for the policies herein, we will use additional,
specific terms applicable to individuals covered under the health care programs that we
administer and regulate. We also note that when we discuss patients, the term includes, where
applicable, a patient’s personal representative. For example, a patient or their personal
representative may opt into or out of certain types of information exchange under the policies in
this final rule. But when we refer to a patient’s medical needs or health records, we do not
include the medical needs or health records of the patient’s personal representative. Per the
Standards for Privacy of Individually Identifiable Health Information (Health Insurance
Portability and Accountability Act (HIPAA) Privacy Rule)? issued under HIPAA (Pub. L. 104-
191, enacted on August 21, 1996), as modified, at 45 CFR 164.502(g), and related guidance, a
“personal representative” is a person authorized under state or other applicable law to act on
behalf of an individual in making health care-related decisions (such as a parent, guardian, or
person with a medical power of attorney).* Under the HIPAA Privacy Rule, the individual’s
personal representative generally may exercise the right to access the individual’s protected
health information (PHI). For many processes described in this final rule, a patient’s personal

representative could act on a patient’s behalf, as permitted by the HIPAA Privacy Rule and other

applicable laws.

3 See 45 CFR parts 160 and 164, subparts A and E.

4U.S. Department of Health and Human Services. Health Information and Privacy. Retrieved from
https://www.hhs.gov/hipaa/for-professionals/fag/2069/under-hipaa-when-can-a-family-member/index.html and
https://www.hhs.gov/hipaa/for-professionals/fag/personal-representatives-and-minors/index.html.
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We also use terms such as “payer,” “plan,” and “issuer” in this final rule. Certain portions
of this final rule are applicable to MA organizations, state Medicaid FFS programs, state CHIP
FFS programs, Medicaid managed care plans (managed care organizations (MCOs), prepaid
inpatient health plans (PIHPs), and prepaid ambulatory health plans (PAHPs)), CHIP managed
care entities (MCOs, PIHPs, and PAHPs), and QHP issuers on the FFEs. Where certain
provisions may not apply to specific plan or provider types, we have identified them separately
from the aforementioned categories. We use the term “payer” in the preamble of this final rule as
an inclusive term for all these entities and programs and, in the case of plans, plan types, but we
also use specific terms as applicable in various sections of this final rule.

We use the term “policies that require API enhancement or development” to describe the
requirements that involve technical development work to either establish a new API, such as the
Provider Access or Payer-to-Payer APIs, or to enhance the functionality of an existing API, such
as the addition of prior authorization data to the Patient Access API. We are finalizing these
policies with compliance dates in 2027. As discussed throughout this rule, we are finalizing a
modification to our proposal for certain requirements by establishing compliance dates in 2027,
rather than in 2026, as we proposed. Specifically, those policies include adding prior
authorization information to the Patient Access API, implementing the Provider Access API
(including a process for patients to opt out and disseminating educational resources to patients
and providers), implementing the Payer-to-Payer API (including processes for gathering
previous/concurrent payer information and for patients to opt in, and disseminating educational
resources to patients), and implementing the Prior Authorization API. We are not including in
the group of “policies that require API enhancement or development” terminology changes for

the Patient Access API, reporting Patient Access API metrics, changes to prior authorization
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processes, reporting prior authorization metrics, Medicaid notice and fair hearings changes, the
MIPS and Medicare Promoting Interoperability measures, and updated standards. An explanation
of why we are establishing these deadlines for each policy is found in section [.D.2. of this final
rule and throughout this rule.

We use the term “items and services” when discussing prior authorization in this final
rule. Unless otherwise stated, the policies for prior authorization APIs and processes do not apply
to drugs of any type, meaning any drugs that could be covered by the impacted payers in this
final rule (for example, prescription drugs that may be self-administered, administered by a
provider, or that may be dispensed or administered in a pharmacy or hospital), because the
processes and standards for prior authorization of drugs differ from the other “items and
services” included in our final policies. In the CMS Interoperability and Patient Access final rule,
we finalized policies that require payers to send claims data related to prescription and other drug
claims via a Patient Access API, and we are finalizing certain provisions related to claims data in
this final rule. For example, Medicare Advantage Prescription Drug (MA-PD) plans that cover
Part A, Part B, and Part D benefits, as well as supplemental benefits, are required to provide
access to information about all those covered benefits through the Patient Access API at
42 CFR 422.119(b). Prescription and other drug information is part of a patient’s record and
giving patients, providers, and payers access to claims data for prescription and other drugs can
offer valuable insights into a patient’s health care, provide benefits for care coordination, and
help avoid potentially harmful drug interactions. We acknowledge that there are existing laws
and regulations that may apply to prior authorization of drugs for the impacted payers in this
final rule. Thus, while the claims data included in this final rule and existing policies do include

prescription and other drug claims, our policies in this final rule related to prior authorization do
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not include standards or policies for any drugs (as previously described), including covered
outpatient drugs under Medicaid, and Medicare Part B or Part D drugs covered by an MA
(including an MA-PD) plan.

Additionally, we use the terms “provider” and “supplier” as inclusive terms composed of
individuals, organizations, and institutions that provide or furnish health services, such as
clinicians (that is, physicians and other practitioners), hospitals, skilled nursing facilities (SNF),
home health agencies, hospice settings, laboratories, suppliers of durable medical equipment,
prosthetics, orthotics, and supplies (DMEPOS), community-based organizations, as appropriate
in the context used. When specifically discussing policies related to the Medicare Promoting
Interoperability Program and the Promoting Interoperability performance category of MIPS, we
refer to MIPS eligible clinicians, eligible hospitals, and CAHs.

Throughout this final rule, we finalize API provisions in which we refer to the API
functionality as a single API, though we acknowledge that payers may implement this
functionality by using one or multiple APIs. For example, while we refer to the Patient Access
API (discussed in section II.A. of this final rule) as a single API to describe the functionality,
payers may achieve the same functionality with one or multiple APIs, depending on the
implementation approach.

An API is a set of commands, functions, protocols, or tools published by one software
developer (“A”) that enables other software developers to create programs (applications or
“apps”) that can interact with A's software without needing to know the internal workings of A's
software while maintaining data security and patient privacy (if properly implemented). This is
how API technology enables the seamless user experiences, which are familiar in other aspects

of patients’ daily lives, such as travel and personal finance smartphone apps, which can function
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without being integrated into the smartphone’s operating system. Standardized, secure,
transparent, and pro-competitive API technology can provide similar benefits for patients of
health care services.’

Health Level 7 (HL7®) is the standards development organization (SDO) that develops
the Fast Healthcare for Interoperability Resources (FHIR®) standard and IGs referenced
throughout this final rule. HL7 requires the registered trademark with the first use of its name in
a document, for which policies are available on its website at www.HL7.org.®

Finally, throughout this final rule we discuss the APIs in relation to the programmatic
requirements to share data between payers, providers, and patients under specific rules.
However, payers could use these APIs to exchange data for myriad purposes, beyond those in
this final rule. For instance, a patient could request data outside the scope of this final rule, or
program integrity entities could request data from payers (such as under the Inspector General
Act of 1978). Nothing in this final rule prevents payers from sharing the requested data via these
APIs, if technologically feasible, for appropriate purposes permitted by law. We encourage using
these standards-based APIs for purposes beyond our requirements to improve the interoperability
of health data, regardless of the use case.

D. Global Comments

CMS received nearly 900 timely pieces of correspondence in response to the CMS
Interoperability and Prior Authorization proposed rule. We summarize comments that are
globally applicable to the final rule here. In this section, we address comments related to

Medicare FFS implementation, the National Directory of Healthcare (NDH), final policy

5 Office of the National Coordinator for Health Information Technology. (n.d.). Application Programming
Interfaces. Retrieved from https://www.healthit.gov/api-education-module/story html5.html.

%Health Level Seven International (2023). Guide to Using HL7 Trademarks. Retrieved from
http://www.hl7.org/legal/trademarks.cfm?ref=nav.
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compliance dates, exclusion of drugs from the prior authorization policies in this final rule, the
payers impacted by this final rule, the withdrawal of the Medicaid Program; Patient Protection
and Affordable Care Act; Reducing Provider and Patient Burden by Improving Prior
Authorization Processes, and Promoting Patients' Electronic Access to Health Information for
Medicaid Managed Care Plans, State Medicaid Agencies, CHIP Agencies and CHIP Managed
Care Entities, and Issuers of Qualified Health Plans on the Federally-Facilitated Exchanges;
Health Information Technology Standards and Implementation Specifications proposed rule
(December 2020 CMS Interoperability proposed rule), and compliance and enforcement.

1. Medicare Fee-for-Service Implementation of Final Policies

Although these requirements do not directly pertain to Medicare FFS, we want to ensure
that people with Medicare can benefit from the policies in this final rule, regardless of their
coverage or delivery system. We intend for the Medicare FFS program to be a market leader on
data exchange, including through the Provider Access, Payer-to-Payer, and Prior Authorization
APIs, and therefore we solicited comments on how these proposals could apply to Medicare FFS.
We also encouraged other payers not directly impacted by this final rule to consider the policies
in this final rule for voluntary adoption to reduce burden and support greater interoperability.

A significant number of commenters expressed support for our intention to ensure that
Medicare FFS will comply with the requirements of this final rule by the compliance dates we
are establishing. We did not make any policy proposals regarding this effort, but we are
considering comments as we plan our roadmap for implementation.

2. Compliance Dates and Enforcement
For our proposals that require API enhancement or development, we proposed

compliance dates in 2026 (by January 1, 2026 for MA organizations and state Medicaid and
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CHIP FFS programs; by the rating period beginning on or after January 1, 2026 for Medicaid
managed care plans and CHIP managed care entities; and for plan years beginning on or after
January 1, 2026 for QHP issuers on the FFEs) (87 FR 76289) and indicated that we thought that
a 3-year timeline to recruit and train staff, update or build the APIs, and update operational
procedures would be sufficient. In the proposed rule we used the term “implementation dates”
rather than “compliance dates” as we are using in this final rule. Because payers may implement
APIs before the compliance dates, we want to be clear when we are discussing the regulatory
deadlines in this final rule. This terminology does not indicate any changes to the substance of
any proposals or finalized requirements.

Comment: Many commenters expressed support for the proposed compliance dates in
2026. A commenter stated that the proposed compliance dates give impacted payers, health
information technology (IT) developers, and providers sufficient time to prepare for widespread
adoption and utilization. A commenter stated that the feasibility of implementation in 2026 will
depend on the complexities of the implementation and the date the final rule is published.
Another commenter suggested that CMS provide an implementation timeline with steps to
ensure all parties are ready for implementation in 2026. Another commenter wrote that CMS
should conduct pilots before the proposed 2026 compliance dates.

Multiple commenters recommended that CMS establish a shorter timeframe for the
revisions to the Patient Access API and the implementation of the new APIs. Commenters stated
that the benefits of our prior authorization proposals are especially necessary and encouraged us
to finalize compliance dates as early as possible. A commenter recommended that CMS require

MA organizations to implement the requirements within 90 days of publication of this final rule.
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Another commenter stated that they believe that MA organizations have the revenue and
resources to implement the provisions in CY 2024.

Payers have indicated that they are already collecting information about how patients are
using their Patient Access API, and many submitted comments based on the patient uptake they
are witnessing. We did not receive comments that indicated that collecting and reporting these
metrics would be a burden on payers.

Multiple commenters expressed concern regarding the proposed 2026 compliance dates,
for most of the requirements in the rule. Other commenters emphasized that payers would have
to begin work on implementation immediately following publication of this final rule to meet all
requirements by the 2026 compliance dates. Multiple commenters recommended that CMS delay
the compliance dates to 2027 or 2028, citing the feasibility of technology implementation and
operational changes.

Commenters indicated that state Medicaid and CHIP FFS programs may need more time
to implement because they need to secure funding and engage in the state’s procurement process.
A commenter recommended compliance dates no earlier than January 1, 2027 with state
Medicaid and CHIP agencies having the ability to request up to two 1-year extensions following
that date. The commenter noted that due to unique funding cycles and procurement requirements,
states could require more time than other payers to implement the proposed requirements.

Multiple commenters weighed in on the amount of time that payers will need to
implement the provisions in the proposed rule. Multiple commenters noted that the proposed
requirements for payers to implement four APIs within less than 3 years from publication of the
final rule would create a significant burden on payers. A commenter stated that developers will

need 12-18 months from the publication of a final rule to design, develop, test, and release
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updated software. The commenter stated that payers will also need time to implement the
updated functionality and train staff to assist patients and other API end users. Another
commenter stated that developers would need 18 months per API. A commenter recommended
that CMS finalize any policies with at least 24 months of lead time. Another commenter
suggested that CMS provide at least 24 to 36 months after the publication of the final rule for
payers to comply. Other commenters suggested 3 years between publishing a final rule and the
compliance dates. Several commenters recommended that CMS consider a staggered
implementation approach for the API requirements.

Commenters indicated that, of our proposals, the technical development and enhancement
of the required APIs would necessitate a longer implementation period than the prior
authorization process improvements.

Response: Having taken into consideration comments about the implementation timeline
generally and about each of the policies specifically, we are finalizing our policies that require
API development or enhancement with compliance dates in 2027. Specifically, MA
organizations and state Medicaid and CHIP FFS programs must comply with those policies by
January 1, 2027; Medicaid managed care plans and CHIP managed care entities must comply
beginning with the first rating period that begins on or after January 1, 2027; and QHPs in FFEs
must comply by the first plan year beginning on or after January 1, 2027. For simplicity,
throughout this rule we generally refer to these compliance dates as “in 2027” for the various
payers. However, we are finalizing some of our other policies with the proposed 2026
compliance dates, as noted in the Summary of Major Provisions.

Specifically, we are finalizing 2026 compliance dates for the requirements that impacted

payers report Patient Access API metrics to CMS, make standard and expedited prior
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authorization decisions within specific timeframes, send notices to providers, including a specific
denial reason for denied prior authorizations, and publicly report prior authorization metrics on
their websites. While these policies require a certain level of development and implementation
effort, they are not as technically challenging as implementing the APIs. Thus, we believe a
nearly 2-year implementation timeframe is sufficient and will allow payers to prioritize them for
an earlier deadline.

Because impacted payers should already have Patient Access APIs implemented based on
requirements finalized in the CMS Interoperability and Patient Access final rule, reporting on
usage of that API should not be a significant burden to payers. We proposed to gather those data
to understand how the Patient Access API is being adopted across the industry. We do not
believe there is any benefit to delaying this reporting requirement, as we need these data to help
inform future policies.

Importantly, the prior authorization policies we are finalizing with 2026 compliance dates
should reduce the burden of prior authorization processes, even before the 2027 compliance
dates for the API development and enhancement policies. Requiring impacted payers to send
provider notices, including a specific denial reason, respond within specific timeframes, and
report prior authorization metrics will apply regardless of how the payer received the prior
authorization request, and are not dependent on the API. Therefore, we do not believe there is a
reason to tie those requirements to the API compliance dates. Delaying the changes to prior
authorization timeframes and procedures would only delay the benefits of those new policies.

However, we are sensitive to the implementation burdens on payers, particularly for the
final policies that require API development or enhancement. We understand that payers need

time to design, develop, test, and implement major system changes to implement the new
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Provider Access, Payer-to-Payer, and Prior Authorization APIs. We considered finalizing
staggered API compliance dates between 2026 and 2027, as some commenters suggested, but
concluded that we are not in the best position to prioritize and understand what work can feasibly
be completed by 2026 and what scope is better in a second phase for 2027. Instead, we are
delaying the compliance dates for the three new APIs and modifications to the Patient Access
API by 1 year from the proposed compliance dates to allow payers time to sufficiently plan,
develop, test, and implement this technology. After considering the comments we received, we
agree with the volume of commenters that indicated that more than 2 years is necessary from the
publication of the final rule for payers to meet the new API requirements. In consideration of the
schedule for this final rule’s publication, we are finalizing compliance dates in 2027, for the new
Provider Access, Payer-to-Payer, and Prior Authorization API requirements in this final rule.
Throughout the final rule, we specify the exact regulatory citations that are being modified from
our proposed rule to reflect the finalized compliance dates for each payer.

We are addressing concerns specific to state Medicaid and CHIP programs with the
availability of an extension for Medicaid and CHIP agencies, under which states could seek to
delay implementation until 2028, as discussed in section II.E. of this final rule. In that section,
we also discuss the possibility of states receiving enhanced Federal Financial Participation (FFP)
for expenditures related to implementing these requirements.

Comment. Many commenters expressed concern regarding the lack of discussion in the
proposed rule for mechanisms to ensure compliance with the provisions of the rule once
finalized. Multiple commenters recommended that CMS clearly outline how it will conduct
oversight and enforcement of the requirements in the rule and commenters recommended that

CMS outline a process for formal oversight, audit, and enforcement, including financial penalties
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and other consequences to promote accountability. A commenter questioned the enforcement and
oversight activities for the CMS Interoperability and Patient Access final rule (CMS-9115-F).
Another commenter highlighted the lack of penalties for non-compliance with the Provider
Directory API. Other commenters recommended that CMS develop a structured process for the
public to report non-compliance. Multiple commenters recommended that CMS closely monitor
payer compliance and impose civil monetary penalties on payers that are non-compliant.

Response: As explained in the proposed rule and the CMS Interoperability and Patient
Access final rule, each CMS program oversees compliance under existing program authorities
and responsibilities for the different types of payers impacted by these API requirements (for
example, MA organizations, Medicaid programs, etc.). Oversight and compliance procedures
and processes vary among these CMS programs and CMS may choose from an array of possible
enforcement actions, based on a payer’s status in the program, previous compliance actions, and
corrective action plans. Therefore, we do not address specific potential compliance and
enforcement actions across impacted payers in this final rule, although we do discuss categories
of enforcement actions that CMS could consider for various payers in the discussion later in this
section. Patients and providers may submit an inquiry or complaint to the appropriate authority,
depending on their coverage.

For MA organizations, because these are program requirements, depending on the extent
of the violation, CMS may take compliance actions from warning letters or requiring a corrective
action plan, to enforcement actions including sanctions, civil money penalties and other
measures specified at 42 CFR 422, subpart O. If an MA enrollee believes a plan is not fulfilling
its responsibilities with respect to the API requirements, they have a right to file a grievance with

a plan under the procedures at 42 CFR 422.564. Individuals may also submit complaints about
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their MA plans to 1-800-MEDICARE and the online complaint system at

https://www.medicare.ecov/my/medicare-complaint. The State Health Insurance Assistance

Programs (SHIP) are available to help Medicare beneficiaries, including with filing complaints.

When states use enhanced funding for expenditures related to system modifications or
enhancements, CMS’s enforcement is based upon 45 CFR 95.612 (Disallowance of FFP) and the
methodology described in the Centers for Medicaid and CHIP Services (CMCS) Informational
Bulletin (CIB), “Medicaid Enterprise Systems Compliance and Reapproval Process for State
Systems with Operational Costs Claimed at the 75 Percent Federal Match Rate” published May
24,2023. If a state is not compliant with the requirements included in this final rule, the
appropriate program policy team will address compliance enforcement.

States are obligated by 42 CFR 438.66(b) and (c) to have a monitoring system for all of
their managed care programs, including the performance of each managed care plan, to ensure
that all managed care plans are fulfilling their contractual obligations. States report the results of
their monitoring activities in an annual Managed Care Program Annual Report, in accordance
with 42 CFR 438.66(e). Further, per 42 CFR 438.3(a), CMS must review and approve all
managed care plan contracts. Should information in a state’s Managed Care Program Annual
Report or contract indicate a need for improvement or correction, CMS would work with the
state to ensure that the issue is remedied. Patients or providers with concerns regarding Medicaid
or CHIP FFS should contact their state Medicaid or CHIP agency. Patients and providers can
contact Medicaid.gov(@cms.hhs.gov if the state agency is not responsive.

For any concerns related to compliance by Medicaid managed care plans and CHIP

managed care entities, enrollees and providers should first contact their managed care plan or
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managed care entity. Enrollees or providers can contact the state Medicaid or CHIP agency to
report issues that they cannot resolve by working with the managed care plan or entity directly.

Consistent with the authority under 45 CFR 156.715, CCIIO performs compliance
reviews of issuers in the FFEs. In addition, 45 CFR 156.800, et seq. provides for additional
enforcement remedies including Civil Money Penalties (CMPs) and Notices of Non-Compliance
(NONC:s) as well as paths to QHP issuer Suppression and Decertification. If enrollees in a QHP
on the FFEs or their providers have concerns about an issuer’s interoperability implementation,
they should first contact their health plan with questions. For issues that they cannot resolve by
working directly with the plan, enrollees and providers can contact the Marketplace Call Center
at 1-800-318-2596 (TTY: 1-855-889-4325).

CMS manages compliance with the HIPAA administrative transaction standards under
the authority of the administrative simplification rules. Complaints about non-compliance can be
submitted to CMS at https://asett.cms.gov/ASETT HomePage.

3. Exclusion of Drugs

In the CMS Interoperability and Prior Authorization proposed rule, we stated that we
were excluding drugs from the Prior Authorization API and proposed process requirements for
prior authorizations because the standards and processes for issuing prior authorizations for
drugs differ from those that apply to medical items and services.

Under state Medicaid programs and the MA program, there are similar timing
requirements for prior authorizations for coverage of drugs. MA plans are required to respond to
expedited requests for Part B drugs within 24 hours (42 CFR 422.572) and to non-expedited
requests as expeditiously as the enrollee's health condition requires, but no later than 72 hours

after receipt of the request (42 CFR 422.568). Further, MA-PD plans that cover Part A, B, and D
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benefits must comply with similar timelines in responding to prior authorization requests for Part
D prescription drugs (42 CFR 423.568, 42 CFR 423.572). Similarly, under Medicaid (both FFS
and managed care), if a state requires prior authorizations for covered outpatient drugs, a
response must be provided within 24 hours of the request for prior authorization (see section
1927(d)(5) of the Social Security Act (the Act) and 42 CFR 438.3(s)(6)). We acknowledge that
other drugs do not meet the definition of “covered outpatient drugs,” including cancer drugs,
special treatments, and other important medications, and thus are not subject to these prior
authorization timeline requirements.

Comment: A plethora of commenters provided input and requested that CMS reconsider
the proposal to exclude drugs and instead include drugs in the prior authorization policies for all
or some impacted payers.

Some commenters expressed support for CMS’s exclusion of drugs from the proposed
requirements and CMS’s decision to defer Prior Authorization API requirements for drugs to
future rulemaking. Multiple commenters recommended that CMS make clear the exclusion of
drugs from all the requirements in a final rule.

Response: We believe it is clear throughout this final rule that none of the prior
authorization policies apply to any drugs covered by any impacted payer. However, based on the
overwhelming number of comments in support of our reconsideration of the policy, and
additional conversations with SDOs and stakeholders, we will consider options for future
rulemaking to address improvements to the prior authorization processes for drugs.

Comment: Multiple commenters expressed disappointment that CMS excluded outpatient
prescription drugs from the prior authorization process and Prior Authorization API policies in

the proposed rule, explaining that drug prior authorizations constitute the majority of all prior
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authorizations. Multiple commenters recommended that CMS reconsider the exclusion of drugs
from the proposed rule and suggested that CMS expand a final rule to include outpatient
prescription drugs covered under a medical benefit.

A few commenters specifically requested that CMS include drugs covered under a
medical benefit in the prior authorization process and Prior Authorization API policies in the
final rule and explained that the exclusion was troubling because health plans may cover
physician-administered drugs and specialty drugs through a patient’s medical benefits, including
specialty drugs. A commenter urged CMS to include administered drugs, which are inextricably
related to other provider services. Some commenters stated that by failing to include
administered drugs throughout the proposed rule, CMS is failing to address the biggest culprit of
delay to timely care and administrative burden for cancer patients. Commenters described
barriers to access for prescriptions for specialty drugs, cancer drugs, and certain drugs for
chronic conditions that require ongoing re-authorizations. The commenters believed that
including prescription drugs in our prior authorization policies would improve the effectiveness
of this final rule and would support CMS’s goals of reducing barriers and burdens in health care.

Response: While we acknowledge the request for reconsideration, when making the
decision to exclude prescription drugs from the proposed rule, we believed there would be
operational complexities in applying the requirements of this rule to prior authorization for
prescription drugs under current conditions and did not anticipate the overwhelming response to
that exclusion under current conditions. Based on the scope and breadth of the comments, it is
essential for us to conduct a thorough evaluation of both existing policies and standards, and the
impact any mandatory changes will have on impacted payers, providers, and patients, as well as

on other policies before making a proposal for public consideration. We are committed to
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ensuring transparency of the process, and the development of the right policy to support all
entities who might benefit. We anticipate engaging with the public on this topic in the near future
and encourage the public to provide additional feedback.

Comment: Many commenters questioned whether impacted payers are permitted to
include the functionality necessary to conduct prior authorization for drugs via the Prior
Authorization API. A commenter also requested that CMS require all payers to include drug-
related prior authorization requirements in the Prior Authorization API to ensure prescribers have
ready access to uniform policies, and patients have timely access to their medications. Another
commenter recommended that CMS explain that even if prescription drugs are excluded from the
requirements, the rule does not prohibit the sharing of drug prior authorization data via the
Patient Access, Provider Access, and Payer-to-Payer APIs.

Response: While we did not propose a requirement for prior authorization policies for
drugs to be included in the Prior Authorization API, payers may add such coverage rules and
requirements to their APIs; nothing in this final rule prohibits broader use of the required Prior
Authorization API by impacted payers and we encourage them to do so to the extent permitted
by law. The scope of the IGs for the Prior Authorization API includes prior authorization for
medications covered under a medical benefit. We describe the IGs and the Prior Authorization
API in further detail in section I1.D.2. of this final rule. However, we note that a FHIR API
cannot be used with a National Council for Prescription Drug Programs (NCPDP) SCRIPT
standard because the data elements have not yet been mapped. Also, the HL7® FHIR® Da Vinci

Prior Authorization Support (PAS) IG states it “SHOULD NOT be used for any medication that
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is covered under a prescription drug program benefit where Prior Authorization is provided by
another electronic exchange process (for example, NCPCP SCRIPT).”’

We confirm that nothing would prohibit an impacted payer from sharing the same
information about prior authorizations for drugs that they are required to share for items and
services via the Patient Access, Provider Access, and Payer-to-Payer APIs, if they choose.

Comment: A commenter sought clarification on whether the prior authorization
requirements would apply to supplies dispensed at a pharmacy, such as diabetic test strips. This
commenter stated that an API would likely not provide any additional benefit or improve the
timeliness of a decision and might increase handling timeframes while the API is in the early
stages of use. This commenter recommended that pharmacy dispensable supplies maintain their
current timeframes for coverage decisions. Another commenter recommended that CMS require
impacted payers to include durable medical equipment (DME) administered under the DME
benefit in the Prior Authorization API. Another commenter sought clarification on whether
therapeutic devices are excluded from the Prior Authorization API requirements.

Response: Supplies, including those dispensed at a pharmacy and DME, that are
considered medical benefits and are not prescription drugs, are subject to the prior authorization
requirements of this final rule. Payers will be required to include these supplies in their APIs, to
the extent they are covered as a medical benefit and require prior authorization. DME, for
example, includes continuous glucose monitors, test strips, lancets, orthotics, wheelchairs, and
other devices. All prior authorizations covered as a medical benefit, including those for DME,
supplies dispensed at a pharmacy, or therapeutic devices, must still meet the timeframe

requirements established in this final rule, regardless of whether the request is made through an

" Health Level Seven International. (n.d.) Use Cases and Overview. Retrieved from
https://build.thir.org/ig/HL7/davinci-pas/usecases.html#scope-of-work-flow.
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API or other means, as described in section I1.D.4. However, for MA-PDs, this final rule
excludes the entire scope of “Part D drugs,” as defined at 42 CFR 423.100, from the scope of the
prior authorization requirements; therefore, certain supplies that are included in the definition of
Part D drugs at 42 CFR 423.100 are not subject to the prior authorization requirements adopted
here.

4. Impacted Payers

As stated previously, certain portions of this final rule apply to MA organizations, state
Medicaid FFS programs, state CHIP FFS programs, Medicaid managed care plans, CHIP
managed care entities, and QHP issuers on the FFEs. We received numerous comments
regarding applicability to the payers impacted by the rule and summarize these comments and
responses.

Comment: Many commenters supported CMS’s proposed categories of impacted payers
for this rule. Specifically, commenters supported the inclusion of Medicaid and CHIP FFS,
which were excluded from the payer to payer data exchange requirements in the CMS
Interoperability and Patient Access final rule, and MA plans, which were excluded in the
December 2020 CMS Interoperability proposed rule. Commenters noted that the benefits of
interoperable data exchange will only accrue if there is widespread adoption by payers across the
health care system.

Response: We appreciate the support for the proposed types of impacted payers and agree
that the more payers that implement the requirements of this final rule, the greater the beneficial
impact will be on patients.

Comment. A commenter requested clarification as to whether dental plans that provide

coverage to MA enrollees or Medicaid beneficiaries are impacted payers and encouraged CMS
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to exclude those plans, akin to the exclusion of QHP issuers on the FFEs offering only SADPs.
Another commenter specifically encouraged CMS not to exclude SADPs and to include dental
plans for MA and Medicaid or CHIP managed care.

Response: We did not propose new interoperability or prior authorization standards on
SADPs on the FFEs because they have relatively lower enrollment and premium intake
compared to individual market medical QHPs. Requiring those plans to comply with the
requirements in this final rule could result in those issuers no longer participating in the FFEs,
which would not be in the best interest of enrollees. These plans are therefore outside the scope
of this final rule. We appreciate input from commenters who view prior authorization and
interoperability as important for SADP enrollees and will continue to monitor this issue and
work with stakeholders to understand how to best meet patient needs while considering the
potential burden on payers.

For Medicare beneficiaries enrolled in MA plans, when dental coverage is a supplemental
benefit covered by the MA plans, it is offered by the MA organization, directly or through
contract arrangements the MA organization uses to provide the MA supplemental benefit.
Regardless of the mechanism, the dental coverage is part of the MA plan itself and offered under
the MA organization’s contract and bid with CMS, not a separate plan. MA organizations can
project expenditures to comply with the policies in this final rule to incorporate into their overall
operational costs when setting premiums.

An organization that has a risk-based contract directly with a state to provide dental
benefits only to Medicaid and CHIP beneficiaries is usually a PAHP. We proposed, at 42 CFR
438.210 and 42 CFR 438.242 for Medicaid (applicable to separate CHIP through existing cross-

references at 42 CFR 457.1230(d) and 42 CFR 457.1233(d)), that all PAHPs other than Non-
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Emergency Medical Transportation (NEMT) PAHPs, including those that cover dental benefits,
would be subject to the requirements of this rule. Per 42 CFR 438.4, capitation rates, which are
required for all risk-based MCOs, PIHPs and PAHPs, must be projected to provide for all
reasonable, appropriate, and attainable costs that are required under the terms of the contract and
for the operation of the managed care plan for the time period, as well as the population covered
under the terms of the contract, in addition to meeting specific additional requirements at 42 CFR
438.4 through 438.7. Similarly, for separate CHIP, per 42 CFR 457.1201(c) and 42 CFR
457.1203(a), capitation rates are based on public or private payment rates for comparable
services for comparable populations and must represent a payment amount that is adequate to
allow the MCO, PIHP or PAHP to efficiently deliver covered services to beneficiaries in a
manner compliant with contractual requirements. Therefore, the concerns of upward pressure on
premiums that impact participation that are applicable to SADPs offered on the FFEs are not
present for Medicaid and CHIP risk-based managed care plans.

Comment:. A commenter suggested that CMS define the term “payer” to encompass
health insurance issuers and group health plans subject to the Public Health Service Act.
Multiple commenters expressed their concern that private payers, commercial plans, and
employer-sponsored plans would not be subject to the rule requirements. A commenter
expressed concern regarding the 150 million Americans who are in employer-sponsored
coverage, who may not have access to the benefits of the proposed rule.

Another commenter suggested that CMS could use its authority over the public sector
Consolidated Omnibus Budget Reconciliation Act (COBRA) group health plans to extend

interoperability requirements to those payers.
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Response: We appreciate commenters supporting implementation of the policies by
private payers, commercial plans, and employer-sponsored plans. However, we proposed to
impose these requirements under our authority to regulate issuers in the Exchanges that CMS
operates, which does not apply to health insurance issuers and group health plans outside the
FFEs. There is nothing prohibiting those payers from implementing the provisions in this final
rule voluntarily, as long as there are no conflicts with other federal or state laws, and we do
encourage those plans to voluntarily meet the requirements of this final rule to allow patients
they cover to have the same interoperable access to their data as impacted payers are required to
provide.

Title XXII of the Public Health Service (PHS) Act applies COBRA requirements to
group health plans that are sponsored by state or local government employers. They are
sometimes referred to as “public sector” COBRA to distinguish them from the Employee
Retirement Income Security Act of 1974 (ERISA) and Internal Revenue Code requirements that
apply to private employers. We did not make any proposals regarding public sector COBRA
plans, so they are not included as impacted payers in this final rule, but we will consider whether
we can and should propose similar interoperability requirements on such plans in future
rulemaking.

Comment:. A commenter sought clarification regarding why CMS exempted SHOP
issuers from the proposed rule.

Response: As discussed in the proposed rule, we proposed to exclude QHP issuers
offering only QHPs in the FF-SHOPs. We believe that the proposed standards would be overly
burdensome for both SADP and SHOP issuers. Requiring issuers offering only SADPs and

issuers offering only QHPs in the FF-SHOPs, which have relatively lower enrollment and
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premium intake compared to individual market medical QHPs, to comply with our proposals,
could result in those issuers no longer participating in the FFEs, which would not be in the best
interest of the enrollees.

Comment: Multiple commenters recommended that CMS work with ONC and other
federal agencies, such as the Veterans Administration (VA), the U.S. Department of Defense
(DoD), and other government payers, to bring additional data into the interoperability universe.

Response: We continue to work with ONC and agencies across the federal government to
move toward a fully interoperable health care system. We are committed to sharing any insights
and best practices from our experience working with impacted payers with other agencies that
provide health care coverage to inform their own interoperability goals. These are independent
agencies over which HHS has no authority.

5. Withdrawal of Proposed Rule

In the CMS Interoperability and Prior Authorization proposed rule, we explained that we
were withdrawing the December 2020 CMS Interoperability proposed rule (87 FR 76239). We
received multiple comments in support of this decision.

Comment. Commenters supported our withdrawal of the December 2020 CMS
Interoperability proposed rule. Several commenters expressed that the burden of prior
authorization has grown since that proposed rule was published and voiced their support for
finalizing our proposals.

Response: We appreciate the support and believe that the proposals that we are now

finalizing reflect the feedback we received from the health care industry.
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6. National Directory of Healthcare

On October 22, 2022, we released a Request for Information (RFI) (87 FR 61018) to
solicit public comments on establishing an NDH that could serve as a “centralized data hub” for
health care provider, facility, and entity directory information nationwide. We also received
many comments to this proposed rule that discussed the possibility of an NDH, particularly to
discover payers’ digital endpoints (in this case, a FHIR server’s URL or IP address) to facilitate
our Payer-to-Payer API policy.

Comment: Many commenters stated that the lack of a national directory makes it difficult
to identify digital endpoints to facilitate payer to payer data exchange. Multiple commenters also
expressed how important an NDH would be to the success of a Provider Access API, because as
information on provider digital endpoints remains limited, widespread access to such a directory
could advance efforts to connect payers to providers. Commenters urged CMS to establish an
NDH before the API compliance dates and explained that not doing so could result in an
industry-wide scramble and search for verified plan endpoints necessary for implementation. A
commenter recommended that CMS establish and maintain a national payer directory that
includes verified information on payers, including their API endpoints, contact information for
their API project managers, and their readiness for participation in payer to payer data exchange.
Another commenter stated they are currently trying to set up their own Payer-to-Payer API and
encountered problems without a centralized location of payer endpoints. This led to issues
identifying a new member's previous payer and making secure connections to exchange
information. A commenter cautioned that a draft version of the National Directory IG developed

by the FHIR at Scale Taskforce (FAST) originally published in September 20228 describes a

8 Health Level Seven International. (n.d.). National Directory of Healthcare Providers & Services (NDH)
Implementation Guide. Retrieved from https://build.fhir.org/ig/HL7/thir-us-ndh/.
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payer to payer data exchange but is based on the projected existence of a national directory of
payer endpoints and governance framework. A commenter noted scalability issues that could
arise without a national directory of endpoints to connect in a unified and meaningful manner.

Response: We understand that a directory of payer and provider digital endpoints would
be highly beneficial to facilitate our Payer-to-Payer, Provider Access, and Prior Authorization
API requirements. Without such a directory, payers would need to discover other payers’
endpoints one by one, and each payer would have to maintain a list of payers that they have
previously connected with for data exchange. The Trusted Exchange Framework and Common
Agreement (TEFCA) provides a directory of digital endpoints that can be used by TEFCA
Participants.’

Additionally, CMS is committed to exploring an NDH that contains payers’ and
providers’ digital endpoints to facilitate more interoperable data exchange in healthcare for a
variety of use cases, including support for the Payer-to-Payer, Provider Access, and Prior

Authorization APIs.

% Office of the National Coordinator for Health Information Technology. (n.d.). Trusted Exchange Framework and
Common Agreement (TEFCA). Retrieved from https://www.healthit.gov/topic/interoperability/policy/trusted-
exchange-framework-and-common-agreement-tefca.
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I1. Provisions of the Proposed Rule and the Analysis of and Responses to Public Comments

A. Patient Access API

1. Background

In the CMS Interoperability and Patient Access final rule (85 FR 25558), in order to give
patients access to their own health information in a way most meaningful and useful to them, we
required impacted payers to share, via FHIR APIs, certain information including patient claims,
encounter data, and a set of clinical data that patients can access via health apps. Claims and
encounter data, used in conjunction with clinical data, can offer a broad picture of an individual’s
health care experience. Patients tend to receive care from multiple providers, leading to
fragmented patient health records where various pieces of an individual’s record are locked in
disparate, siloed data systems. With patient data scattered across these disconnected systems, it
can be challenging for providers to get a clear picture of the patient’s care history, and patients
may forget or be unable to provide critical information to their provider. This lack of
comprehensive patient data can impede care coordination efforts and access to appropriate care.
2. Enhancing the Patient Access API

In the CMS Interoperability and Patient Access final rule (85 FR 25558-25559), we
adopted regulations that require certain payers, specifically MA organizations (at 42 CFR
422.119), state Medicaid and CHIP FFS programs (at 42 CFR 431.60 and 42 CFR 457.730),
Medicaid managed care plans (at 42 CFR 438.242(b)(5)), CHIP managed care entities (at 42
CFR 457.1233(d)), and QHP issuers on the FFEs (at 45 CFR 156.221), to implement and
maintain APIs that permit patients to use health apps to access specified data. The Patient Access
API must make available, at a minimum, adjudicated claims (including provider remittances and

patient cost-sharing); encounters with capitated providers; and clinical data, including laboratory
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results, with a date of service on or after January 1, 2016 as maintained by the payer. Payers
must make those data available via the Patient Access API no later than 1 business day after a
claim is adjudicated or encounter or clinical data are received. In the CMS Interoperability and
Prior Authorization proposed rule, we proposed various changes to enhance the Patient Access
API that are discussed further elsewhere. We also received comments about the Patient Access
API more generally, which we summarize and respond to in this section.

To support the ongoing maintenance of the Patient Access API, we are requiring certain
specifications and recommending certain IGs, as further discussed in this section and in section
I1.G. With the publication of the HTI-1 final rule, our cross references to 45 CFR 170.215 have
been updated to reflect the updated citations as needed. Changes to the structure of 45 CFR
170.215 and versions of the API standards codified there are discussed further in section II.G.
and reflected throughout this final rule. For the Patient Access API, impacted payers must use
the following standards: HL7 FHIR Release 4.0.1 at 45 CFR 170.215(a)(1), US Core IG STU
3.1.1 at 45 CFR 170.215(b)(1)(i), SMART App Launch IG Release 1.0.0 at 45 CFR
170.215(c)(1) and OpenID Connect Core 1.0 at 45 CFR 170.215(e)(1). Impacted payers are
permitted to voluntarily use updated standards, specifications, or IGs that are not yet adopted in
regulation for the APIs discussed in this final rule, should certain conditions be met. For the
standards at 45 CFR 170.215 required for the Patient Access API, updated versions available for
use under our policy include, but are not limited to, US Core IG STU 6.1.0 and SMART App
Launch IG Release 2.0.0, which have been approved for use in the ONC Health IT Certification

Program.'® We refer readers to policies finalized for the Patient Access API in the

19 Office of the National Coordinator for Health Information Technology. (2023, September 11). Standards Version
Advancement Process (SVAP). Retrieved from https://www.healthit.gov/topic/standards-version-advancement-

process-svap.
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Interoperability and Patient Access final rule, as well as section I11.G.2.c. of this final rule for a
full discussion on using updated standards. We are also recommending payers use the HL7®
FHIR® CARIN Consumer Directed Payer Data Exchange IG (CARIN IG for Blue Button) STU
2.0.0, HL7® FHIR® Da Vinci Payer Data Exchange (PDex) IG STU 2.0.0, and HL7® FHIR®
Da Vinci PDex US Drug Formulary IG STU 2.0.1. We also direct readers to section II.G. of this
final rule for a discussion of the standards for the Patient Access API, and Table H3 for a full list
of the required standards and recommended IGs to support API implementation.

Comment: Multiple commenters expressed general support for the Patient Access API, as
it would promote transparency and improve patient access to health data. Many commenters
agreed that the proposed modifications to the Patient Access API would improve patient
engagement, shared decision making, and be an opportunity for patients to improve health
literacy. Commenters stated that it is critical to ensure that data are shared interoperability to
prevent unnecessarily restrictive or expensive proprietary systems from inhibiting patient and
provider access. A commenter noted that the API places the patient at the center of care, which
could lead to improvements in quality care and a seamless patient experience. Other commenters
noted that it will help improve predictability for patients and help them identify potential
violations in mental health parity law and facilitate better communication between patients and
providers. Another commenter noted that the most convenient way for patients to access their
health information is via apps.

Multiple commenters expressed support for the standardization of the Patient Access API
across different payer types and coverage programs. A commenter stated that establishing
standardized processes for the Patient Access API would benefit patients and enable them to

have efficient and secure access to their records while maintaining their privacy.
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Response: We thank the commenters for their feedback and will continue to look for
ways to drive adoption and use of the Patient Access API to benefit patients. We agree that
requiring a standard API will unlock potential for developers to create patient-friendly apps.

Comment: Other commenters stated that they do not believe the Patient Access API will
be a dominant means for accessing health care data because patients may get similar or better
information elsewhere. Commenters stated that they have not seen significant uptake of health
apps since the implementation of the Patient Access API. Commenters relayed that while they
believe in the potential for the Patient Access API to improve the utility and portability of patient
medical information, they have not seen robust utilization of these tools, possibly because many
payers have their own portals. Some commenters believe that their members prefer to speak with
a customer service representative, for instance, to discuss the status of their claims. Some payers
noted that although they currently have a low rate of members using apps, they anticipated
higher utilization as younger cohorts, who are more familiar with how smartphone apps can
benefit their care, reach the age of Medicare eligibility.

A commenter flagged that the Patient Access API could result in administrative costs
being spread over a smaller than expected user base due to its low utilization. They
recommended that CMS continue to monitor the utilization of the proposed APlIs as it considers
new functionalities and requirements.

Multiple commenters expressed concerns that certain patients may not be able to access
the Patient Access API due to a variety of factors (for example, limited access to
technology/internet, software, or apps or low digital literacy), and they encouraged CMS to
consider how it can help patients with limited digital or broadband access to have equitable

access to necessary coverage information. Stating that some patients may not have access to the
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appropriate software or app, multiple commenters recommended that CMS require states and
other entities to continue to provide written notices instead of relying on electronic
communication via the Patient Access API. Commenters also recommended that CMS continue
to monitor the Patient Access API usage and closely track any potential disparities in access due
to social determinants of health (SDOH) or differences in digital literacy.

Response: We understand that some patients cannot or may not want to access their
health information electronically or through a health app. Nothing in this rule will require
patients to use the Patient Access API to access their health information. Nor will the rule change
any applicable obligation for payers to make information available in non-electronic formats,
should such a requirement exist. For example, 42 CFR 435.918(a) requires Medicaid agencies to
give individuals the choice whether to receive notices electronically or by mail. Similar
requirements for MA organizations can be found at 42 CFR 422.2267(d)(2). Furthermore, under
the HIPAA Privacy Rule, covered entities generally must provide individuals access to their PHI
in the form and format requested by the individual, if it is readily producible in such form and
format; or, if not, in a readable hard copy form or such other form and format as agreed to by the
covered entity and the individual.'!

However, making available digital tools, such as standardized APIs and health apps that
can access them, aligns with how many people interact with other industries today, such as
banking and e-commerce. Making health information similarly available and interoperable
broadens patients’ options for accessing their records. While many patients may be satisfied
using their payer’s portal, and we do not wish to take that option away from them, using

proprietary systems and data formats has led to a health care system where patient data are

1! See 45 CFR 164.524(c)(2)(i).
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fragmented and often difficult to exchange between parties. Entities such as HIEs, health apps,
and TEFCA Participants and Subparticipants may be able to gather data from payers, providers,
and other sources to create a more comprehensive patient record than could be maintained by the
payer alone. Advances in nationwide data sharing, such as payers’ Patient Access APlIs,
connections across HIEs, and exchange enabled by TEFCA, can facilitate secure and reliable
access to these data sources. That is the reason that CMS and HHS are invested in establishing
open standards and requirements for payers and providers to use standardized technology. While
many patients are most familiar with their payer’s portal, until the Patient Access API provisions
went into effect on January 1, 2021, their options may have been limited. We also anticipate that
adoption will take time as patients learn about their options and choose methods for accessing
their health information that work best for them.

Comment: Multiple commenters recommended that CMS ensure that the Patient Access
API allow caregivers and dependents to have access where patients have provided consent. A
commenter urged CMS to explain how an individual can ensure caregivers have access to their
health information via the Patient Access API. Another commenter recommended that CMS
explain that representatives should be included in all relevant communication and considered as
payers develop the API.

Response: Per the HIPAA Privacy Rule at 45 CFR 164.502(g), a personal representative
is a person authorized under state or other applicable law to act on behalf of the individual in
making health care related decisions (such as a parent, guardian, or person with a medical power
of attorney). With limited exceptions, a personal representative is treated as the individual for

purposes of the HIPAA Privacy Rule. Similarly, our existing Patient Access API policies (at 42
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CFR 422.119(a) and (b)(1), 42 CFR 431.60(a) and (b), 42 CFR 457.730(a) and (b), and 45 CFR
156.221(a) and (b)) explicitly apply to patients’ personal representatives.

Payers likely have different processes and policies for designating someone as a personal
representative under the HIPAA Privacy Rule and also may be subject to similar state laws.
Nothing in this rule will require a change to those processes. Therefore, patients and personal
representatives should contact their payer for the steps to ensure appropriate access to
information via the Patient Access API. We do not explicitly require impacted payers to send to
their patients’ personal representatives the required educational resources. However, payers are
required to post those resources on their public websites and to convey them via other
appropriate mechanisms through which they ordinarily communicate with current patients. If
payers send other resources to personal representatives on a patient’s behalf, then educational
resources should be sent to them as well. In addition, there may be program- or state-specific
requirements to transmit such resources to a patient’s personal representative.

Comment: A few commenters recommended that CMS require payers to update patient
information that they are told is incorrect by a patient or provider.

Response: Under the HIPAA Privacy Rule, at 45 CFR 164.526, individuals have the right
to have a covered entity amend PHI or a record about the individual in a designated record set for
as long as the PHI is maintained in the designated record set, with certain exceptions. The Patient
Access API does not require the impacted payer to include the capability to send information
from a patient to a payer. Therefore, while patients have the right under the HIPAA Privacy Rule
to request that a HIPAA-covered entity (such as a provider or payer) amend their record, that

functionality is out of scope for the Patient Access API.
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a. Prior Authorization Information

To enhance our policy finalized in the CMS Interoperability and Patient Access final rule,
we proposed in the CMS Interoperability and Prior Authorization proposed rule to add
information about prior authorizations to the categories of data required to be made available to
patients through the Patient Access API. We stated that this proposal would apply to all prior
authorization requests and decisions for items and services (excluding drugs) for which a payer
has data in the patient’s record, as discussed further in this section. We also proposed that the
Patient Access API must include certain information about prior authorizations within 1 business
day of receipt of, or change of status to, the prior authorization. The primary goal of the Patient
Access API is to give patients access to their health information, and by expanding patient access
to prior authorization information, we aim to help patients be more informed decision makers
and true partners in their health care.

As discussed in section I.D. of this final rule, our prior authorization proposals did not
apply to drugs of any type that could be covered by an impacted payer, including, for example,
outpatient drugs, drugs that may be prescribed, drugs that may be administered by a provider,
drugs that may be dispensed or administered in a pharmacy or hospital, or over-the-counter
(OTC) drugs.

In section I1.D. of this final rule, we finalize several proposals focused on making the
prior authorization process less burdensome for providers and payers, which we anticipate will
reduce delays in medically necessary access to covered items and services and improve patient
outcomes. Giving patients access to information about prior authorization requests and decisions

will enable them to take a more active role in their own health care.
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We are finalizing our proposal to require impacted payers to provide patients, through the
Patient Access API, with access to information about prior authorization requests and decisions
made for their care and coverage. However, we are finalizing a modification to our proposal and
not requiring payers to share the quantity of items or services used under a prior authorization or
unstructured documentation related to a prior authorization, as discussed elsewhere in this final
rule. We are finalizing these changes with compliance dates in 2027 (by January 1, 2027 for MA
organizations and state Medicaid and CHIP FFS programs; by the rating period beginning on or
after January 1, 2027 for Medicaid managed care plans and CHIP managed care entities; and for
plan years beginning on or after January 1, 2027 for QHP issuers on the FFEs), which is a year
after the proposed 2026 compliance dates.

Comment: A significant majority of commenters expressed support for CMS’s proposal
to include prior authorization information in the Patient Access API. Commenters listed multiple
benefits to making prior authorization information available via the Patient Access API,
including empowering patients in their care, reducing the burden of repeated inquiries to payers,
and facilitating faster decisions by allowing patients to help providers submit the necessary
documentation. Multiple commenters highlighted current challenges for patients to access their
prior authorization information.

Response: We appreciate commenters’ feedback confirming the significant burden that
prior authorizations processes place on patients. We received comments from across the industry
that indicated that those processes could be improved by interoperable data exchange. Those
comments have informed the policies we are finalizing to require impacted payers to make

available via the Patient Access API certain information about prior authorizations.
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Comment: Multiple commenters expressed concerns that because many patients do not
have an overall understanding of the prior authorization process, giving patients access to prior
authorization information would add to existing confusion, and that this information may be
overwhelming. Some commenters stated that they do not believe that additional requirements
and burden on impacted payers around the Patient Access API are warranted based on current
app adoption by patients. The commenters stated that there should be greater Patient Access API
use before adding more requirements to the Patient Access API.

Commenters cautioned against creating any expectations for patient involvement in a
prior authorization process that they may not understand and over which they may have little
control. Other commenters recommended that CMS explore strategies to promote access to
timely prior authorization-related information for patients who cannot or do not want to use
health apps.

Response: We understand that not all patients will want to access their prior authorization
data, and some may not be able to fully understand the information that is presented to them.
However, we do not believe that this is a sufficient justification for not making those data
available to patients who want that access and insight into their care. We strongly encourage
payers to make data transparent and explain the processes involved in a patient’s coverage in an
easily understandable manner.

We do not intend to create expectations for patient involvement in the prior authorization
process but want to make that opportunity available where it can be beneficial to expedite prior
authorization decisions. To the extent that program-specific requirements do not already require
such disclosures to enrolled patients, we urge payers to make prior authorization information

available to patients regardless of what method they use to inquire about their coverage or care—
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whether that is an online patient portal, a phone call to customer service agents, or an e-mail
inquiry. However, our proposals in this section only addressed information available to patients
via the Patient Access API.

Comment: Some commenters stated that, because prior authorization requests today are
commonly submitted via multiple modalities, CMS should modify its proposal to require prior
authorization information be included in the Patient Access API only if it came from requests
submitted via a Prior Authorization API. Commenters flagged that prior authorization data
received in non-standard formats, such as fax, would require significant resources for many
payers to translate into a standard format to be shared via the Patient Access API. Commenters
stated that adoption of electronic prior authorization by providers would be gradual, and it would
be administratively complex and burdensome to require payers to convert prior authorizations
submitted via phone or fax to electronic format. The commenters recommended that CMS make
sharing prior authorizations received via phone or fax optional for payers.

Response: We understand that data submitted for prior authorization requests via non-
electronic or non-standardized modalities could require an additional step to make available
through the Patient Access API. However, we also note that the burden of ingesting data from
non-standard and non-electronic requests into a payer’s prior authorization systems exists
regardless of the requirement to share data with the patient. While sharing requests submitted via
a Prior Authorization API might be simpler, as they are already in a FHIR format, we do not
believe that the burden of converting data from the format payers currently use in their prior
authorization systems outweighs the benefit of making prior authorization information available
to patients. We also note that the same prior authorization data are largely required to be shared

via the Provider Access and Payer-to-Payer APIs, thus creating an economy of scale by
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spreading the benefit to all parties while the burden of data translation would only have to
happen once. We believe that all patients should have access to their prior authorization
information, regardless of the process between their provider and payer.

In section II.D. of this rule, we are finalizing a requirement for impacted payers to
implement and maintain a Prior Authorization API and in section IL.F. of this rule, we are
finalizing a measure within MIPS to incentivize providers to use that Prior Authorization API.
We are finalizing those policies to promote the adoption of electronic prior authorization and,
therefore, expect that as electronic prior authorization increases over time, the overall burden of
making available prior authorization information submitted and received through other
modalities will decrease. We believe that payers will also encourage their providers to use
electronic prior authorization to decrease that burden, which will lead to greater interoperability
and data availability for patients.

Also, if we required only prior authorization data submitted via a Prior Authorization API
to be available via the Patient Access API, we would be excluding patients whose providers may
not be able to implement electronic prior authorization for technological or other reasons.
Therefore, we are finalizing a Patient Access API policy that covers data from all prior
authorizations, regardless of the medium through which the payer receives the request.

Comment: A commenter noted challenges that state Medicaid agencies would face to
include prior authorization data in the Patient Access API. The commenter stated that there are
differences between how states process prior authorizations today, with some state Medicaid
agencies relying on manual processes.

Response: State expenditures on designing, developing, installing, enhancing, or

operating state Medicaid systems that can conduct electronic prior authorization may be eligible
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for enhanced federal financial participation. Implementation of the Prior Authorization API
should facilitate a faster and more automated workflow to make prior authorization data
available. We encourage states to take this opportunity to determine whether modernizing prior
authorization systems beyond the implementation of a Prior Authorization API can improve their
prior authorization processes. We describe the enhanced Medicaid federal matching percentages
in fuller detail in section IL.E. of this final rule.

Comment: A commenter requested that CMS explain that the information it is requiring
to be available does not need to be “pushed” to a patient app, but should be available for query, if
a patient chooses to use their app to retrieve their information.

Response: We confirm that the Patient Access API works on a query mechanism and not
a “push.” Our final policy requires that the data be available for a patient’s app to query and
receive from an impacted payer.

Comment: Some commenters suggested that patients should be able to provide supporting
documentation directly to their payer via the Patient Access API. The commenters stated that
patients should have the choice to submit prior authorization requests themselves, or to have a
provider or third party do it, and should also have the option to initiate, monitor, and appeal prior
authorization decisions. Another commenter believed that patients should be able to challenge
decisions and report delays.

Response: We did not propose to require impacted payers to accept a prior authorization
request or supporting documentation directly from patients. We fear that this would create
confusion about the prior authorization process and whether the provider or patient is ultimately
responsible for the submission of prior authorization requests and documentation. Providers are

in the best position to understand the clinical requirements to obtain prior authorization and are
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responsible for using their clinical judgment to decide on the best course of treatment. As
discussed, it is valuable for patients to have transparency into that process and be able to assist
providers to submit necessary information. However, without a clinical understanding, patients
may submit extraneous or irrelevant information. Furthermore, patients likely do not have
systems that would be able to communicate and submit information via the Prior Authorization
API. That would require the availability of an alternative system and negate some of the
efficiencies the Prior Authorization API will bring to the prior authorization process. Taken
together, such a requirement would add burden to payers and may end up delaying the prior
authorization decision process. Nothing in this rule will prohibit a payer from accepting
information directly from patients if that would benefit the payer’s processes or patient care.
Furthermore, payers are already required to have a process in place for patients or providers to
appeal prior authorization decisions and to file a complaint with the appropriate federal or state
oversight agency.
1. Compliance Dates

For the requirement to include prior authorization information in the data available via
the Patient Access API, we proposed compliance dates in 2026 (by January 1, 2026 for MA
organizations and state Medicaid and CHIP FFS programs; by the rating period beginning on or
after January 1, 2026 for Medicaid managed care plans and CHIP managed care entities; and for
plan years beginning on or after January 1, 2026 for QHP issuers on the FFEs).

Comment: Some commenters supported the proposed compliance dates. However,
several commenters recommended that the compliance dates for adding prior authorization
information to the Patient Access API be accelerated—with recommendations for July 1, 2024,

January 1, 2025, or 12 months after the finalization of this rule. Multiple commenters
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recommended earlier compliance dates due to the significant impact that this information could
have on patient empowerment and information transparency.

Conversely, multiple commenters recommended that CMS delay the proposed
compliance date until the Prior Authorization API, discussed in section II.D. of this final rule, is
widely adopted. Commenters stated that while the technical data standards may be mature, CMS
should also consider the status of payers’ data infrastructure, which may not have prior
authorization information in a structured format to be shared via the Patient Access API. As
discussed previously, some commenters recommended limiting the requirement to make prior
authorization data available through the Patient Access API only to data contained in
standardized HIPAA-compliant electronic prior authorization transactions, such as those
facilitated by the Prior Authorization API. These commenters recommended that CMS work
with payers, providers, health IT developers, and consumer advocacy groups to first advance
electronic prior authorization uptake before determining appropriate compliance dates. A
commenter suggested CMS consider additional flexibilities and exceptions for impacted entities
unable to comply with the proposed 2026 compliance dates.

Another commenter recommended delaying the compliance dates by another 2-3 years to
allow for simultaneous implementation with the Administrative Simplification: Adoption of
Standards for Health Care Attachments Transactions and Electronic Signatures, and
Modification to Referral Certification and Authorization Transaction Standard proposed rule
(hereinafter referred to as the HIPAA Standards for Health Care Attachments proposed rule) (87
FR 78438).

Response: After reviewing public comments, we have elected to finalize the provision

with a 1 year delay to the compliance dates, to 2027 (by January 1, 2027 for MA organizations
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and state Medicaid and CHIP FFS programs; by the rating period beginning on or after January
1, 2027 for Medicaid managed care plans and CHIP managed care entities; and for plan years
beginning on or after January 1, 2027 for QHP issuers on the FFEs). While making data related
to prior authorization available to patients is necessary and urgent, we also understand that it will
take time for payers to implement the policies we are finalizing. We believe that the additional
year will allow payers to ensure a smooth rollout of this additional functionality. However, we
encourage payers to meet the requirements of this rule as soon as possible to benefit their
patients.

We decline to delay the compliance date for including prior authorization information in
the Patient Access API until after the Prior Authorization API compliance dates and are
finalizing the same compliance dates for both this policy and the Prior Authorization API. The
purpose of the Prior Authorization API is to facilitate the exchange of structured prior
authorization data, and we agree that receiving requests electronically may expedite payers’
ability to make that information available to patients. However, even after the Prior
Authorization API compliance dates, we expect that a number of prior authorizations are going
to be submitted through other channels (hopefully in declining number). As discussed
previously, payers will need to have the ability to share prior authorization information that is
submitted via channels other than the Prior Authorization API, regardless of the compliance
dates. By finalizing 2027 compliance dates, we are providing payers with an additional year
beyond what we proposed to implement the needed functionality within their internal systems.

Comment: A commenter suggested that prior authorization decisions issued before the

compliance dates should not be required to be available via the Patient Access API.
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Response: We proposed, and are finalizing, that impacted payers must give patients
access to existing prior authorization information maintained by the payer beginning on the
compliance dates. In the CMS Interoperability and Patient Access final rule, we required payers
to make available the specified data they maintained with a date of service on or after January 1,
2016, which meant that patients had access to their historical data beginning on the January 1,
2021 compliance date. That date range also applies to the prior authorization data that must be
included. However, unlike the other categories of data, there is a period of time after which prior
authorization data no longer needs to be available. As discussed elsewhere in this final rule, prior
authorization information must be shared while the prior authorization is active and for 1 year
after the last status change. As of the compliance dates, payers must make all required data
available via the Patient Access API. However, it is unlikely that a significant number of patients
will have data from many years before the compliance dates. On January 1, 2027 (or the actual
compliance date), payers will be required to make available data about all active prior
authorizations, regardless of how long they have been active, and any requests that have had a
status update within the previous 1 year period (that is, since January 1, 2026, if a payer
implements on these changes on that day).

ii. Data Content

We proposed that the information required to be available through the API would include
the prior authorization request and related administrative and clinical documentation, including
all of the following:

(1) The prior authorization status.

(2) The date the prior authorization was approved or denied.

(3) The date or circumstance under which the authorization ends.



CMS-0057-F 57

(4) The items and services approved.

(5) The quantity used to date under the authorization.

(6) If denied, the specific reason why the request was denied.

In section I1.D.3. of this final rule, we are finalizing that in the case of a prior
authorization denial, the payer must give the provider a specific reason for the denial that is
separate from the content requirements for the APIs finalized in this rulemaking. Including the
reason in the Patient Access API can help patients understand why a payer denied a prior
authorization request. The administrative and clinical documentation related to a prior
authorization request that we proposed must be shared through the Patient Access API would
include any materials that the provider sends to the payer to support a decision, for example,
structured or unstructured clinical data including laboratory results, scores or assessments, past
medications or procedures, progress notes, or diagnostic reports. For the reasons discussed, we
are finalizing modifications to our proposals to not require impacted payers to include “the
quantity used to date” or unstructured documentation in the data available via the Patient Access
APL

As further discussed in sections II.B. and II.C. of this final rule, we are requiring
impacted payers to make available generally the same information about prior authorization
requests and decisions via the Provider Access and Payer-to-Payer APIs. In this way, these prior
authorization data can be available to all relevant parties. We note that the requirement to share
information about prior authorizations via the Patient Access and Provider Access APIs is in
addition to any notice requirements that apply to prior authorization requests and decisions, such
as the requirement to notify providers of a decision within certain timeframes discussed in

section I1.D.5.b. of this final rule.
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Comment: Some commenters recommended that CMS require payers to make data more
actionable and descriptive by including detailed reasons why a prior authorization request is
pending. Many commenters recommended a status for when certain services do not require prior
authorization. Conversely, to make status updates simpler via the Patient Access API, multiple
commenters suggested only having a pending, active, denied, or expired status update. A
commenter requested clarification on whether, in our proposal, the listed “another status” was a
status unto itself or used as a catch-all description of any statuses other than those listed.

Response: While we consider five basic statuses (pending, active, denied, expired,
authorization not required) to cover the general scope of a prior authorization request and
decision, we are neither defining the term “status” as used in this rule, nor these five basic
statuses or the conditions under which they must be used by impacted payers. We understand
that payers use a variety of processes and do not intend to prescribe exactly when a particular
status must be used. Rather, we are indicating that impacted payers must make clear to patients
(via the Patient Access API) and providers (via the Provider Access API discussed in section
II.B. of this final rule), the status of a prior authorization decision, such as when it is pending,
approved, denied, or expired or a request has been submitted for an item or service that does not
require prior authorization. We expect payers will generally use those statuses, but they are also
welcome to use other statuses that provide additional information or are more specific to the
particular payer’s process. Such statuses should be clear and understandable to patients and
providers. For example, a payer could use statuses such as “under appeal” or “expired—
approved quantity used.” However, in some cases, the status information available beyond

“pending” could be meaningless to patients if it refers only to the payer’s internal processes.
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We also agree that patients could benefit from payers making it clear through the Patient
Access API when an item or service submitted for prior authorization does not require prior
authorization for coverage. However, we emphasize that a mere query as to whether prior
authorization is required would not create a record that needs to be shared via the Patient Access
API (or the Provider Access API). For instance, a provider may use the HL7® FHIR® Da Vinci
Coverage Requirements Discovery (CRD) IG, which is the part of the Prior Authorization API
that allows a provider to query whether a payer requires prior authorization before they will
cover a specific item or service for a specific patient. Similar queries made through other
channels, or submissions that are rejected for being unnecessary, need not be made available
through the Patient Access API unless the request creates a record in the patient’s data
maintained by the payer. Though not required, impacted payers would be welcome to make that
information available.

Comment: Multiple commenters supported our proposal that the Patient Access API
enhance transparency by including a specific reason for denial. Commenters stated that including
a reason for denial would help beneficiaries dispute decisions in a more effective manner. A few
commenters urged CMS to require impacted payers to disclose via the Patient Access API the
specific coverage or clinical criteria upon which the impacted payer relied to issue a denial.

Response: While we encourage payers to provide coverage or clinical criteria that they
used to make a prior authorization decision if that information would help the patient or provider
understand the prior authorization decision, many payers consider that specific information to be
proprietary. In addition to potentially being proprietary, those clinical criteria may be
significantly more complicated than the information we are requiring, and not easily understood

by patients. Therefore, we did not propose to require that detailed clinical criteria for a prior
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authorization decision be shared with patients through the Patient Access APIL. Instead, we
proposed and are finalizing that when a payer denies a prior authorization request, they must
provide a specific reason for that denial through the Patient Access API. That reason may
indicate which clinical criteria the patient did not meet to be approved for the items or services.
We reiterate that the requirement that the specific reason for a denial be included in the Patient
Access API is in addition to any other applicable requirements regarding notice of decisions,
such as the requirement at 42 CFR 422.568(e) that MA organizations issue a notice containing
specific content when denying a prior authorization request and similar requirements for
Medicaid managed care plans at 42 CFR 438.210(c) and for health insurance issuers offering
individual health insurance coverage (which includes QHP issuers on the FFEs) at 45 CFR
147.136(b)(3)(ii)(E)."

Comment: A few commenters questioned whether CMS would provide standardized
denial codes and how much flexibility payers will have to define denial reasons.

Response: In this final rule, we are requiring impacted payers to provide a specific reason
for a denial. We did not propose standardized denial codes or a specific set of denial reasons for
payers to use. However, there is a list of standardized codes that must be used when a prior
authorization decision is sent to a provider via the adopted HIPAA standard, which is maintained
by the SDO X12.'3 While using those codes is not required for the Patient Access API, we
strongly encourage payers and providers to evaluate the code set and make recommendations to

X12 for updated or new denial codes, as appropriate. If those X12 denial codes meet the

12 For example, 45 CFR 147.136(b)(3)(ii)(E)(3) provides that individual health insurance issuers’ notifications of
any adverse benefit determination must include the reason or reasons for the determination along with the denial
code and its corresponding meaning, and a description of the issuer's standard, if any, that was used in denying the
claim. In the case of a notice of a final internal adverse benefit determination, this description must include a
discussion of the decision.

13 X12 Standards. (2022, August). Service Review Decision Reason Codes. Retrieved from
https://x12.org/codes/service-review-decision-reason-codes.
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requirement for specificity, they could be used in both the HIPAA transaction and the Patient
Access API.

Comment: A few commenters urged CMS to require payers to include plain language
information about appealing a prior authorization decision, including processes to request
internal review and external appeal of a decision and information about consumer programs to
assist with appeals.

Response: We did not propose to make that information available via the Patient Access
API. Our educational requirements, discussed in the CMS Interoperability and Patient Access
final rule (85 FR 25550-52), only cover using the Patient Access API and not the prior
authorization process writ large. However, impacted payers are already required to include that
information with a notice of denial.'* For requirements to make information about the appeals
process available to patients via other modalities, see further discussion in section I1.D. of this
final rule. Depending on the specific requirements of their program, impacted payers may be able
to meet that requirement by providing notice about the appeals process via the Patient Access
API.

Comment: Multiple commenters recommended that CMS not require the prior
authorization information included in the Patient Access API to include the “quantity used to
date” requirement, because that information would come from payer claims data. Commenters
explained that those data are not a reliable source for patients and providers to track the number
of authorized services used to date because of the lag time for processing claims. As such, payers

would not be able to update that information until claims have been submitted and processed for

14 See 42 CFR 422.568(¢)(3) for MA, 42 CFR 431.210(d) for Medicaid, 42 CFR 457.1180 for CHIP, and 45 CFR
147.136(b)(2)(i1)(E)(4) for QHP issuers on the FFEs.
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the items or services covered by the prior authorization, which could result in inaccurate
information being given to a patient for weeks or months until claims are processed.

Response: We understand that payers may not always have accurate or current
information about the quantity of approved items or services that a patient has used as of a
specific date under a prior authorization. Payers must rely on claims data for that information,
which are often not current because there is typically a time lag between when an item or service
is rendered and when the claim is submitted and/or processed. If a patient knows that they have
used some quantity of the approved items and services, but is not sure of the specific quantity,
receiving inaccurate information from their payer about the quantity used to date would lead to
confusion and possibly unnecessary inquiries that take patients, providers, and payers time to
resolve. Therefore, we are not finalizing our proposal to include “quantity of approved items or
services used to date” in the prior authorization information available via the Patient Access API.
However, we are finalizing our proposal to require a total number of items or services approved
under the prior authorization decision.

Comment: Some commenters recommended that administrative and clinical
documentation sent by the provider for prior authorization requests be included in the Patient
Access API. However, multiple other commenters recommended that CMS not finalize its
proposal to include supporting documentation for prior authorization requests. Some commenters
specifically recommended that CMS not require payers to include data or forms that were not
sent in a standardized electronic manner, such as via the Prior Authorization API. The
commenters expressed concern about the feasibility for impacted payers to provide information
that they received in a non-electronic or unstructured format (such as scanned documents or

PDFs) and whether third-party patient apps can access or display such documentation. Instead,
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commenters recommended that CMS focus on requiring that discrete data elements and
structured data related to prior authorizations be available to patients. While some commenters
expressed that structured data may be duplicative or unnecessary, a majority of commenters
indicated that including such data would not be overly burdensome for payers.

Other commenters requested clarification regarding what types of provider-generated
documentation would be required and some recommended that CMS assess the prior
authorization information requirements against information already available in the APIs to
mitigate redundant or duplicative information.

Response: After reviewing the comments, we agree that the burden of requiring impacted
payers to make unstructured documentation available via the Patient Access API outweighs the
benefits such documentation would provide, so we are finalizing a requirement that the Patient
Access API must include structured administrative and clinical documentation submitted by a
provider related to the prior authorization request.

Structured documentation includes any data received from a provider and stored in the
payer’s system in a standardized format with defined data attributes, such as USCDI or FHIR.
Examples of structured documentation include data sent by the provider via a transaction
standard for prior authorization(s), which utilizes standard code sets, data sent via a Prior
Authorization API in a format other than as an attachment, or structured questionnaires that a
payer requires providers to fill out when making the prior authorization request. Unstructured
data include any attachments submitted by providers, such as radiological scans, large PDFs of
clinical data, or, generally, another file that a provider sends to the payer as an attachment to the

prior authorization request.
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We note that documentation received in an unstructured format does not need to be
parsed and converted to structured data to be included in the Patient Access API. However, if a
payer does parse the unstructured documentation to store the contained data in a structured
format, those structured data would then be “maintained” by the payer, as defined in the CMS
Interoperability and Patient Access final rule (85 FR 25538), and the payer would be required to
make it available via the Patient Access APIL.

At this time, the standards for transmitting documentation and attachments via the FHIR
APIs are still under development and in testing, and thus not yet in widespread use across the
industry. The developing standard for exchanging attachments via FHIR APIs is the HL7®
FHIR® Da Vinci Clinical Data Exchange (CDex) 1G.'* Version 2 of the IG completed the HL7
consensus-based process in 2023 and was published as an STU, indicating that it is being
prepared for additional testing by implementers before being proposed for adoption. Without the
FHIR standard, payers might implement unstructured documentation attachments within the
Patient Access API in a variety of ways, which would lead to confusion and lack of
interoperability. At this time, attachments exchanged via CDex are considered unstructured
documentation and would not need to be made available via the Patient Access API as part of the
prior authorization information. If the CDex becomes a mature standard, we may reconsider in
future rulemaking whether it would be beneficial to share unstructured documentation as
attachments via the Patient Access API.

We recognize that unstructured administrative and clinical documentation from a
provider could be important to help patients understand the prior authorization process, so we

encourage payers to make that information available when possible. Furthermore, the policy we

15 Health Level Seven International. (2023). Da Vinci Clinical Data Exchange. Retrieved from
https://hl7.org/thir/us/davinci-cdex/.
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are finalizing will require impacted payers to make available any documentation that a provider
sends to the payer to support a prior authorization request that is received in a structured format.
Since we are finalizing that only structured data be made available, and structured data are
formatted in a way that makes them easily transmissible between systems, our final policy
should place significantly less burden on payers than our proposal, while still giving patients
access to information about their prior authorization processes.

We note that some of that information may already be available via the Patient Access
API as clinical data. However, we believe that there is value to patients being able to ensure that
the clinical information reviewed by the payer is accurate and up to date. Therefore, it is
important for payers to make available the specific clinical data that they are looking at to decide
on the prior authorization request, even if that information may be elsewhere in the patient’s
record.

Comment: Multiple commenters suggested that the Patient Access API should include
information regarding whether the requesting provider is in-network or out-of-network, by
requiring payers to fully implement the X12 270/271 transaction standards for health plan
eligibility benefit inquiry and responses. Another commenter recommended that CMS require
payers to make available via the Patient Access API the names and contact information for the
in-network provider who can furnish the appropriate service within the time and distance
standards required by law. Multiple commenters believed that patients should be able to access
prior authorization information via the Patient Access API regardless of their provider. A
commenter noted consideration for varying network adequacy standards and that a patient may
need to seek care from an out-of-network provider. A commenter noted that Medicaid managed

care plans have wide discretion for measuring provider network adequacy and that a patient’s
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provider should be able to offer the same services for prior authorization despite their network
status with the patient.

Response: This rule makes no distinction between in-network and out-of-network
providers with regard to making prior authorization information available through the Patient
Access API. Regardless of the requesting provider’s network status, the required information
must be shared with patients. We understand that it is important for patients to know whether the
provider they are seeing is in their payer’s network, but we do not believe that the appropriate
place for that information is with prior authorization information. Furthermore, the FHIR API
technical specifications and IGs for the Patient Access API are not built to include information
on a provider’s network participation. We note that in the CMS Interoperability and Patient
Access final rule (85 FR 25563), we required MA organizations, state Medicaid and CHIP FFS
programs, Medicaid managed care plans, and CHIP managed care entities to build and maintain
a Provider Directory API. We encourage developers to integrate within their apps network
information from payers’ Provider Directory APIs for easy patient access.

To the extent that a provider’s network status may increase a patient’s out of pocket
costs, we encourage payers to inform patients before they receive items or services from an out-
of-network provider to the extent that applicable programmatic requirements do not already
require the payer to do so.

Comment: A commenter recommended that a log of all instances that a patient’s data was
transferred via the Provider Access and Payer-to-Payer APIs should also be documented and
accessible under the Patient Access API.

Response: We did not propose that payers must make that information available via the

Patient Access API but encourage payers to do so for transparency with respect to when and with
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whom a patient’s data are being shared. We will consider proposing to require this in future
rulemaking.
iii. Timeline for Data Sharing

We proposed to require impacted payers to make available, via the Patient Access API,
information about prior authorization requests and decisions for items and services (excluding
drugs) to patients no later than 1 business day after the payer receives the prior authorization
request or there is another status change for the prior authorization. Examples of status changes
include: a payer receives a request, a payer approves or denies a pending prior authorization
request, or a provider updates a denied prior authorization request with additional information for
reconsideration. We expect that impacted payers use a variety of terminology, but, generally, any
meaningful change to the payer’s record of the prior authorization request or decision will
require an update to the information available to the patient.

We proposed 1 business day as the appropriate timeframe because patients need timely
access to the information to understand prior authorization processes and their available care
options. As discussed further in section I1.D. of this final rule, we proposed to require payers to
make much of the same information about prior authorization requests and decisions available
via the Prior Authorization API during the decision-making process. In addition, we stated that
because impacted payers would be required to have the ability to exchange prior authorization
information electronically, it would be reasonable for them to share prior authorization
information with patients within 1 business day of any update to the prior authorization request
or decision.

Comment: Many commenters expressed that the prior authorization process is opaque

and burdensome to patients. Commenters stated that patients often wait for approval for critical
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items and services without status updates from their payer. Those commenters voiced support for
the proposed requirement that payers make prior authorization information, including decision
status and documentation information, available through the Patient Access API within 1
business day after the payer receives the request. Multiple commenters noted that this will
provide greater transparency with respect to the prior authorization process.

Response: We appreciate commenters confirming that our proposed policies would ease
the burden of prior authorization processes and benefit patients and providers. We agree that
timely access to information about their prior authorizations is important to increase transparency
and ensure that patients understand their care and coverage.

Comment: Multiple commenters, specifically payers, noted that the proposed 1 business
day window may not be operationally feasible for payers. A commenter noted that, to implement
this requirement, payers would need to develop an interface to move prior authorization data
between multiple internal systems, which will be especially difficult for requests submitted in a
non-electronic format. Other commenters noted business process and operational challenges that
would make 1 business day difficult and burdensome, such as the time to manually assess
whether they can legally make the information available via the Patient Access API under
applicable state law. A commenter stated that 1 business day would not be feasible for Medicaid
agencies due to the necessary updates to the Medicaid Management Information System (MMIS)
systems.

Many commenters recommended that CMS instead consider requiring a 2 business day
response requirement. A commenter recommended extending the proposed requirement to 2
business days until electronic Prior Authorization APIs are widely adopted and proven, and only

then consider a 1 business day requirement. Another commenter recommended that CMS extend
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the timeframe window to 7 calendar days. Some commenters noted that although the prior
authorization process would be automated by the implementation of the Prior Authorization API,
they recommend extending the 1 business day timeframe for the Patient Access API to match the
period a payer has to make a determination on the prior authorization.

Response: We appreciate commenters’ perspectives regarding the feasibility of a 1
business day timeframe. Per the comments we received, the most significant barrier to the 1
business day timeframe we proposed was the proposed requirement to include unstructured
documentation with prior authorization information. As discussed previously, we are not
finalizing a requirement to make available unstructured prior authorization documentation via
the Patient Access API. That exclusion from the data required to be made available will reduce
the amount of data translation and transformation required to have data available via the Patient
Access API. In addition, as discussed in section [.D., we are delaying the compliance dates by 1
year from our proposed 2026 to 2027 in order to give impacted payers additional time to make
system changes necessary to meet the requirements of this final rule. We acknowledge that this
may be particularly challenging for Medicaid and CHIP agencies based on existing MMIS
systems. As discussed in section I1.E. of this final rule, expenditures for required changes to
states” MMIS or other state systems may be eligible for enhanced federal financial participation.
That funding may be available, not just for systems and processes that directly contribute to data
available via the Patient Access API, but for other systems, such as those that track prior
authorization requests and decisions. We also note that the Prior Authorization API discussed in
section II.D. will greatly facilitate the movement of structured prior authorization data. Payers,

including Medicaid and CHIP, should consider levers for promoting its usage by their providers.
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After reviewing comments, we believe that between the changes to the data that must be
shared and the additional implementation time, payers will be able to make necessary changes to
meet these requirements by the finalized compliance dates. Therefore, we are finalizing the
timeframe as proposed and are requiring payers to make prior authorization information
available via the Patient Access API within 1 business day of receiving a request. Impacted
payers must update prior authorization information made available via the Patient Access API
within 1 business day of any status change.

Comment: Multiple commenters recommended that CMS retain the proposed 1 business
day timeframe for prior authorization requests received via the Prior Authorization API but
extend the timeframe for prior authorizations received through other channels (for example, by
proprietary portal, fax, or phone). A commenter noted that, in the dental field, not all prior
authorizations are submitted electronically. An additional commenter noted this timeframe does
not provide impacted issuers adequate time to transfer information received by alternate methods
(phone, fax) to interoperable, electronic formats. A commenter stated that the turnaround is not
operationally feasible if the information is not received in a standardized format.

Response: As discussed in the previous section, we are finalizing our proposal with a
modification to require that only structured documentation related to prior authorizations be
made available via the Patient Access API. We believe this modification will, in large part,
address this issue. Payers will not be required to convert documentation from non-electronic or
non-standardized prior authorization requests into standardized data that can be available via the
Patient Access API. However, by requiring only the structured data elements, including
documentation, and not unstructured documents or images, we believe that this will streamline

that conversion process and make the 1 business day timeline feasible for payers.
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Comment: A commenter recommended that CMS create flexibility for delays between a
provider sending the request and the payer’s receipt. Another commenter recommended that
CMS finalize a policy that the 1 business day timeline for making prior authorization data
available via the Patient Access API begins only once the payer has information adequate to
adjudicate the prior authorization request, as defined by payers’ prior authorization policies. The
commenter noted that some payers may require additional time to gather the information and
perform any necessary data transformation to the FHIR standards. Similarly, another commenter
recommended that the 1 business day requirement only applies after a request is received via the
X12 278 transaction standard or Prior Authorization API electronic transaction that passes
validation. Another commenter recommended that CMS require information about prior
authorization be made available no later than 1 business day after a payer makes a decision.

Response: Our proposal was for the 1 business day timeframe to begin when the payer
receives the prior authorization request. We are not requiring payers to share information that
they do not possess. However, we disagree with the commenters’ suggestions that the 1 business
day timeline should begin when the payer has sufficient information to adjudicate a prior
authorization request, or an adjudication has been made. A payer could not know whether there
is sufficient information in the request to make a decision before the request is reviewed. As
other commenters noted, it is critical that patients know that a payer has received the prior
authorization request made on their behalf, even if it has not yet been reviewed or adjudicated. In
section II.D., we are finalizing a policy that requires certain payers to make a decision within 7
calendar days for standard requests and 72 hours for expedited requests. It may take a payer
several days to review a prior authorization request, and not having any status updates during

that time would leave patients and providers in limbo.
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We did not propose and are not finalizing a requirement that the timeline for making data
available only applies to prior authorization requests received via an electronic HIPAA-
compliant X12 278 transaction and/or FHIR transaction. We know that payers currently support
a variety of modalities for providers to submit prior authorization requests, including online
portals, phone, and fax. We believe that patients should have access to their prior authorization
data within the same timeframe, regardless of how the prior authorization request was submitted.
Because we are not finalizing the requirement to include unstructured documentation, receiving
documentation in an unstructured format as part of a request will not hamper or delay a payer’s
ability to make the required prior authorization data available through the Patient Access API. A
HIPAA-compliant X12 278 transaction is, by definition, composed of structured data, which
must be made available through the Patient Access API, though attachments to such a transaction
are likely unstructured documentation. Finally, we note that if the payer receives a request that
does not pass validation or cannot be processed for some other reason, this could be an
acceptable status to provide. If a payer’s system fails to receive such a request, we cannot expect
the data to be made available via the Patient Access API.

Comment: A commenter recommended that CMS require providers to respond to payers’
requests for information within a certain timeframe and include information on provider response
timeliness in the Patient Access API.

Response: We did not propose a timeline for providers to respond to payers’ requests for
additional information. However, it is entirely appropriate for a prior authorization status to be
“waiting for additional information from provider” or similar. That would indicate to the patient
that the provider must take some action to receive approval of the prior authorization, which

would allow them to follow up with the provider to ensure that is done in a timely manner.
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Comment: A couple of commenters requested clarification about the relationship between
our Patient Access API requirements and ONC’s information blocking regulations at 45 CFR
part 171. Specifically, commenters questioned the implications of the information blocking
regulations if payers also meet the definition of a health information network (HIN) or HIE at 45
CFR 171.102. They questioned whether our timeline requirement is compatible with the 21st
Century Cures Act: Interoperability, Information Blocking, and the ONC Health IT Certification
Program (85 FR 25642) (ONC Cures Act final rule), which the commenter explained requires
information to be made available to the patient “without delay.”

Response: Any impacted payer should consider reviewing the ONC Cures Act final rule
to determine whether they are an actor (as defined at 45 CFR 171.102) and to ensure they are
complying with any applicable information sharing policies. The information blocking
regulations (45 CFR part 171) are based on separate statutory provisions (see 42 U.S.C.
300jj-52), unrelated to our authority to issue this rule. We encourage commenters to address
questions or complaints regarding information blocking to ONC.'®

We work closely with ONC and our other federal partners to ensure that our regulations
do not place conflicting requirements or unnecessary burdens on entities that are regulated by
more than one federal agency. However, comments specific to the information blocking
regulations or other regulations issued by ONC are outside the scope of this rule. Additional
information is available from the Information Blocking page of ONC’s website:

https://www.healthit.gov/topic/information-blocking.

16 Office of the National Coordinator for Health Information Technology. (2023, November 2). Information
Blocking. Retrieved from https://www.healthit.gov/topic/information-blocking.
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iv. Length of Prior Authorization Data Availability

We proposed to require that information about prior authorizations be available via the
Patient Access API for as long as the authorization is active and at least 1 year after the last
status change. We note that, under the proposal, information on denied and expired prior
authorizations would be available for at least 1 year after expiring or being denied. We did not
propose to require payers to share a patient’s full prior authorization history because that could
comprise a significant amount of information that may no longer be clinically relevant. Claims,
encounter, and clinical data can provide valuable information about a patient’s health history.
With those data available through the Patient Access API, we believe that process-related
information about long-expired or denied prior authorizations will be irrelevant. Also, as payers’
prior authorization policies may change over time, that information has a limited lifespan of
usefulness to a patient’s current care. At the same time, the API should include information
about all active authorizations for as long as they are active, and, therefore, may include
information related to ongoing care.

Comment: A majority of commenters supported CMS’s proposal to require prior
authorization information to be available via the Patient Access API for as long as the
authorization is active and for 1 year after the last status change. Commenters opined that this
timeframe balanced the benefits of data availability and the burden of maintaining data.

Some commenters suggested that CMS require payers to make prior authorization
information available through the Patient Access API for longer than 1 year after the last status
change. For example, some commenters suggested 3 years and others 5 years as the appropriate
period to make information available after the last status change. Other commenters

recommended that CMS require payers to make all prior authorization information available via
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the Patient Access API until 1 year after the patient is no longer covered by that payer. Those
commenters stated that historical prior authorization information may yet be relevant to a
patient’s care or could create a record for patients to demonstrate that they face repeated barriers
in accessing care or receiving coverage. Finally, another commenter suggested that those data
may be important for long-term treatment that exceeds 1 year.

Response: We continue to believe that 1 year after the last status change is the
appropriate amount of time to require payers to make historical prior authorization information
available to patients through the Patient Access API. There may be other requirements outside
the scope of this rulemaking that require certain payers to make health care records available to
individuals over a longer time period. Further, this rulemaking does not address the record
maintenance requirements that apply to impacted payers. We only address the timeframe during
which certain data must be made available through specific APIs. While background information
may impact and improve patient care, we believe that the availability of claims and clinical data
are more important to patients and providers than information about prior authorizations that
have expired or been denied. In fact, a patient’s claims or encounter data are likely to include any
items or services that were subject to a past prior authorization. As finalized in the CMS
Interoperability and Patient Access final rule, and as modified by this final rule, payers are also
required to make available through the Patient Access API any claims and encounter data, and all
data classes and data elements included in a content standard at 45 CFR 170.213 (USCDI),
which includes clinical data, maintained by the impacted payer with a date of service on or after
January 1, 2016.

As discussed previously, some commenters stated that including prior authorization

information in the Patient Access API could lead to information overload and confusion for



CMS-0057-F 76

patients. While we do not believe that to be the case for active and recent prior authorizations, it
may be so if patients were presented with a large amount of historical prior authorization data
that may no longer be relevant. Therefore, we believe that 1 year is the appropriate timeframe for
requiring prior authorization data to be available via the Patient Access API. We emphasize that
for ongoing long-term care, any active prior authorizations must be included, even if they have
been in that status for more than 1 year. Furthermore, we encourage payers to make these prior
authorization data available for longer than 1 year if they believe it adds value to patients,
providers, or themselves and their own processes.
b. Interaction with HIPAA Right of Access Provisions

Previous CMS interoperability proposals have elicited numerous comments regarding the
interaction between the Patient Access APl and HIPAA Privacy Rule individual right of
access.!” Per 45 CFR 164.524, an individual patient generally has a right of access to inspect and
obtain a copy of PHI about themselves in a designated record set for as long as the PHI is
maintained in the designated record set by a covered entity. This includes the right to inspect or
obtain a copy, or both, of the PHI. Our Patient Access API policies complement that right by
requiring payers to make available—through a standards-based and interoperable FHIR API (that
is, the Patient Access API)—PHI that patients already have a right to access. It is critical that
individuals have access to their own health information and the ability to share it with others who
are involved in their care, particularly when it could involve care coordination between providers
or prior authorization.

Consistent with the HIPAA Privacy Rule, we believe that it behooves us to require all

impacted payers to have the capability to provide individuals’ PHI via an industry standard FHIR

17 See CMS Interoperability and Patient Access final rule (85 FR 25516-19) and December 2020 CMS
Interoperability proposed rule (85 FR 82586).
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API, so that patients can access their data through apps of their choice. We believe that, in
addition to the other benefits described in this final rule, ensuring that patients can receive their
PHI in a standard, interoperable format that they can use with the latest technologies will reduce
instances of an individual requesting PHI in an electronic format that is not readily producible,
which could reduce costs and burden for patients and payers.

In the CMS Interoperability and Patient Access final rule, we established that the only
reason payers could deny API access to a patient’s preferred health app is if it would present an
unacceptable level of risk to the security of PHI on the payer’s system. These risks include, for
example, insufficient authentication or authorization controls, poor encryption, or reverse
engineering. The payer must make that determination using objective, verifiable criteria that are
applied fairly and consistently across all apps and developers. '8

As we discussed in the CMS Interoperability and Patient Access final rule (85 FR
25518), disagreement with the patient about the worthiness of a health app as a recipient of
patient data, or even concerns about what the app might do with the requested data, are not
acceptable reasons to deny an individual’s request. Impacted payers may offer advice to patients
on the potential risks of permitting an app or entity access to the patient data required to be made
available via the Patient Access API. However, such efforts generally must stop at education and
awareness or advice related to a specific app. Payers can inform the patient that the patient may
not want to allow an app to access their data without a clear understanding of how that app may

use their data, including how the patient’s personal data would be used or sold (a possibility for

apps that are not covered entities or business associates under the HIPAA Privacy Rule and the

18 See 42 CFR 422.119(e) for MA organizations; 42 CFR 431.60(e) for state Medicaid FFS programs, through the
existing cross reference at 42 CFR 438.242(b)(5) for Medicaid managed care plans; 42 CFR 457.730(e) for state
CHIP FFS programs, through the existing cross reference at 42 CFR 457.1233(d) for CHIP managed care entities;
and 45 CFR 156.221(e) for QHP issuers on the FFEs.
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Security Standards for the Protection of Electronic Protected Health Information!® [the Security
Rule]). For instance, if a payer learns that a particular app has publicly known privacy or security
vulnerabilities, they could inform patients who use that app to access their data of those known
vulnerabilities. Per our policies finalized in the CMS Interoperability and Patient Access final
rule, if a patient still wants to use the app, or does not respond to the payer’s warning, the
impacted payer is required to share their data via the API, absent an unacceptable security risk to
the payer’s own system. For more information on this ability to inform patients, see the CMS
Interoperability and Patient Access final rule at 85 FR 25550. Again, the finalized policies in this
rule do not affect or alter any obligations under the HIPAA Privacy and Security Rules.

While FHIR itself does not define security-related functions, when used in combination
with appropriate security controls (such as authentication and access control), a FHIR API can
and should be implemented and maintained to comply with the HIPAA Security Rule, at 45 CFR
part 160 and Subparts A and C of part 164, for secure data exchange.?® Furthermore, a covered
entity is not liable for what happens to the PHI once the designated third party receives the
information as directed by the individual.?!

Our policies in this section address how an impacted payer must make patients’ data
available to them. However, we do not have the authority to regulate health apps that individuals
may wish to use, or what those apps do with patient data. Regardless of whether the HIPAA
Privacy and Security Rules apply to a health app, and even where they do not apply, other

federal laws such as the Federal Trade Commission (FTC) Act may apply. Under section 5 of the

19 See also the HIPAA Security Rule, 45 CFR parts 160 and 164, subparts A and C.

20 Health Level Seven International. 82022, May 28). HL7 FHIR Release 4. 6.1.0 FHIR Security. Retrieved from
http://www.hl7.org/Fhir/security.html.

21 Office for Civil Rights. (2020, January 31). What is the liability of a covered entity in responding to an
individual’s access request to send the individual’s PHI to a third party? Retrieved from

https://www.hhs.gov/hipaa/for-professionals/faq/2039/what-is-the-liability-of-a-covered-entity-in-
responding/index.html.
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FTC Act (15 U.S.C. 45(a)), the FTC has authority to challenge unfair or deceptive trade
practices, including those related to the privacy and security of personal health information that
apps collect, use, maintain, or share. For example, if an app discloses an individual’s health
information in a manner inconsistent with the app’s privacy policy, terms of use, or an
individual’s reasonable expectations, or fails to take reasonable measures to assess and address
privacy or data security risks, the developer of that app may be violating the FTC Act. The FTC
has applied its section 5 authority to a wide variety of entities, including health apps.?> For more

information about what laws may apply to health apps, see https://www.ftc.gov/business-

guidance/resources/mobile-health-apps-interactive-tool.

The FTC also enforces the FTC Health Breach Notification Rule, which applies to most
health apps and similar technologies that are not covered entities or business associates under
HIPAA and, therefore, are not subject to the HIPAA Breach Notification Rule.?? The FTC’s
Health Breach Notification Rule sets forth steps that entities covered by that rule must follow
when there has been a breach of unsecured personal health information. Any violation of the

FTC’s Health Breach Notification Rule is treated as an unfair or deceptive act or practice under

22 See U.S. v. Easy Healthcare Corp., Case No. 1:23-cv-3107 (N.D. 111. 2023), https://www.ftc.gov/legal-
library/browse/cases-proceedings/202-3 186-easy-healthcare-corporation-us-v; In the Matter of BetterHelp, Inc.,
FTC Dkt. No. C-4796 (July 14, 2023), https://www.ftc.gov/legal-library/browse/cases-proceedings/2023169-
betterhelp-inc-matter; U.S. v. GoodRx Holdings, Inc., Case No. 23-cv-460 (N.D. Cal. 2023),
https://www.ftc.gov/legal-library/browse/cases-proceedings/2023090-goodrx-holdings-inc; In the Matter of Flo
Health Inc., FTC Dkt. No. C-4747 (June 22, 2021), https://www.ftc.gov/legal-library/browse/cases-
proceedings/192-3133-flo-health-inc.

23 Federal Trade Commission. (January 2022). Complying with FTC’s Health Breach Notification Rule. Retrieved
from https://www.ftc.gov/tips-advice/business-center/guidance/complying-ftcs-health-breach-notification-rule. See
also Federal Trade Commission (2021, September 15). Statement of the Commission on Breaches by Health Apps
and Other Connected Devices. Retrieved from
https://www.ftc.gov/system/files/documents/public_statements/1596364/statement of the commission _on_breache
s_by health _apps and other connected devices.pdf.
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section 18 of the FTC Act and is subject to civil penalties of up to $50,120 per violation per
day.?* In 2023, the Commission brought its first enforcement actions under the Rule.?
c. Patient Access API Metrics

We proposed to require impacted payers to report metrics to CMS on an annual basis
about how patients use the Patient Access API, in the form of aggregated, de-identified data. We
stated that those reports would help CMS better understand whether the Patient Access API
requirement is efficiently and effectively ensuring that patients have access to their health
information and whether payers are providing that required information in a transparent and
timely way. Additionally, we stated that aggregated usage data from every impacted payer would
help us evaluate whether the Patient Access API policies are achieving the desired goals. We
also stated that gathering this information would help us to provide targeted support or guidance
to impacted payers, if needed, to help ensure that patients have access to their data and can use
their data consistently across the impacted payer types.

Specifically, we proposed that impacted payers annually report—

e The total number of unique patients whose data are transferred via the Patient Access
API to a health app designated by the patient; and

e The total number of unique patients whose data are transferred more than once via the
Patient Access API to a health app designated by the patient.

Tracking multiple data transfers would indicate repeat access, showing that patients are

either using multiple apps or allowing apps to update their information over the course of the

2416 CFR 1.98 makes inflation adjustments in the dollar amounts of civil monetary penalties provided by law within
the Commission's jurisdiction.

25 See U.S. v. Easy Healthcare Corp., Case No. 1:23-cv-3107 (N.D. I11. 2023), https://www.ftc.gov/legal-
library/browse/cases-proceedings/202-3186-easy-healthcare-corporation-us-v; U.S. v. GoodRx Holdings, Inc., Case
No. 23-cv-460 (N.D. Cal. 2023), https://www.ftc.gov/legal-library/browse/cases-proceedings/2023090-goodrx-

holdings-inc.
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year. While data transfers may not indicate to what extent patients are using apps to manage their
health care, it would be a preliminary indicator of interest in the technology.

Comment: A majority of commenters supported CMS’s proposal to require impacted
payers to report aggregated, de-identified data metrics on how patients use the Patient Access
API to CMS annually.

Response: We thank commenters for their feedback.

Comment: Commenters recommended that these metrics only be used to evaluate the
effectiveness of CMS’s policies and to assess whether patients are using the Patient Access API
in a volume sufficient to justify the administrative burden of existing and future requirements. A
commenter stated that these metrics would not reflect factors within a payer’s control and
recommended that CMS work with FTC to have third-party app developers directly report these
metrics. Another commenter warned that these metrics may not account for patient preferences
for portals or other resources aside from apps. A commenter recommended that neither CMS nor
state Medicaid agencies attempt to regulate or oversee the usage of third-party apps by their
users. Another commenter supported the annual public reporting of Patient Access API metrics
provided that this information is not made publicly available in a manner that identifies specific
payers or apps.

Response: We acknowledge that patient app usage is generally outside the control of
payers, though education can help patients make informed decisions. We emphasize that we
proposed and will be collecting these metrics, not to evaluate or compare payers, but to help us
understand how patients are using apps, the effectiveness of our Patient Access API policies, and

to assess potential future rulemaking.



CMS-0057-F 82

Making data available via a FHIR API gives patients a wider range of options to access
their data. Ultimately, patients must decide what method of accessing their health information is
most useful to them. If patients prefer to use online portals, rather than apps, that could inform
future rulemaking. However, to understand how patients are accessing data made available
through the API using a heath app designated by the patient, we must have access to the relevant
data. We do not intend to interfere with how a patient uses a third-party app (and neither should
impacted payers, including state Medicaid agencies), but to provide them options to access their
data in the way that best suits them. As discussed previously, the only permissible reason to deny
or discontinue an app’s access to an API is if the payer reasonably determines that the app
presents an unacceptable level of risk to the security of PHI on the payer’s systems.

We do not have the authority to require app developers to report usage metrics, and even
if we did collect data from them, it would not provide the information that we are seeking, as
developers would not know a patient’s health coverage status. For instance, a developer could
tell us that an individual connected to a specific payer organization but would not be able to
report whether the patient is covered under by an MA plan or QHP. Finally, as noted in the
proposed rule, we do not intend to publicly publish these Patient Access metrics in a way that
identifies specific payers or apps.

Comment: A few commenters suggested that CMS establish an easy-to-use standardized
format for reporting Patient Access API metrics.

Response: We appreciate the request from commenters and are finalizing a modification
to our proposed regulatory text to require reporting in a specified form and manner to ensure
consistency between impacted payers. We will issue specific format and process guidance for

submitting Patient Access API metrics before reporting is required.
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Comment: Most commenters supported CMS’s proposed metrics, as they could provide
valuable information regarding Patient Access API adoption and use.

Commenters voiced widespread support for the first metric to measure usage of the
Patient Access API. Support for the second metric was mixed, with multiple commenters
questioning its value to the API’s policy evaluation. Commenters warned that this metric would
be affected by many external factors, including the user experience of the app, as opposed to acts
of the payer. Another commenter stated that the second measure would not provide meaningful
insight into patient use patterns, and instead suggested that CMS should solicit information about
usage patterns from app developers.

Response: We understand that the metric on repeat usage may not provide a high level of
statistical validity, which is why we are not requiring these metrics to be reported publicly.
However, it is important for CMS to understand how many patients are using the Patient Access
API and whether they have simply tried it once or are invested in using health apps to manage
their data. These findings will help us monitor our interoperability policies and plan for the
future. We did not receive any comments that indicated that submitting either of these metrics
would be a significant burden for impacted payers.

We acknowledge that these metrics could be affected by a plethora of external factors
outside of payers’ control. As noted previously, we are collecting these metrics to better enable
us to evaluate our policies in this area. As we do not have regulatory authority over app
developers, we did not propose to impose reporting requirements on them.

Comment: A commenter requested that CMS explain what constitutes a "unique patient"

so that payers can identify unique patients in the same manner, so the results are not varied.
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Response: We define a unique patient by the record of the individual covered by the
payer’s benefits, not by the individual accessing the data. Therefore, if both a patient and their
personal representative access their data, that will only be counted as usage by a single patient
for the purpose of these metrics.

1. Reporting Level

We proposed to require MA organizations to report these data to CMS at the organization
level, state Medicaid and CHIP FFS programs, Medicaid managed care plans, and CHIP
managed care entities to report at the state level, and QHP issuers on the FFEs to report at the
issuer level. We solicited comment on whether we should require payers that administer multiple
plans under a single contract to report these data to CMS at the contract level. We also solicited
comment on an alternative final policy that would permit MA organizations, Medicaid managed
care plans, CHIP managed care entities, and QHP issuers on the FFEs to report aggregate data at
higher levels (such as the parent organization level or all plans of the same type in a program).

Comment: We received comments espousing a range of opinions on the appropriate level
of reporting for impacted payers.

Specifically for MA organizations, multiple commenters recommended a more granular
metric reporting level, noting that reporting Patient Access API metrics at the plan level would
better drive plan-specific improvement efforts and be more consistent with current industry
practice. Conversely, a commenter stated that organization level would simplify report
preparation since some MA organizations have ten or more separate plan contracts with CMS. A
commenter recommended that CMS not require reporting at the more granular contract level as

any metrics based on small populations could lead to skewed data.
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Many commenters supported our proposed reporting levels for Patient Access API use
metrics for state Medicaid and CHIP FFS programs, Medicaid managed care plans, CHIP
managed care entities, and QHP issuers on the FFEs.

On the other hand, a commenter recommended that payers be required to report metrics
at the county level, rather than the state level. Another commenter warned that too much
aggregation can make data meaningless and stated that payers should prioritize data metrics that
can be acted upon effectively. Conversely, a commenter recommended that CMS allow
consolidation of Patient Access API use metrics at the holding or parent company level, which
would aggregate that company’s MA plans, Medicaid managed care plans, CHIP managed care
entities, QHPs, and commercial plans. Another commenter suggested that CMS begin collecting
metrics at a more aggregated level and wait to implement more refined data segmentation as a
clear use case arises.

Response: Upon further consideration, we determined that contract level is the more
appropriate reporting level for MA organizations. Contract-level data are aggregated data that are
collected from the plan benefit packages (PBPs) offered under an individual contract; it is
specific to the contract to which it corresponds. CMS already requires MA organizations to
annually report some contract-level data about their organization determinations to the agency. A
consistent approach of contract-level reporting in the MA program will give us useful
information while limiting payer burden. By requiring contract-level reporting for these metrics,
we ensure that the format of these reported data remain consistent with other data that MA
organizations are required to report. There could be value to requiring MA organizations to

report on a plan level in the future to get more discrete data. However, at this time, we believe
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that the burden of requiring MA organizations to report at the plan level, and the small sample
sizes that some plans would have, outweigh the benefits of that information.

We agree that requiring Medicaid managed care plans and CHIP managed care entities to
report at the state level and QHP issuers on the FFEs to report at the issuer level balances the
reporting burden and the meaningfulness of the data. Aggregating by holding company would
provide data that are not particularly useful. Many commenters recommended that we use this
information to monitor disparities in data access, which would be hindered without
disaggregation between MA, Medicaid, CHIP, and QHPs. Similarly, we do not believe that
additionally segmenting data into smaller geographic areas would provide useful information
now, though in the future we may consider whether it would be beneficial.

We note that CMS programs may assess whether to collect more detailed metrics than we
are finalizing here. For instance, we may consider requiring in future rulemaking that MA plans
report at a more discrete level. Similarly, should a state Medicaid or CHIP agency believe it
would be beneficial, they may require additional metrics in their managed care contracts.

Comment: A few commenters requested that we explain whether integrated care plans for
dually eligible individuals, such as fully integrated dual eligible special needs plans (FIDE
SNPs), should report consistent with MA organizations, at the contract level, or with Medicaid
managed care plans, at the plan level.

Response: An integrated care plan generally combines a dual eligible special needs plan
(D-SNP), which includes FIDE SNPs and highly integrated dual eligible special needs plans
(HIDE SNPs) — both as defined at 42 CFR 422.2, and a Medicaid managed care plan offered by
the same parent organization. D-SNPs are a type of MA plan designed to meet the needs of

individuals who are dually eligible for Medicare and Medicaid, also known as dually eligible
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individuals. Therefore, an MA organization will report information about Patient Access API
usage by its D-SNP enrollees to CMS at the MA organization’s contract level. The affiliated
Medicaid managed care plan will report information about Patient Access API usage by its
enrollees to CMS at the plan level.

We understand that this means an organization that offers an integrated product for dually
eligible individuals (for example, a FIDE SNP), may report twice and in different ways for the
same population. We do not believe this duplication outweighs the benefits of capturing the data
as we proposed, but we may consider future rulemaking to separate reporting for integrated D-
SNPs from the overall MA organization.

ii. Annual Reporting

We proposed that payers must report metrics from the previous calendar year to CMS by
March 31* of each year. Under our proposal, in the first year the requirement would be
applicable, payers would report CY 2025 data by March 31, 2026. A new MA organization,
Medicaid managed care plan, CHIP managed care entity, or QHP issuer on the FFEs would
naturally have no data to report in its first year of existence and would be required to report data
following its first full calendar year subject to the Patient Access API requirement.

Comment: Multiple commenters expressed support for CMS's proposal to require payers
to share patient use metrics annually starting with CY 2025 to be reported to CMS by March 31,
2026. Some commenters recommended that we delay the first year of the reporting requirement
to CY 2026, which would be reported no later than March 31, 2027. Another commenter
suggested that we delay the reporting deadline because a technical solution would need to be in

place by the end of late 2024 to have metrics for CY 2025 to report in March 2026.
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Response: We note that per the CMS Interoperability and Patient Access final rule,
impacted payers were required to implement the Patient Access API no later than January 1,
2021. The metrics that we proposed were not tied to the implementation of any other proposals
in the CMS Interoperability and Prior Authorization proposed rule, including adding prior
authorization information to the data available via the Patient Access API. Based on this rule’s
publication schedule, payers should have sufficient time to implement any necessary changes to
report these metrics.

Comment: A majority of commenters supported the proposed annual reporting
requirement, though multiple commenters recommended that CMS consider requiring payers to
report Patient Access API metrics quarterly. A commenter recommended that as the popularity
for Patient Access API grows, use metrics should be reported on a quarterly basis.

Commenters agreed that requiring payers to report data on API usage from the previous
calendar year to CMS by March 31 provides an appropriate amount of time for payers to validate
the data before submitting it to CMS.

Response: After reviewing the comments, we agree that annual reporting is the
appropriate frequency for these metrics. Given that we are looking to understand the overall
usage of third-party apps and any patterns between payers, we do not believe that the burden of
requiring payers to report these metrics quarterly would improve our understanding of whether
patients are accessing the Patient Access API. We may in the future consider proposing more
frequent reporting or additional metrics, but for the two metrics we are finalizing now, we do not
expect that it would be beneficial to require payers to report more often than annually.

iii. Public Reporting
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In the preamble to our proposed rule, we stated that we do not plan to publicly report
these metrics at the state, plan, or issuer level, but may reference or publish aggregated and de-
identified data that do not include names of specific state agencies, plans, or issuers.

Comment: Some commenters recommended that CMS require payers to publicly report
Patient Access API metrics, as they believe that health IT companies and developers would
benefit from the information. Commenters stated that by making these metrics public, CMS can
help patients and stakeholders better understand the impact of access APIs and help inform
future innovations that promote patient access and future decision making. A commenter
recommended that CMS consider publicly reporting plan-reported information at the state, plan,
or issuer level.

Other commenters did not support CMS publicly reporting Patient Access API use
metrics. Multiple commenters stated that this could provide inaccurate information and
potentially reveal identifying information. A commenter cautioned that publicizing reports,
particularly of the second proposed metric (the total number of patients whose data are
transferred more than once to a specific third-party app), may give consumers an inaccurate
portrayal of API success.

Response: There may be value to publicly reporting aggregated and de-identified data to
give the public a sense of Patient Access API adoption across the industry. But we agree with
commenters that, absent the proper context, those data could be perceived inaccurately or
misleadingly. As discussed, some commenters expressed that there is currently low health app
adoption among patients regardless of the type of payer. We also understand that low patient
adoption does not necessarily indicate a lack of payer readiness or compliance. Therefore, until

we are confident that these data can be presented in an easy-to-understand and meaningful way,
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we may publicly report aggregated and de-identified data, but will not include names of specific
state agencies, plans, or issuers unless and until proposed through future rulemaking.
iv. Other Metrics

We requested comment on what other Patient Access API metrics we should consider
requiring payers to report to CMS and/or make available to the public in future rulemaking. For
instance, we solicited comments on whether payers could report aggregated demographic
information, such as sex, race, age, ethnicity, and geographic data and whether that could help
identify underserved populations or disparities in patient access to health data and, if so, policies
that should be considered to promote equity. We also solicited comments on the potential
benefits and burdens of requiring payers to report the names of all apps that patients have used to
access the payers’ API each year. We considered collecting this information, or requiring payers
to make it public, not for the purpose of recommending or endorsing specific apps, but to review
for best practices and evaluate patient ease of use.

Comment. Commenters provided many recommendations for additional Patient Access
API metrics.

Response: We greatly appreciate the wide range of metric suggestions, such as indicators
on demographic information, utilization, query management, successful requests, and barriers to
accessing records. We will continue to research additional ways to evaluate the effectiveness of
the API for consideration in future rulemaking.

d. Patient Access AP Amendments

We proposed two minor terminology changes to the requirements finalized in the CMS

Interoperability and Patient Access final rule (85 FR 25558). Unlike most of our proposals, we

proposed that these amendments would take effect on the effective date of the final rule. We
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proposed these changes to explain terms but did not expect them to substantively change any
current regulatory obligation.

First, we proposed to revise the description of the clinical data impacted payers must
make available via the Patient Access API. These provisions, finalized in the CMS
Interoperability and Patient Access final rule, currently require payers to make available “clinical
data, including laboratory results” (85 FR 25536-40). We proposed to revise these paragraphs to
specify that the data that payers must make available are “all data classes and data elements
included in a content standard at 45 CFR 170.213.” That citation is to a content standard
maintained by ONC of clinical data classes and data elements for interoperable health
information exchange. Referring explicitly in the rule text to a data set in a standard at 45 CFR
170.213 will help avoid unnecessary confusion, as this reference will more clearly identify
exactly what data must be available through the Patient Access API. Furthermore, this change
brings us into greater alignment with the standards promulgated by ONC and used by certified
health IT developers.

As versions of the USCDI evolve, there may simultaneously be multiple versions of the
standard referenced at 45 CFR 170.213 (as both v1 and v3 are listed at the time of publication of
this final rule). In the HTI-1 final rule, ONC finalized the adoption of USCDI v3 in 170.213 and
finalized a January 1, 2026 expiration date for USCDI v1 (89 FR 1192). For the ONC Health IT
Certification Program, this allows for a transition period between standards, and, during that
time, health IT developers could incorporate updated standards versions within their systems and
complete required certification. During such a period, when 45 CFR 170.213 includes more than
one version of the USCDI standard, payers would be allowed to use any of the then-referenced

content standards to meet the requirement to make clinical data available through the Patient
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Access API. If a standard has a listed expiration date (as USCDI v1 is currently listed to expire
on January 1, 2026), payers would not be able to be use it after expiration.

Second, we proposed to revise the language previously finalized for denial or
discontinuation of a health app’s access to the API. Currently, the rules require impacted payers
to make a determination to deny or discontinue access to the Patient Access API using objective,
verifiable criteria that are applied fairly and consistently across all apps and developers through
which “enrollees” or “beneficiaries” seek to access patient data. We proposed to change the
terms “enrollees” and “beneficiaries” to “parties” for consistency with our proposal to apply this
provision to the Provider Access, Payer-to-Payer, and Prior Authorization APIs. We stated that
because parties other than patients, such as providers and payers, would be accessing these APIs,
it would be more accurate to use the term “parties” rather than “enrollees” or “beneficiaries.”
Those APIs are discussed further in sections I1.B., II.C., and II.D. of this final rule.

Comment: All comments we received on these technical language proposals supported
our effort to keep the Patient Access API required data aligned with ONC’s standards. However,
we did receive a variety of comments on the USCDI standard currently referenced at 45 CFR
170.213. Those comments are discussed in section II.G. of this final rule.

A commenter requested clarification on whether payers would be required to request
information from providers to fill any data classes and data elements of the standard at 45 CFR
170.213 that are missing within their records. Similarly, another commenter requested that CMS
explain that the requirement to provide claims and encounter data within 1 business day applies
only to information available at the time of the request.

Response: In the CMS Interoperability and Patient Access final rule, we defined

“maintain” to mean the payer has access to the data, control over the data, and authority to make
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the data available through the API (85 FR 25538). Under that existing regulation, payers are
required to share data that they maintain as part of their normal operations. Nothing in this final
rule will change that existing policy; payers are not required to reach out to providers or other
entities to gather data that the payer does not already maintain, if it is not part of their normal
operations, to share via the Patient Access API. We thank commenters for their feedback and are
finalizing this proposal without modification.

We note that we are not modifying the Patient Access API applicability date for MA at
42 CFR 422.119(h), for Medicaid FFS at 42 CFR 431.60(h), for CHIP FFS at 42 CFR
457.730(h), and for QHP issuers on the FFEs at 45 CFR 156.221(i) because these amendments
do not substantively change any existing requirements finalized in the CMS Interoperability and
Patient Access final rule.
e. Medicaid Expansion CHIP Programs

In the CMS Interoperability and Prior Authorization proposed rule, we discussed
implementation for states with Medicaid Expansion CHIP programs (86 FR 76279). See section
IL.E. of this final rule for that complete discussion, including a summary of public comments
received and our final action statement.
f. Specific CHIP-related Regulatory Framework

For CHIP, we proposed amendments to 42 CFR 457.1233(d) that would align separate
CHIP managed care API requirements with the Medicaid managed care plan API requirements,
rather than with the CHIP FFS API requirements. In the CMS Interoperability and Patient
Access final rule (85 FR 25559), we finalized requirements for separate CHIP managed care
entities at 42 CFR 457.1233(d). API requirements for CHIP managed care entities were codified

at 42 CFR 457.1233(d)(2) and (3) through cross-references to CHIP FFS program requirements
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at 42 CFR 457.730 and 457.760, respectively. On November 13, 2020, we published a final rule
titled “Medicaid Program; Medicaid and Children’s Health Insurance Program (CHIP) Managed
Care” (85 FR 72754). In that rule, we removed 42 CFR 457.1233(d)(1) through (3), and, at 42
CFR 457.1233(d), cross-referenced to Medicaid managed care regulatory requirements at 42
CFR 438.242. Therefore, the policies in the CMS Interoperability and Patient Access final rule
(85 FR 25559) are applicable to separate CHIP managed care entities per 42 CFR 457.1233(d)
through a cross reference to Medicaid managed care at 42 CFR 438.242. We apply the API
requirements in this final rule to separate CHIP managed care entities through the existing cross
reference at 42 CFR 457.1233(d) to Medicaid managed care at 42 CFR 438.242.
3. Other Requests for Comment

We requested comment on a variety of topics on which we did not make specific
proposals but are reviewing for future consideration. We appreciate commenters’
submissions regarding the following:

e How we could and should apply these requirements to Medicare FFS and its existing
prior authorization requirements and standards.

e What policy levers we might have to create norms or best practices for privacy
policies by health app developers.

e How we could leverage ONC’s TEFCA or other HHS HIE initiatives to facilitate
secure interoperable data exchange with health apps.

e The availability of apps that are accessible to individuals with disabilities, availability
of apps in a multitude of languages to ensure that individuals with limited English proficiency
can understand the information provided, and availability of apps at appropriate literacy levels

and in plain language.
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TABLE B1: PATIENT ACCESS APPLICATION PROGRAMMING INTERFACE FINAL POLICIES
Section of Regulations for Each Impacted Payer
the Final Medicare Medicaid CHIP Managed QHP Issuers on
Rule Requirement Advantage Medicaid FFS | Managed Care CHIP FFS Care FFEs
II.A2.a. Adding Prior 42 CFR 42 CFR Through cross 42 CFR 45 CFR
Authorization 422.119(b) 431.60(b)(5)(1) | reference to 42 457.730(b)(5)(1) 156.221(b)(1)(iv)(A)
Information (DH@EV)(A) CFR 431.60 at
(Compliance date 42 CFR
January 1, 2027) 438.242(b)(5)
II.A2.a. Timeframe for Prior | 42 CFR 42 CFR Through cross 42 CFR 45 CFR
Authorization 422.119(b)(1)(iv) | 431.60(b)(5)(ii) | reference to 42 457.730(b)(5)(ii) 156.221(b)(1)(iv)(B)
Information B) CFR 431.60 at
Availability 42 CFR
(Compliance date 438.242(b)(5)
January 1, 2027)
I.LA2.c. Reporting Patient 42 CFR 42 CFR Through cross 42 CFR 45 CFR 156.221(f)
Access API Metrics | 422.119(f) 431.60(f) reference to 457.730(f) Through existing
(Compliance date 431.60 at 42 cross reference to 42
January 1, 2026) CFR CFR 438.242 at
438.242(b)(5)(iii) existing 42 CFR
II.A.2.d. Revisions to the 42 CFR 42 CFR Through cross 42 CFR 457.1233(d) 45 CFR
Scope of Clinical 422.119(b)(1)(iii) | 431.60(b)(3) reference to 42 457.730(b)(3) 156.221(b)(1)(iii)
Data to be Made CFR 431.60 at
Available via the 42 CFR
Patient Access API 438.242(b)(5)
(Effective Date of
the Final Rule)
ILA2.d. Patient Access API 42 CFR 42 CFR Through cross 42 CFR 45 CFR
Denial/ 422.119(e)(2) 431.60(e)(2) reference to 42 457.730(e)(2) 156.221(e)(2)

Discontinuation of
Access

(Effective Date of
the Final Rule)

CFR 431.60 at
42 CFR
438.242(b)(5)
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4. Final Action

After considering the comments received, and for the reasons discussed in the CMS
Interoperability and Prior Authorization proposed rule and our response to those comments (as
summarized previously), we are finalizing our proposals with the following modifications:

e Impacted payers must make information about prior authorization requests and
decisions available via the Patient Access API beginning 2027 (by January 1, 2027 for MA
organizations and state Medicaid and CHIP FFS programs; by the rating period beginning on or
after January 1, 2027 for Medicaid managed care plans and CHIP managed care entities; and for
plan years beginning on or after January 1, 2027 for QHP issuers on the FFEs), rather than in
2026.

e Impacted payers are not required to share the quantity of items or services used under
a prior authorization via the Patient Access API.

e Impacted payers are not required to share unstructured documentation related to prior
authorizations via the Patient Access API.

e MA organizations must report Patient Access API metrics at the contract level rather
than at the proposed organizational level.

See further discussion for exact details of the final requirements for impacted payers.

Specifically, we are finalizing a requirement that, beginning 2027 (by January 1, 2027 for
MA organizations and state Medicaid and CHIP FFS programs; by the rating period beginning
on or after January 1, 2027 for Medicaid managed care plans and CHIP managed care entities;
and for plan years beginning on or after January 1, 2027 for QHP issuers on the FFEs), impacted
payers must make the all of following information available about prior authorization requests

and decisions (excluding for drugs) available via the Patient Access API:
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e The prior authorization status.

e The date the prior authorization was approved or denied.

e The date or circumstance under which the prior authorization ends.

e The items and services approved.

e Ifdenied, a specific reason why the request was denied.

e Related structured administrative and clinical documentation submitted by a provider.

We are finalizing the requirement that impacted payers make this information about prior
authorizations available no later than 1 business day after the payer receives a prior authorization
request and must update that information no later than 1 business day after any status change.
This information must be available for the duration that the authorization is active and at least 1
year after the prior authorization’s last status change.

We are finalizing a requirement that, beginning 2026, impacted payers must annually
report Patient Access API metrics to CMS in the form of aggregated, de-identified data.
Specifically, by March 31, MA organizations at the contract level, state Medicaid and CHIP FFS
programs, Medicaid managed care plans and CHIP managed care entities at the state level, and
QHP issuers on the FFEs at the issuer level must report the following metrics: (1) the total
number of unique patients whose data are transferred via the Patient Access API to a health app
designated by the patient; and (2) the total number of unique patients whose data are transferred
more than once via the Patient Access API to a health app designated by the patient. Impacted
payers must report the previous calendar year’s metrics to CMS by March 31 following any year
that they offered that type of plan.

We are finalizing, as of the effective date of this final rule, the replacement of “clinical

data, including laboratory results” with “all data classes and data elements included in a content
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standard at 45 CFR 170.213” in the required content for the Patient Access API. We are also
finalizing, as of the effective date of this final rule, to change the terms “enrollees” and
“beneficiaries” to “parties” at 42 CFR 422.119, 42 CFR 431.60, 42 CFR 438.62, and 45
CFR 156.221.

These final policies apply to MA organizations, state Medicaid and CHIP FFS programs,
Medicaid managed care plans, CHIP managed care entities, and QHP issuers on the FFEs at the
CFR sections listed in Table B1.

5. Statutory Authorities for the Patient Access API Policies

We note that we received no public comments on the statutory authorities for our Patient
Access API policies.

a. MA Organizations

For MA organizations, we proposed these new requirements and the revisions to current
requirements under our authority at sections 1856(b)(1) of the Act (to promulgate regulations
implementing MA organization standards, including the requirements in section 1852(h) of the
Act), and 1857(e)(1) of the Act (to add contract terms determined by the Secretary to be
“necessary and appropriate”). Section 1856(b)(1) of the Act requires the Secretary to establish
regulatory standards for MA organizations that are consistent with and carry out Part C of the
Medicare statute, Title XVIII of the Act. Section 1852(h) of the Act requires that MA
organizations have procedures in place to maintain accurate and timely medical records and
health information regarding MA enrollees and to assure enrollees have timely access to such
records and information. Our policy for the Patient Access API is to require access for enrollees
to specified medical records and health information through a specific mechanism from the MA

organization. The Secretary is authorized under section 1857(e)(1) of the Act to add new contract
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terms, including additional standards and requirements, for MA organizations that the Secretary
finds necessary and appropriate and that are not inconsistent with Part C of the Medicare statute.
The policies here meet this standard by addressing and facilitating access to enrollees’ medical
records and health information for the reasons identified in our discussions for each policy.

The policy in section II.A.2.a. of this final rule that will require MA organizations to
make an enrollee’s prior authorization requests and related clinical documentation available
through the Patient Access API will allow these enrollees to have access to that information in a
convenient, timely, secure, and portable way, which is in enrollees’ best interests. This
requirement is consistent with section 1852(h) of the Act, which requires MA organizations to
assure enrollees timely access to their records and data that is maintained by MA organizations.
To ensure that MA organizations meet modern-day patient expectations of transparency,
efficiency, and timeliness when providing prior authorization data to enrollees, it is essential for
CMS to ensure that each MA organization has a standardized system in place that offers
enrollees access to their own data, including data that pertain to their prior authorizations, using
existing and emerging technologies of their choice, specifically in this case, health apps.
Therefore, making these data available through the Patient Access API is consistent with our
programmatic authority to establish standards to implement section 1852(h) of the Act and could
help patients be more informed about and active in their own care, which could potentially lead
to better health outcomes.

Making this information available via the Patient Access API could help patients support
the prior authorization process as well. Patients could see what information is needed and what
information has been provided on their behalf to facilitate a prior authorization request. Patients

could provide missing information needed by the payer to reach a decision. This could allow MA
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organizations to address prior authorization requests more promptly, streamlining this process,
and thus simplifying prior authorization for the MA organizations. This could also improve an
enrollee’s experience with the process, by facilitating more timely and potentially more
successful initial prior authorization requests. This, again, supports efficient operation and timely
provision of information and services.

In addition, to ensure the requirements finalized in the CMS Interoperability and Patient
Access final rule (85 FR 25558 through 25559) would be most effective, CMS finalized in this
rule that MA organizations report specific metrics to CMS on patient use of the Patient Access
API. Section 1857(e)(1) of the Act explicitly authorizes the adoption of additional reporting to
CMS by MA organizations where necessary and appropriate. Here, these metrics would facilitate
CMS’s oversight, evaluation, and administration of patient health data access in the Part C
program and, therefore, this data collection is necessary and appropriate to adopt.

In alignment with HHS’s priorities and goals, CMS is focused on putting patients at the
center of their own health care and ensuring that patients have secure access to their health
information. We believe these policies are critical and appropriate to ensure that MA
organizations stay abreast of industry standards and continue to offer enrollees not only quality
coverage but also a quality customer experience.

b. Medicaid and CHIP

Our finalized requirements in this section for Medicaid managed care plans and Medicaid
state agencies fall generally under our authority in sections 1902(a)(4), 1902(a)(7), 1902(a)(8),
and 1902(a)(19) of the Act. Section 1902(a)(4) of the Act requires that a state Medicaid plan
provide such methods of administration as are found by the Secretary to be necessary for the

proper and efficient operation of the state Medicaid plan. Section 1902(a)(8) of the Act requires
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states to ensure that Medicaid services are furnished with reasonable promptness to all eligible
individuals. Section 1902(a)(19) of the Act requires states to ensure that care and services under
a Medicaid state plan are provided in a manner consistent with simplicity of administration and
the best interests of the recipients.

In addition, section 1902(a)(7) of the Act requires that states must provide safeguards that
restrict the use or disclosure of information concerning Medicaid applicants and beneficiaries to
purposes that are directly connected with the administration of the Medicaid state plan. The
implementing regulations at 42 CFR part 431, subpart F for section 1902(a)(7) of the Act list
purposes that CMS has determined are directly connected with administration of Medicaid state
plans (42 CFR 431.302) and require states to provide safeguards meeting certain requirements to
restrict uses and disclosures of Medicaid beneficiary data, including requirements about releasing
applicant and beneficiary information at 42 CFR 431.306.

Our policy to require that the prior authorization data described in this section be shared
via the Patient Access API would be consistent with the requirement at section 1902(a)(7) of the
Act, providing that states may share these data only for purposes directly connected with the
administration of the Medicaid state plan. The data sharing policy for the Patient Access API
would be related to providing services for Medicaid beneficiaries, a purpose listed at 42 CFR
431.302(c). As mentioned previously, giving a patient access to their own health information can
make them a more active participant in ensuring they receive timely and appropriate care (for
example, allowing them to monitor medications or access treatment history).

The finalized requirement to make information about prior authorization requests and
associated documentation available through the Patient Access API is expected to allow

beneficiaries to more easily obtain information about the status of prior authorization requests
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submitted on their behalf. Beneficiaries could potentially use that information to make more
informed decisions about their health care, improve the efficiency of accessing and scheduling
services, and, if needed, provide missing information that the state (or Medicaid managed care
plan, if applicable) needs to reach a decision. Receiving missing information more quickly could
enable more prompt responses from state Medicaid FFS programs and Medicaid managed care
plans to prior authorization requests, thus facilitating more timely and successful prior
authorizations. This would help states fulfill their obligations to provide care and services in a
manner consistent with simplicity of administration and the best interests of the recipients and to
furnish services with reasonable promptness to all eligible individuals. Improving the prior
authorization process could also help improve the efficient operation of the state plan by
potentially improving the speed and consistency of prior authorizations, which could, in turn,
facilitate faster access to care for beneficiaries. In these ways, these policies are authorized under
section 1902(a)(4), (8), and (19) of the Act.

Additionally, states must apply the safeguards described at 42 CFR 431.306 when sharing
beneficiary data via the Patient Access API. We remind states that to meet the requirements of
that regulation, states must have consistent criteria for release and use of information (which
should comply with the finalized Patient Access API requirements), in accordance with 42 CFR
431.306(a). Access to information concerning beneficiaries must be restricted to persons who are
subject to standards of confidentiality that are comparable to that of the state Medicaid agency, in
accordance with 42 CFR 431.306(b). The permission requirement at 42 CFR 431.306(d), which
requires that the state agency obtain permission from a family or individual, whenever possible,
before responding to a request for information from an outside source, is not relevant to this

policy, because any request for beneficiary information would be from Medicaid beneficiaries
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themselves and the apps that they are authorizing to receive their information. Beneficiaries are
not “outside sources,” and, while apps might be outside sources, information is shared with an
app through this API only if the beneficiary has verified their identity (through authentication
protocols) and authorized the app to receive information. We do not believe that any of the other
requirements at 42 CFR 431.306 are relevant because they cover data release and use in contexts
outside of our policies in this section of the final rule. We note that while the beneficiary’s
permission is not required under 42 CFR 431.306(d) for the Patient Access API we discuss here,
state or other laws may require such permission.

With respect to Medicaid managed care, and in addition to the general authorities cited
previously mentioned regarding Medicaid programs, this policy will also help implement section
1932(b)(4) of the Act, which provides that each Medicaid MCO must establish an internal
grievance procedure under which a beneficiary who is eligible for medical assistance may
challenge the denial of coverage or payment for such assistance. CMS has traditionally extended
requirements applicable to Medicaid MCOs to other Medicaid managed care plan types as
efficient and proper methods of administration under section 1902(a)(4) of the Act to ensure that
Medicaid beneficiaries have the same protections, benefits, and responsibilities regardless of the
type of managed care plan in which they are enrolled. Allowing beneficiaries to access the status
of their denied prior authorizations within 1 business day could enable beneficiaries to file
appeals timelier and receive faster resolution. Enabling beneficiaries to monitor the status of
prior authorization requests submitted on their behalf is also consistent with how section 1932(c)
of the Act indicates that timely access to care should be assured for beneficiaries. Knowing
within 1 business day that a prior authorization has been approved could enable a beneficiary to

more promptly schedule or obtain care.



CMS-0057-F 104

We also proposed to require state Medicaid agencies and Medicaid managed care plans to
report Patient Access API metrics to CMS annually. These metrics will support CMS’s
oversight, evaluation, and administration of the Medicaid program, as it will allow us to evaluate
beneficiary access to the Patient Access API. API usage could indicate that the policy is
supporting program efficiencies and ensuring access to information in a timely and efficient way
and in the best interest of beneficiaries, as intended, and as is consistent with section 1902(a)(4)
and (19) of the Act. Additionally, section 1902(a)(6) of the Act requires Medicaid state plans to
provide that the state Medicaid agency will make such reports, in such form and containing such
information, as the Secretary may from time to time require. These metrics will serve as a report
to evaluate the implementation and execution of the Patient Access APIL.

For CHIP, we finalized these requirements under the authority in section 2101(a) of the
Act, which states that the purpose of Title XXI of the Act is to provide funds to states to provide
child health assistance to uninsured, low-income children in an effective and efficient manner
that is coordinated with other sources of health benefits coverage. This provision provides us
with authority to adopt these requirements for CHIP because the finalized requirements increase
patient access to their health information, which can improve the efficacy of CHIP programs,
allow for more efficient communication and administration of services, and promote
coordination across various sources of health benefits coverage.

We believe that requiring CHIP agencies, as well CHIP managed care entities, to make
CHIP beneficiaries’ prior authorization data and other standardized data available through
standards-based APIs will lead to these beneficiaries accessing that information in a convenient,
timely, and portable way. This improved access will help to ensure that services are effectively

and efficiently administered in the best interests of beneficiaries, consistent with the
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requirements in section 2101(a) of the Act. We believe making patient data available in this
format will result in better health outcomes and patient satisfaction and improve the cost
effectiveness of the entire health care system, including CHIP.

These policies align with section 2101(a) of the Act in that they also will improve the
efficiency of CHIP programs. For example, adding information about prior authorization
requests to the Patient Access API will allow beneficiaries to easily obtain the status of prior
authorization requests made on their behalf. This will in turn allow patients to make scheduling
decisions and provide any missing information needed by a payer to reach a decision, which
makes the prior authorization process more efficient, streamlining the prior authorization
process.

Additionally, the safeguards for applicant and beneficiary information at 42 CFR part
431, subpart F are also applicable to CHIP through a cross-reference at 42 CFR 457.1110(b). As
discussed previously for Medicaid, giving CHIP beneficiaries access to their prior authorization
statuses through the Patient Access API would be related to providing services to beneficiaries,
which is described at 42 CFR 431.302(c) as a purpose directly related to state plan
administration. Allowing beneficiary access to prior authorization statuses also conforms with
provisions for beneficiary access to their records at 42 CFR 457.1110(e). We remind states that
when they share beneficiary information through the Patient Access API, they must comply with
the privacy protections at 42 CFR 457.1110 and the release of information provisions at 42 CFR
431.306.

Finally, by finalizing the requirement for state CHIP agencies and CHIP managed care
entities to report Patient Access API metrics to CMS annually will help states and CMS

understand how this API can be used to continuously improve the effectiveness and efficiency of
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state CHIP operations by providing information about its use, which is an indication of the API’s
uptake among patients, including how many only use it for a one-time setup consistent with
2107(b)(1) of the Act. The more we understand about the Patient Access API’s usage, the better
we can assess that the API is leading to improved operational efficiencies and providing
information to beneficiaries in a way that supports their best interests.

c. Qualified Health Plan Issuers on the Federally-Facilitated Exchanges

For QHP issuers on the FFEs, we finalized these new requirements under our authority at
section 1311(e)(1)(B) of the Patient Protection and Affordable Care Act, as amended by the
Health Care and Education Reconciliation Act of 2010 (Pub. L. 111-148, enacted March 23,
2010, and Pub. L. 111-152, enacted March 30, 2010, respectively) (collectively referred to as the
Affordable Care Act) which affords the Exchanges the discretion to certify QHPs if the
Exchange determines that making available such health plans through the Exchange is in the
interests of qualified individuals in the state in which the Exchange operates.

We believe generally that certifying only health plans that take steps to make enrollees’
prior authorization requests and related clinical documentation available through interoperable
technology would ultimately lead to these enrollees having access to that information in a
convenient, timely, and portable way, which is in enrollees’ best interests. Adding information
about prior authorization requests to the Patient Access API would allow enrollees to easily
obtain the status of prior authorization requests submitted on their behalf and use that
information effectively to make more informed decisions about their health care, improve the
efficiency of accessing and scheduling services, and, if needed, provide missing information
needed by the issuer to reach a decision. This could allow QHP issuers on the FFEs to more

promptly address prior authorization requests and would also facilitate more timely and
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potentially more successful initial prior authorization requests. We encourage SBEs (including
SBE-FPs) to consider whether a similar requirement should be applicable to QHP issuers on
SBEs.

Finally, requiring QHP issuers on the FFEs to report Patient Access API metrics to CMS
annually will help CMS assess the effect this API is having on enrollees and will inform how
CMS could either enhance the policy or improve access or use through activities such as
additional patient education. These data could help CMS understand how best to leverage this
API, and patient access to it, and to ensure this requirement is being met efficiently and adding

value to CMS operations, including leading to the intended efficiencies.
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B. Provider Access API

1. Background

In the CMS Interoperability and Patient Access final rule, we required impacted payers to
implement a Patient Access API (85 FR 25558) that allows patients to access their health
information through a third-party app. Patients who do so could then share their information with
their provider during an appointment. For example, during a visit with a provider, a patient could
share specific diagnoses, procedures, and tests accessed through the Patient Access API, to
inform the discussion with their provider.

In the CMS Interoperability and Patient Access proposed rule (84 FR 7610), we had
sought comment on the feasibility of implementing and maintaining a FHIR API for data
exchange between payers and providers and received comments strongly supporting our concept
to require data availability through a Provider Access API. Some commenters stated that
allowing providers to receive data, including prior authorization information, directly from
payers, would make FHIR-based data exchange significantly more valuable for patients,
providers, and payers. More data could be available to help providers manage a patient’s care
and providers could reduce or eliminate duplicate tests. Payers might also see fewer duplicate
requests for services, fewer appeals and, possibly, lower costs. In the final rule, we specifically
agreed with commenters that making available information about prior authorization decisions
via an API would reduce burden on providers and their staff (85 FR 25541). We also discussed
the potential benefits of payers sharing patient health information directly with providers (85 FR
25555) and encouraged payers to consider an API solution that would enable direct provider

access to appropriate health information to support the delivery of care.
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While the Patient Access API was a significant first step toward sharing individual
patient health information with providers, we believe it would benefit patients if payers were
required to make patient data directly available to providers via a FHIR API. In the normal
course of business, many providers already maintain EHRs and share data for a variety of
purposes authorized by the patient and/or existing law. Therefore, in the CMS Interoperability
and Prior Authorization proposed rule, we proposed to require impacted payers to implement and
maintain a FHIR API that makes patient data available to providers who have a contractual
relationship with the payer and a treatment relationship with the patient. The Provider Access
API has the potential to allow payers to build upon their existing systems and processes to
enhance access to patient data, while continuing to protect patient privacy and data security.

We also proposed a patient opt out (rather than an opt in) policy that would require
payers to allow patients to opt out of the Provider Access API. Finally, we proposed Provider
Access API compliance dates in 2026 (by January 1, 2026 for MA organizations and state
Medicaid and CHIP FFS programs; by the rating period beginning on or after January 1, 2026
for Medicaid managed care plans and CHIP managed care entities; and for plan years beginning
on or after January 1, 2026 for QHP issuers on the FFEs).

As mentioned in section I.A. of this final rule, these policies do not pertain to Medicare
FFS. In the proposed rule, we solicited comment on whether our Provider Access API proposal
could be implemented in the Medicare FFS program. We expect that a Medicare FFS
implementation would generally conform to the same requirements that apply to the impacted
payers under this final rule, so Medicare FFS providers and beneficiaries enrolled in Medicare
FFS could also benefit from this type of data sharing. We solicited comment on whether these

requirements could be implemented as proposed, how we could apply each of these proposals,
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and if there would be any differences implementing the Provider Access API for the Medicare
FFS program as a federal payer. CMS’s Data at the Point of Care (DPC) project is currently
piloting an API that makes Medicare FFS claims and Part D data available to certain providers.
However, some differences exist for Medicare FFS. For instance, provider remittances and
patient cost-sharing information are not proprietary, so those data are shared in the DPC pilot;
however, we proposed that impacted payers would not be required to share that information
under our policies. Because the DPC API currently enables provider access to patient data and
involves processes like authenticating the provider and verifying a patient treatment relationship
with an attribution process, the information gained from the DPC pilot will be useful to impacted
payers as we finalize proposals in this rule.
2. Requirements for Payers: Provider Access API for Individual Patient Information

In the CMS Interoperability and Patient Access final rule (85 FR 25558), we required
impacted payers to make certain health information available through a Patient Access API when
requested by a patient. We stated that it would be valuable for providers to have access to the
same patient data, except for provider remittances and patient cost-sharing information, through
a FHIR API that allows a provider to request data for an individual patient, as needed, thereby
providing them with further insight into the patient’s health care. Research shows that patients
achieve better outcomes when their record is more complete, and more data are available to the
health care provider at the point of care.?® Making more comprehensive information available to
providers could thus improve the care experience for patients. Ensuring that providers have

access to relevant patient data at the point of care could also reduce the burden on patients to

26 Office of the National Coordinator for Health Information Technology (ONC). (2019, June 4). Improved
Diagnostics & Patient Outcomes. Retrieved from https://www.healthit.gov/topic/health-it-basics/improved-
diagnostics-patient-outcomes.
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recall and relay information during an appointment and/or provide confirmation that the patient’s
recollection of prior care is accurate.

Therefore, we proposed to require impacted payers to implement and maintain a Provider
Access API to make current patients’ information available to in-network or enrolled (as
applicable) providers, at the provider’s request. Under our proposal, an in-network provider is
any provider or health care facility that is part of a specific health plan’s network of providers
with which it has a contract to furnish covered items or services. In the case of state Medicaid
and CHIP FFS programs, that means any providers or health care facilities that are enrolled with
the state as Medicaid or CHIP providers. We noted that this requirement would only apply to
current patients. Once a patient is no longer enrolled with a payer, the payer would not need to
share data with providers under our proposed policy.

We explained that the Provider Access API would allow a provider to initiate a request
when the provider needs access to a patient’s data, such as prior to or during a patient visit. Both
the Provider Access and Patient Access APIs would facilitate the FHIR-based exchange of
claims and encounter data, all data classes and data elements included in a content standard at 45
CFR 170.213 (USCDI), and certain information about prior authorizations maintained by the
payer.

We also stated that we believed that sharing claims and encounter data (without provider
remittances and patient cost-sharing information) would complement the data classes and data
elements included in a content standard at 45 CFR 170.213 (USCDI) by providing more
information to support treatment and care coordination. Claims and encounter data, used in
conjunction with clinical and other available data, can offer a broader, more complete picture of

an individual’s interactions with all their providers in the health care system. With that proposal,
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we intended to help providers gain efficient access to more comprehensive data on their patients.
Specifically, we proposed to require impacted payers to make available any of the applicable
patient data with a date of service on or after January 1, 2016 that they maintain. This timeframe
for data to be included is consistent with the requirements of the Patient Access API, as finalized
in the CMS Interoperability and Patient Access final rule (85 FR 25567), so payers should
already be maintaining and making available the same set of data from this timeframe via a
FHIR APIL

Finally, we explained that, unlike the Patient Access API, the Provider Access API would
not include provider remittances and patient cost-sharing information. Many payers consider
cost-sharing information proprietary and, while we do not necessarily agree with such a
characterization, we believed that information would have limited benefit for treatment or care
coordination and thus excluded it from the scope of data required to be accessible through the
Provider Access APIL.

We proposed that payers would be required to make available via the Patient Access and
Provider Access APIs information related to prior authorization requests and decisions for items
and services (excluding drugs). This information would include, as applicable:

e The prior authorization status.

e The date the prior authorization was approved or denied.

e The date or circumstance under which the prior authorization ends.

e The items and services approved;

e Ifdenied, a specific reason why the request was denied.

e Related structured administrative and clinical documentation submitted by a provider.
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We proposed that information about prior authorizations be available via the Patient
Access API for as long as the authorization is active, and for at least 1 year after the last status
change, and that this would apply to the Provider Access API, as well. We noted in the proposed
rule that this provision would be particularly relevant to denied and expired prior authorizations,
to ensure that they would be available for at least a year after expiring or being denied. We did
not propose to require payers to share a patient’s full prior authorization history, because that
could comprise a significant amount of information that may no longer be clinically relevant.

In general, our proposal for the data that payers would have to make available through the
Provider Access API, as well as the technical specifications, aligned with the requirements for
the Patient Access API finalized in the CMS Interoperability and Patient Access final rule (85
FR 25558) and those that were proposed for the Patient Access API in the CMS Interoperability
and Prior Authorization proposed rule (87 FR 76238).

However, we further explained that there are a few notable differences between the
requirements for a Patient Access API and those for a Provider Access API. The biggest
difference is how and why the end user will access the data. For the Patient Access API, the
patient is requesting access to their own data through a health app for their own reference and
use, and potentially to share the data with a provider. For the Provider Access API, we expect
that a provider will request and receive access to the patient’s information through their EHR,
practice management system, or other technology for treatment purposes. Providers will securely
access their patients’ data through a FHIR API using at least one of these systems. Providers will
not access patient data through their own health app; rather, the data will flow from the payer to
the provider’s EHR or practice management system, which will allow them to incorporate the

patient data into their records, should they choose to do so. For example, a provider who is
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preparing for an upcoming appointment may need more information about the patient than is
contained in the patient’s record in their own systems. Under this proposal, the provider would
be able to request the additional data from the patient’s payer. The payer would then be required
to share the requested data no later than 1 business day after receiving a request from a provider
who meets all other requirements to access the data.

In the CMS Interoperability and Patient Access final rule we required standards for the
Patient Access API by cross reference to 45 CFR 170.215 (85 FR 25558). We proposed to
require certain standards at 45 CFR 170.215 that are applicable to the Provider Access API. We
are finalizing our proposals for the Provider Access API with modifications, requiring impacted
payers to use the following standards: HL7 FHIR Release 4.0.1 at 45 CFR 170.215(a)(1), US
Core IG STU 3.1.1 at 45 CFR 170.215(b)(1)(1), SMART App Launch IG Release 1.0.0 at 45
CFR 170.215(c)(1) and Bulk Data Access IG v1.0.0: STU 1 at 45 CFR 170.215(d)(1). We are
also recommending payers use the CARIN IG for Blue Button STU 2.0.0, PDex 1G STU 2.0.0,
and SMART App Launch IG Release 2.0.0 to support Backend Services Authorization. We
proposed but are not finalizing to require impacted payers to use OpenID Connect Core for
reasons discussed later in this section. We refer readers to Table H3 for a full list of the required
standards and recommended IGs to support API implementation. We refer readers to section
II.G. of this final rule for further discussion of the required and recommended technical standards
for the Provider Access API.

For Medicaid and CHIP managed care, we proposed that NEMT PAHPs, as defined at 42
CFR 438.9(a) and 42 CFR 457.1206(a) respectively, would not be subject to the requirement to
establish a Provider Access API. As proposed at 42 CFR 438.242(b)(7) and by cross-reference at

42 CFR 457.1233(d), all other Medicaid managed care plans and CHIP managed care entities
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(that is, MCOs, PIHPs, and non-NEMT PAHPs) would be subject to this final rule. We stated
our belief that the unique nature and limited scope of the services provided by NEMT PAHPs,
which only cover transportation and not medical care itself, justified their exclusion from the
requirements of the Provider Access API. Specifically, we did not believe that providers have
routine need for NEMT data; therefore, requiring NEMT PAHPs to implement and maintain a
Provider Access API (and a Payer-to-Payer API, as discussed in section II.C.3. of this final rule)
would be an undue burden. However, we did propose that NEMT PAHPs be subject to the
requirements for the Patient Access API, Prior Authorization API, and prior authorization
processes.

We acknowledged that it could be helpful for all providers to have access to their
patients’ data regardless of contractual or enrollment relationships with a patient’s payer.
However, we proposed to only require impacted payers to share data with in-network or enrolled
providers. We recognized that this could make it more difficult for an out-of-network provider to
create or access a more comprehensive care record for a patient. We considered requiring payers
to make the data available to all providers, regardless of whether the provider is under contract or
enrolled with the payer. We will continue to consider a requirement to share patient data with
out-of-network providers for future rulemaking. To this end, we requested comment in the
proposed rule on existing processes for sharing data with out-of-network providers. Though we
did not propose to require it, we encouraged payers to share information via API with out-of-
network or unenrolled providers to the extent permitted by law if they can verify a treatment
relationship. For state Medicaid and CHIP FFS programs specifically, data sharing with out-of-

network and unenrolled providers would need to comply with Medicaid confidentiality rules as
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required by section 1902(a)(7) of the Act and implemented in our regulations at 42 CFR part
431, subpart F.

We are finalizing our proposal to require impacted payers to make available to providers,
via the Provider Access API, claims and encounter data (without provider remittances and
patient cost-sharing information), all data classes and data elements included in a content
standard at 45 CFR 170.213, and certain information about prior authorizations (excluding those
for drugs). However, as with the Patient Access API policies, we are finalizing a modification to
our proposal and not requiring payers to share the quantity of items or services used under a prior
authorization or unstructured documentation related to a prior authorization. We are finalizing
these changes to the Provider Access API policy with compliance dates in 2027 (by January 1,
2027 for MA organizations and state Medicaid and CHIP FFS programs; by the rating period
beginning on or after January 1, 2027 for Medicaid managed care plans and CHIP managed care
entities; and for plan years beginning on or after January 1, 2027 for QHP issuers on the FFEs),
which is a year after the proposed 2026 compliance dates. Throughout this rule, we generally
refer to these compliance dates as “in 2027 for the various payers.

To support the Provider Access API implementation and maintenance, we are requiring
certain standards and recommending certain IGs, as further discussed later and in section I1.G. of
this final rule. With the publication of the HTI-1 final rule, our cross references to 45 CFR
170.215 have been updated to reflect the updated citations as needed. Changes to the structure of
45 CFR 170.215 and versions of the API standards codified there, are discussed further in
section II.G. and reflected throughout this final rule. For the Provider Access API, impacted
payers must use the following standards: HL7 FHIR Release 4.0.1 at 45 CFR 170.215(a)(1), US

Core IG STU 3.1.1 at 45 CFR 170.215(b)(1)(1), SMART App Launch IG Release 1.0.0 at 45
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CFR 170.215(c)(1) and Bulk Data Access IG v1.0.0: STU 1 at 45 CFR 170.215(d)(1). Impacted
payers are permitted to use updated standards, specifications, or IGs that are not yet adopted in
regulation for the APIs required in this final rule, should certain conditions be met. For the
standards at 45 CFR 170.215, updated versions available for use under our policy include, but
are not limited to, US Core IG STU 6.1.0, the SMART App Launch IG Release 2.0.0, and the
Bulk Data Access IG v2.0.0: STU 2, which have been approved for the ONC Health IT
Certification Program.?”’” We refer readers to section I1.G.2.c. of this final rule for a full
discussion on using updated standards. We also recommend payers use the CARIN IG for Blue
Button STU 2.0.0, PDex IG STU 2.0.0, and SMART App Launch IG Release 2.0.0 to support
Backend Services Authorization. We refer readers to Table H3 for a full list of the required
standards and recommended IGs to support API implementation.
a. General Comments

Comment: Multiple commenters supported CMS’s proposal to require impacted payers to
develop and maintain a Provider Access API and recommended that CMS finalize the proposal.
Multiple commenters also noted that the API would give health care providers invaluable
insights into patient care, which could lead to better quality care, reduce duplicate services, and
streamline provider workflows. A commenter recommended that CMS focus its efforts on the
secure exchange of data from patients to providers via the Patient Access API, which could allow
the patient to be an intermediary who can choose which payer data to share with the provider.

Response: We agree with commenter sentiments about the various benefits to both

providers and patients of providers having improved and direct access to patient data. As

27 Office of the National Coordinator for Health Information Technology (ONC) (2023, September 11). Standards
Version Advancement Process (SVAP). Retrieved from https://www.healthit.gov/topic/standards-version-
advancement-process-svap.
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explained throughout this final rule, the requirements and standards for the Provider Access API
will largely align with those currently in place and that we are finalizing for the Patient Access
API. We anticipate that this alignment will provide consistency and help payers build on the
work done to comply with the requirements for the Patient Access API. Enabling improved data
sharing directly with providers, who have the clinical expertise to effectively use the data to
improve patient care, is a logical next step for our API implementation requirements.

b. Compliance Dates

Comment: Multiple commenters supported the proposed 2026 compliance dates for the
Provider Access API, as the appropriate time when the IGs will be sufficiently mature. Other
commenters supported earlier compliance dates for the Provider Access API, including dates in
calendar years 2024 and 2025.

By contrast, multiple other commenters requested that CMS delay the implementation of
the Provider Access API. Many recommended the compliance dates for the Provider Access API
be at least 3 years after the issuance of the final rule to allow for provider and payer
collaboration. Commenters stated this would allow payers and providers to stagger the separate
implementation of the HIPAA Standards for Health Care Attachment proposed rule (87 FR
78438). A commenter stated that delaying the implementation of the Provider Access API
requirement would enable the industry to develop consistent attribution methodologies and
establish opt out policies. A commenter suggested that if CMS finalizes its proposal to require
payers to implement Provider Access APIs and require a response within 1 business dayj, it
should delay the compliance dates until 2027.

Multiple commenters flagged that CMS does not have to require implementation on any

particular calendar date, since it would not affect an enrollee’s plan benefits or premiums. A
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commenter specifically stated that the implementation does not need to be synchronized to the
beginning of the plan benefit year for MA organizations and QHP issuers on the FFEs.

A commenter sought clarification on the compliance dates as it relates to onboarding new
providers to a payer’s network, in order to ensure these new providers are following all
applicable regulations, laws, and testing requirements by the proposed compliance dates in 2026.
Multiple commenters recommended that CMS develop the Prior Authorization API before fully
implementing the Provider Access API. A commenter further recommended that CMS phase in
implementation of the Provider Access API. They believe CMS should allow additional time for
development of the Provider Access API to maximize its utility and provided suggestions for
additional capabilities to do this.

Response: After consideration of public comments, we are finalizing a 1 year delay in the
compliance dates, to 2027 (by January 1, 2027 for MA organizations and state Medicaid and
CHIP FFS programs; by the rating period beginning on or after January 1, 2027 for Medicaid
managed care plans and CHIP managed care entities; and for plan years beginning on or after
January 1, 2027 for QHP issuers on the FFEs). As discussed in section 1.D. of this final rule, we
are delaying the compliance dates for each of our policies that require API development and
enhancement (though other policies on new reporting metrics and prior authorization processes
are being finalized with different compliance dates). While making data related to prior
authorizations available to providers is necessary and urgent, we also understand that the policies
we are finalizing will take time for payers to implement. An additional year will give payers time
for a smooth rollout of this new API, as well as to onboard their providers. Payers may
communicate these policies to any new providers through the same channels they currently use

to communicate participation rules, coverage guidelines, and other important plan information
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with new providers joining their network. Because we are delaying the compliance dates, we do
not believe a phased implementation is necessary, even if the additional time is used to
implement functionalities for the API that we are not requiring in this final rule. We emphasize
that the compliance dates are merely a deadline, and we encourage payers to meet the
requirements of this rule as soon as possible to benefit their patients and providers. The
additional year will also give impacted payers the requested time to establish the required
attribution and opt out processes (discussed in sections II.B.3.a. and II1.B.3.b. of this final rule,
respectively).

Finally, we decline to delay the compliance dates for this policy until after the Prior
Authorization API is implemented and are finalizing the same compliance dates for all three new
APIs. We agree that the purpose of the Prior Authorization API is to facilitate the exchange of
structured (as defined in section I1.A.2.a.ii. of this final rule) prior authorization data, and
therefore receiving requests electronically may expedite payers’ ability to make that information
available to providers. However, even after the Prior Authorization API compliance dates, we
expect that a number of prior authorizations are going to be submitted through other channels
(hopefully in declining number). A provider’s access to this information should not depend on
the method and process that a payer sets for providers to submit a prior authorization request.
Rather, the purpose of our Provider Access API policies is that providers have access to their
patients’ data (if patients do not opt out). That means that payers will need to be able to share
through the required APIs any prior authorization information that is submitted in ways other
than the Prior Authorization API, regardless of the compliance dates. By finalizing 2027
compliance dates, we are providing payers an additional year beyond our proposal to implement

the needed functionality within their internal systems. While we acknowledge that the
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compliance dates may not need to be at the start of a calendar, contract, or rating year, finalizing
our proposal with specific compliance dates will ultimately reduce confusion for all parties.

Comment: A commenter cautioned that without information that will be contained in an
anticipated ONC proposed rule, it is difficult to provide realistic timelines for making prior
authorization data available. They recommended that CMS offer an additional public comment
period after the publication of this separate, anticipated ONC rule to allow the industry
appropriate time to review the proposed changes that would be incorporated into the provider’s
workflow.

Response: Regarding ONC regulations, we recognize that commenters are interested in
future ONC policies which may relate to the policies in this rule. ONC issued both the HTI-1
proposed and final rules since the publication of our proposed rule. As discussed, cross
references in this final rule have thus been updated accordingly. We will continue to work with
ONC to explore the adoption of standards and health IT certification criteria where appropriate to
streamline data exchange, support interoperability, and increase efficiencies associated with the
policies in this final rule. We further note that the Unified Agenda, at the time of publication of
this final rule, has been updated to include an entry for a proposed rule from ONC entitled
“Health Data, Technology, and Interoperability: Patient Engagement, Information Sharing, and
Public Health Interoperability” (RIN: 0955-AA06). The description indicates that the proposed
rule aims to advance interoperability, including proposals to expand certified APIs for electronic
prior authorization.?® However, the policies in this rule can be finalized independently of future

rulemaking by ONC and we are not providing an additional period for comment.

28 Office of Information and Regulatory Affairs. Executive Office of the President. (2023). Health Data,
Technology, and Interoperability: Patient Engagement, Information Sharing, and Public Health Interoperability.
Retrieved from https://www.reginfo.gov/public/do/eAgendaViewRule?publd=202304&RIN=0955-AA06.
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c. Identifying Providers and Networks

Comment: Multiple commenters requested clarification on the definition of “providers”
that are eligible to use the Provider Access API. A commenter recommended that CMS permit
providers who use a Type 2 National Provider Identifier (NPI) number to use the Provider
Access API. Multiple commenters also believed that providers other than physicians should have
access to patient data via the Provider Access API. A commenter recommended that the final
rule explain whether the Provider Access API can be used by clinical laboratories. Another
commenter believed that a Tax Identification Number (TIN) should be used for patient
attribution purposes, rather than an NPI because it would give an opportunity for multiple
providers in the same practice to access a patient’s information.

Response: Providers who should have access to a patient’s data are those, whether they
are an individual, a facility, or a group of providers who have come together as an Accountable
Care Organization (ACO), who are appropriately licensed, provide items or services eligible for
coverage by the payer, and are enrolled with the payer or in the payer’s provider network. Should
a clinical laboratory, or other entity such as an ACO, meet these criteria, it would indeed be a
provider who could use the Provider Access API to access patient data, assuming all other
criteria outlined in this final rule are met. Multiple providers in the same practice may also be
able to access a patient’s data if the practice is enrolled with a plan under a Type 2 NPI (that is,
an organization’s NPI), or if those providers are part of an ACO that is requesting data on a
provider’s behalf, because all the providers in such organizations would be part of the payer’s
network. Furthermore, an ACO typically has business associate agreements with the providers
that comprise the ACO, that should allow them to request data on the provider’s behalf.

Impacted payers may even elect to use patient rosters from such multi-provider practices or
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ACOs, as well as a practice’s TIN, as part of its attribution process (see section II.B.3.a. of this
final rule) since the patients on these rosters could be attributed to all the providers in these
organizations.

Comment: Multiple commenters sought clarification on how CMS defines a payer’s
network. A commenter inquired whether CMS’s intention was to only include contracted
providers who have both a contractual relationship with the payer and a treatment relationship
with the patient, and as to which facilities are considered contracted or out-of-network. Another
commenter asked for CMS to further define “treatment relationship with the patient.” A different
commenter sought clarification on the definition of in-network providers for a plan that operates
in multiple territories and has some providers that may be in-network for one location and out-
of-network for another.

A commenter further recommended that CMS consider how to allow for effective patient
data transfers in more complex provider-facility relationships, meaning contracted individual and
institutional providers. A commenter also recommended that CMS consider the nuances of
cancer therapy networks when developing its final policies, as some payers utilize a cancer
therapy network and cover services furnished by certain providers who may be considered out-
of-network generally, but in-network for certain cancer treatments.

Other commenters suggested that CMS explain whether impacted payers with leased
networks would be subject to the in-network requirement and recommended that leased network
providers not be considered in-network for purposes of the Provider Access API. One of these
commenters raised the concern that requiring QHP issuers on the FFEs to share patient
information with leased network providers would impose a burden on QHPs, noting that the in-

and out-of-network status of these providers could depend on a plan's benefit package. These
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commenters noted that these networks are often rented or leased from other payers, and that the
QHP issuer that is renting the network may not have control over provider contract standards.

Response: We are finalizing that impacted payers will be required to make the specified
patient data available to in-network or enrolled providers with whom the patient has a verified
treatment relationship (determined via an attribution process, as discussed in section I1.B.3.a. of
this final rule), assuming the data access conforms to all other applicable laws and regulations,
such as state privacy laws. As discussed elsewhere, a payer can establish a treatment relationship
by determining whether the patient’s claims history, proof of an upcoming appointment, or other
information (for example, hospital admission letter) demonstrates a treatment relationship with
the provider. Nothing in this final rule would require the information used to verify the
provider’s relationship to the patient to be shared or exchanged via the Provider Access API
itself. We also remind readers that, though we are not requiring payers to share patient data with
out-of-network or unenrolled providers, we encourage them to do so to the extent permitted by
law if they can verify a treatment relationship.

Impacted payers that operate in multiple service areas, and therefore have some providers
that are in-network in a particular area but out-of-network in other areas, should treat the
providers based on network status on a case-by-case basis, depending on the payer’s service area
applicable to each enrollee. For example, if Providers A and B are both in-network for the plan,
but Enrollee C resides in a service area where only Provider A is in-network, then the plan can
treat Provider A as in-network and Provider B as out-of-network for making Enrollee C’s data
available via the Provider Access API. However, we remind readers that while not required, it
would still be permissible to grant access to the Provider Access API to Provider B. The fact that

Provider B already has a contract with the payer would even help to mitigate the potential
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privacy, security, and program integrity concerns we discussed in the proposed rule. The
presence of this contractual relationship is also why we agree with the commenter regarding
providers who are part of a cancer therapy network. If providers are in-network for some services
for a patient, then they are an in-network provider. Our goal with our Provider Access API
policies is to maximize the number of providers who can use it.

We acknowledge that there may be health care settings and facilities where only some of
the providers are enrolled with or have a provider agreement with the impacted payer (as
applicable). Under the HIPAA Privacy Rule, covered health care providers generally may
disclose certain PHI to other health care providers for treatment purposes.?’ Thus, there may be
cases where a provider may share relevant patient data obtained via the Provider Access API
with another provider who may not be in-network or enrolled with the impacted payer. However,
under our requirements, payers would only be required to share data through the Provider Access
API in response to requests from in-network or enrolled providers (as applicable).

Providers in a leased network are in-network for purposes of the Provider Access API
requirement because the lease effectively creates a contract with the providers in that network.
By way of example, QHP issuers on the FFEs include leased network providers in the Network
Adequacy template they submit as part of the annual QHP Certification application process, to
the extent that a network’s providers are available to enrollees in that QHP and are treated by the

issuer as providing in-network benefits.>° In addition, per 45 CFR 156.340, QHP issuers on the

2 See 45 CFR 164.506(a).
39ECP and Network Adequacy. (n.d.). Essential Community Providers and Network Adequacy. Retrieved from
https://www.ghpcertification.cms.gov/s/ECP%20and%20Network%20Adequacy.
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FFEs are responsible for their own compliance and the compliance of any delegated®! or
downstream entities*? with all applicable federal standards related to Exchanges.
d. Provider Adoption and Use

Comment: Multiple commenters agreed with the scope of the Provider Access API, but
expressed concern about potential penalties for providers who are unable to adopt technology
that supports data exchange via this API.

Response: We did not propose any requirements for providers to use the Provider Access
API, nor did we propose penalties for providers who do not use the API. However, accessing
patient data through the Provider Access API will improve providers’ ability to furnish quality
care to patients. We expect that providers too will see the benefit of this technology and having
patient data available directly from payers.

Comment: Multiple commenters flagged that providers should have access to a patient’s
health information without technological or financial barriers, and that CMS should consider the
costs to health centers, safety net providers, long-term and post-acute care (LTPAC) settings, and
hospitals with low resources, as well as their unique needs with regard to implementing use of
the Provider Access API. They believed that considering these provider types would ensure more
widespread use of the API. A commenter stated that some small businesses do not have the staff
or funding to set up a complex data exchange and they believed there is a need to engage them in
discussions about the benefits of the health information exchange. Another commenter stated

that the proposed rule did not offer any indication of available resources to help providers

31 A “delegated entity” is defined at 45 CFR 156.20 to mean any party that enters into an agreement with a QHP
issuer on the FFEs to provide administrative services or health care services (for example, contracted providers).

32 A downstream entity is defined at 45 CFR156.20 as any party that enters into an agreement with a delegated entity
or with another downstream entity to provide administrative services or health care services (for example,
subcontracted providers).



CMS-0057-F 127

implement the API. A commenter recommended CMS consider investments that health centers
make to ensure appropriate interoperability and access.

A commenter urged CMS to track and counteract any equity issues that may manifest
from operationalizing the Provider Access API. Multiple other commenters flagged that the true
impact of APIs on everyday practices will not be understood until they are implemented and
being used by providers, with another commenter recommending that CMS focus targeted efforts
to engage provider specialties and groups who have traditionally lagged in uptake of
interoperable technology.

Response: We agree that technology should not be a barrier to accessing appropriate
patient information and our policies are intended to make such access easier for providers. We
recognize that there are care settings that lag in adoption of EHR and other health IT, and/or lack
the staff or resources to make use of the Provider Access API, which could result in these care
settings missing out on the benefits of data exchange. Nevertheless, making data available via a
FHIR API, which ensures these data are available to any authorized system seeking to access it,
will benefit settings that may not have sophisticated technological solutions. Furthermore,
making these data available is a vital antecedent to increased data sharing and interoperability
across the health care system. We will be closely monitoring implementation and use of the
Provider Access API to assess its real-world impact on care delivery, such as the possible equity
concerns described by the commenters, as well as continue to work with providers to encourage
and enable them to use the API, should they wish to do so.

Comment: Multiple commenters recommended that CMS seek to understand the current
state of health IT and the needs of end users before mandating Provider Access API

implementation. A commenter stated that the health IT infrastructure across the industry is not
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ready to support the APIs. Another commenter representing payers, providers, and
clearinghouses in both the public and private sector noted that when they surveyed their payer
members on the Provider Access API implementation, 64.3 percent of payers responded it would
be “very difficult or difficult” to implement.

Response: We disagree with the commenters’ assessment that existing health IT
infrastructure is not ready to support the Provider Access API. Payers are currently required to
maintain a Patient Access API that enables the exchange of the same data as we are requiring to
be available via the Provider Access API, with the caveat that this rule establishes new
requirements to include information related to prior authorizations. The Patient Access API
establishes the foundation to ensure that existing payer health IT infrastructure is indeed capable
of also supporting the Provider Access API. For providers, as of October 2018, eligible
professionals and hospitals collectively received over $38 billion in incentives to adopt,
implement, upgrade (AIU), and demonstrate meaningful use of certified EHR technology
(CEHRT) through the Medicare and Medicaid Promoting Interoperability Programs (formerly
the Medicare and Medicaid EHR Incentive Programs).** 3% 33 As of 2021, 78 percent of office-
based physicians and 96 percent of non-federal acute care hospitals had adopted CEHRT.3¢

CEHRT now incorporates functionality for standards-based FHIR APIs. We thus believe health

33 Centers for Medicare and Medicaid Services. (2018). Promoting Interoperability (PI) Program Medicare Incentive
Programs. Retrieved from https://www.cms.gov/Regulations-and-

Guidance/L egislation/EHRIncentivePrograms/Downloads/October2018_MedicareEHRIncentivePayments.pdf.

34 Centers for Medicare and Medicaid Services. (2018). Promoting Interoperability (P1) Program Medicare Incentive
Programs. Retrieved from https://www.cms.gov/Regulations-and-
Guidance/Legislation/EHRIncentivePrograms/Downloads/October2018 MedicareEHRIncentivePayments.pdf.

35 Centers for Medicare and Medicaid Services. (2017). MA Organization (MAO) Incentive Payments for Eligible
Professionals. Retrieved from https://www.cms.gov/Regulations-and-
Guidance/Legislation/EHRIncentivePrograms/Downloads/May2017 MAO-Report.pdf.

36 Office of the National Coordinator for Health Information Technology (ONC). (2020). National Trends in
Hospital and Physician Adoption of Electronic Health Records. Retrieved from
https://www.healthit.gov/data/quickstats/national-trends-hospital-and-physician-adoption-electronic-health-records.
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IT developers can build on these standards-based APIs to further develop functionality in
provider systems that supports access to Provider Access APIs.

Comment: Multiple commenters underscored the need to establish incentives for
providers to adopt the Provider Access API to offset any provider burden. Commenters cited
quality measure reporting through the MIPS and CEHRT programs as possible avenues for
incentives. Another commenter recommended that CMS and ONC work together to create
incentives for vendors to improve EHR functionality and for providers to utilize the API, as well
as provider educational resources to encourage adoption.

Response: For reasons explained previously, we believe that providers will see the
benefit of using the Provider Access API, but we intend to closely monitor providers’
experience, as well as consider ways to encourage use of the API in future rulemaking, if need
be. We remind readers that nothing in this final rule would prohibit impacted payers themselves
from incentivizing and/or requiring use of the Provider Access API. However, should they
choose to implement such a policy, we remind impacted payers to carefully weigh the expected
benefits against any potential new burden on providers.

Comment: Multiple commenters stated that the Provider Access API may be duplicative
of existing resources (for example, HIEs or HINs, multi-payer portals, or other existing
mechanisms for accessing claims data). Many other commenters supported creating the ability to
integrate information from the Provider Access API into the provider’s EHR system. These
commenters recommended that CMS work closely with both providers and EHR vendors to
ensure that integrating data from the Provider Access API is user-friendly and incorporated into
the clinical workflow. They stated that that would make patient data from the Provider Access

API organized and navigable. Another commenter stated that because patients often receive care
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from multiple health providers, they often have fragmented patient health records, which can
make it difficult for providers to get a clear picture of a patient's health history.

Multiple commenters, however, expressed concerns regarding the feasibility of the
Provider Access API. A commenter stated that the biggest challenge to the implementation of
Provider Access API is that providers generally interact with many payers and it is not feasible
for provider organizations to support many one-to-one connections with payers. The commenter
stated that while it would be costly and risky, the urgency to implement a National Data
Warehouse Exchange Hub/Clearinghouse has never been greater.

Response: We understand commenters’ concern about the potential for duplication of the
Provider Access API functionalities that existing resources may provide. However, not all
providers currently use or have access to other resources that can access patient data.>’- 3
Further, the data we are requiring payers to make available under this final rule may not be
available from other sources. Thus, the Provider Access API can be a valuable tool for providers,
even if they currently have access to data via an HIE/HIN or other source. We anticipate that
providers will find benefits to patient care from having patient data available from multiple
sources.

We emphasize that the responsibility for implementing and maintaining the Provider
Access API falls on impacted payers, not on providers or provider organizations. Further, in this

final rule, we prioritize sharing structured data elements through standardized APIs (see section

II.A.2.a.i1. of this final rule). Thus, even though this final rule does not obligate providers to use

37 Office of the National Coordinator for Health Information Technology (ONC). (2021). Electronic Health
Information Exchange by Office-based Physicians. Retrieved from
https://www.healthit.gov/data/quickstats/electronic-health-information-exchange-office-based-physicians.

38 Office of the National Coordinator for Health Information Technology (ONC). (2023). Interoperability and
Methods of Exchange among Hospitals in 2021. Retrieved from https://www.healthit.gov/data/data-
briefs/interoperability-and-methods-exchange-among-hospitals-2021.
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the Provider Access API, we anticipate that health IT vendors will integrate data from this API
for providers in a manner that is organized, navigable, and useful to providers. We encourage
vendors to work with their clients so that information accessed via the Provider Access API is
useful for filling in gaps in the patient record, rather than creating duplicative data, and providers
can take full advantage of their benefits.

Comment: Multiple commenters suggested that CMS should take steps to ensure that
costs borne by EHR vendors are not passed onto providers, and that implementation is done in a
manner that minimizes burden for providers. Multiple commenters also recommended that CMS
explicitly require payers to allow providers to use the Provider Access API at no charge and that
CMS should monitor and enforce such a requirement against payers who attempt to charge
providers a user fee to access the APIs.

Response: Our goal is to improve care and reduce burden on patients, health care
providers, and payers. We also recognize that EHR vendors, providers, and payers have costs of
doing business. We strongly encourage EHR vendors to only charge reasonable fees for any
initial or periodic system configurations required to access payers’ API endpoints. Furthermore,
EHR vendors and payers should ensure that any fees charged per API call are necessary and
reasonable based on any actual maintenance costs for that entity. We also strongly encourage
payers to permit providers to use their Provider Access API at no cost to maximize usage and
benefits to patient care, which would ultimately benefit the payer as well. We will continue to
work with interested parties to ensure that health care providers are not unnecessarily burdened
and to ensure that our regulations do not place conflicting or unnecessary burdens on entities that

may be regulated by more than one federal agency.
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Furthermore, EHR vendors and some impacted payers may be information blocking
actors (as defined at 45 CFR 171.102) that must abide by ONC’s regulatory requirements.
Specific details of the information blocking regulations and other regulations issued by ONC are
outside the scope of this final rule. Additional information about ONC information blocking
regulations is available from the Information Blocking page of ONC’s website:

https://www.healthit.gov/topic/information-blocking. Questions may be sent to ONC’s Health IT

Feedback and Inquiry Portal at https://inquiry.healthit.gov/. Payers who are information blocking

actors (as defined at 45 CFR 171.102) and have committed information blocking (as defined at
45 CFR 171.103) may be subject to civil money penalties by the HHS Office of the Inspector
General (OIG). Interested parties should address questions regarding when particular practices
might be considered information blocking to ONC.

Finally, we did not propose to implement a prohibition against payers charging providers
a user fee to access their APIs. We will closely monitor implementation of the Provider Access
API and whether user fees present a significant impediment to interoperable data exchange. We
will also be monitoring the frequency and type of feedback we receive from providers, patients,
and payers related to burden and cost, to determine whether other policies might be ripe for
consideration in future rulemaking. See section [.D.2. of this final rule for more information
about CMS’s enforcement and compliance policies.

Comment: A commenter wanted to ensure that payers cannot require providers and
clinical staff to use multiple different tools that might leverage the Provider Access API to treat
patients. The commenter stated that providers should have autonomy to deliver care without
having to add new technology that payers may require them to implement. Another commenter

similarly recommended that CMS ensure payers do not increase burden on providers, stating that
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a significant burden would be placed on providers if their network participation gets conditioned
on payer requirements to use the Provider Access API. Another commenter urged CMS to
prohibit payers from placing additional contractual demands on providers, such as unrealistic
turnaround times for physicians to retrieve patient information. The commenter expressed
concerned that if providers cannot comply with payers' potential new requirements, they may be
forced out of network.

Response: This rule does not require payers to impose requirements to use the Provider
Access API on their in-network or enrolled providers. However, both providers and patients can
benefit from the improved interoperability facilitated by FHIR APIs, with providers in particular
seeing the benefits of having more patient data available to them. Contractual requirements set
by payers for their in-network or enrolled providers are out of the scope of this rule. Nonetheless,
if payers do choose to require providers to use the Provider Access API in some capacity, or
even if they develop and require their own apps, we expect that they would do so to improve
coordination with the provider and patient care, and also in a way that does not add provider
burden.

Comment: A commenter noted that clinical data managed by payers are often derived
from claims submitted by providers, which often results in them being in a different level of
detail and format than clinical data exchanged between providers. The commenter stated that
when the data are made available to providers, clear communication of those differences and
accurate interpretation by the receiving provider’s system is essential for enabling the provider to
use the data to address care gaps and make treatment decisions. The commenter added that
because the data are derived from claims, which would have been submitted by many of the

same providers requesting it from the payer, deduplication of the data can become more
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complex. They further recommended that standards for representing the provenance of data
when transmitted from payers to providers be enhanced to avoid adding a reconciliation burden
on providers who receive the patient data. Another commenter said that EHR vendors would
need to develop a “curation function” that could allow providers (and patients) to select the
specific data to incorporate into the patient’s record, warning that without this capability, there
will be a significant amount of duplicate and junk data that will render the Provider Access API
unusable.

Response: We thank the commenter for the comments, and we appreciate the concerns
regarding the level of detail, format, and potential duplication of data received by providers’
systems. One of the IGs we recommend for the Provider Access API is the PDex 1G (see Table
H3 in section II.G. of this final rule) is a set of guidelines that describes how to exchange data
between payers and providers. A key PDex IG feature is the capability to include provenance
records, if they exist, when exchanging data. Provenance records describe where the data came
from and how they were processed. The PDex IG strongly recommends that payers create
provenance records when they are not included in a data set. We also strongly recommend
provenance records in cases, like those cited by the commenter, when clinical data are derived
from claims. The provenance profile contains contextual information about the data, including
the data’s original author(s), transmitters, and formats (including whether they are derived from a
claim-related transaction). Thus, using the PDex IG can help mitigate the problem of duplicating
data by including provenance information. We also strongly recommend that the data source be
included at the point of record creation, so that users can appropriately understand the source and
context of the data. While we acknowledge the potential complexity of deduplicating data,

creating contextual provenance information could help providers’ systems identify data that
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already exist in the system, which can make the data actionable, rather than duplicative. In this
way, payers can help providers unlock the benefits of accessing patient information through the
Provider Access API. Finally, nothing in this final rule obligates providers to incorporate data
they access via the Provider Access API into their patient’s record, if they do not believe there is
a benefit.

Comment: A commenter suggested that CMS permit payers to include audit rights and
penalties in their provider contracts to ensure that payers are able to monitor and regulate
information access requests, as the structure of the proposed rule effectively asked payers to trust
that providers who request access to patient information have a valid need to access that
information.

Response: Nothing in this final rule prohibits impacted payers from including additional
requirements in their provider contracts and/or terms of service for requesting patient data.
However, we emphasize that our requirement to provide access is limited to in-network
providers who have a treatment relationship with the patient. We understand that payers need to
ensure that provider requests are appropriate, so it follows that those entities would want to
define roles and responsibilities through provider contracts, as these are established vehicles
which delineate other payer requirements. If payers choose to implement such requirements, or a
separate terms of service agreement, we strongly encourage them to balance the benefits to
patients against any additional burden this would place on providers. Further, our requirements
on the impacted payer will ensure that patients are informed of their data sharing options and will
have the opportunity to opt out of data sharing under this policy if they do not wish for their
providers to have access to their data. Any requirements that payers implement to use the

Provider Access API must not conflict with the HIPAA Rules, or any other applicable law. See
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sections I1.B.2.j. and I1.B.3.b.ii. for discussions on the interaction of this final rule with the
HIPAA Rules.

Comment: Multiple commenters cautioned that this rule puts a large burden on payers
with little burden on providers and that given the number of resources needed to implement the
API, provider uptake is critical. A commenter further stated that this rule requires payers to build
a new API and share information with providers without asking providers to contribute or share
information with payers, which they believe will lead to a breakdown in communication between
providers and payers.

Response: As discussed previously, the technical requirements for the Provider Access
API align almost identically with those already established for the Patient Access API (85 FR
25510) that impacted payers are currently required to maintain. We also emphasize that our
recommended 1Gs will provide further clarity for payers on how to implement the APIs, thus
reducing some of the implementation burden. As we discuss in section I1.B.3., we are not being
prescriptive as to how impacted payers implement their attribution and opt out processes, so that
they can design processes that work best for them. We believe that all parties will see the benefit
of improved data exchange facilitated by the Provider Access API. Because this final rule does
not prohibit it, impacted payers may also decide to require providers to share certain data with
them as part of their network/enrollment requirements. In fact, we understand that such
requirements already exist in some situations. However, should payers implement such polices,
we expect that they would do so only to the extent that it would benefit patient care and not add
provider burden. We strongly encourage payers to carefully weigh any expected benefits against
this potential burden. Finally, the Health IT Certification Program has already established

requirements for FHIR APIs in EHR systems, which creates the capability for providers to make
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data available to payers via FHIR APIs. Using those APIs would allow payers to implement any
requirements in a way that imposes minimal burden on providers.

Comment: A commenter recommended that CMS explain whether only providers, not
EHR vendors, can trigger a request for patient records.

Response: We are only requiring impacted payers to make patient data available to in-
network or enrolled providers. Vendors are not permitted to request data for themselves, as they
are not providers and thus cannot meet the criteria for making such a request. However, an EHR
vendor may request the patient data via the provider’s system at the behest of a provider who is
eligible to request the data, with appropriate authentication and if consistent with other
applicable law.

e. Data Content

Comment: Multiple commenters recommended that CMS streamline the proposed
required data to limit duplicative information and potentially overwhelming providers. A
commenter recommended that CMS initially focus the Provider Access API on sharing claims
data before introducing other types of data. Another commenter recommended that CMS
consider the burden that this proposal may place on providers if they must maintain multiple
versions of USCDI and whether it would even be feasible for their EHR to support this.

Multiple commenters, however, suggested additional data that should be made available
via the Provider Access API. Some commenters suggested that to facilitate a simpler prior
authorization request process, CMS consider requiring payers to make patients’ insurance
coverage information readily available to providers through the Provider Access API. A
commenter recommended that patient data collected by payer-owned providers and health

service companies also be included in the Provider Access API.
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Response: We understand the concern over duplicative information, and it is not our
intention to increase provider burden. Under this final rule, we are only requiring the exchange
of data that are already structured, meaning they can be received by the provider’s system in a
standardized format with defined data attributes — this includes data classes and data elements in
the USCDI and FHIR resources (see more discussion of how we define structured documentation
in section II.A.2.a.ii. of this final rule). Most EHR systems use standardized clinical data in their
systems today and, if certified under the ONC Health IT Certification Program, are also required
to use the data classes and data elements in the content standard at 45 CFR 170.213 (USCDI).
There are IT solutions available for providers’ EHRs or practice management systems, such as
Substitutable Medical Applications, Reusable Technologies (SMART) on FHIR apps, that can
make the data received via the Provider Access API actionable and avoid duplicative
information. Further, for administrative ease and consistency, we are keeping the required types
of data consistent (excluding provider remittances and patient cost-sharing information, as
explained elsewhere in this final rule) with those required under the Patient Access API. We did
not propose to include patients’ insurance coverage information, to which providers should
already have access through existing channels with payers or from patients themselves.
However, a Health Insurance Information data class has been added to USCDI v3, and includes
the data elements Coverage Status, Coverage Type, Relationship to Subscriber, Member
Identifier, Subscriber Identifier, Group Identifier, and Payer Identifier.*® As payers adopt USCDI
v3 (as required after January 1, 2026 under the regulations at 45 CFR 170.213), this information

would be required to be available.

39 Office of the National Coordinator for Health Information Technology (ONC). (2023). Health Insurance
Information. Retrieved from https://www.healthit.gov/isa/uscdi-data-class/health-insurance-information#uscdi-v3.
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We remind impacted payers that if there is additional information beyond that which we
are requiring that they do or can share with providers, they can use the Provider Access APl as a
mechanism for sharing that information, as permitted by applicable law. To the extent that
impacted payers maintain patient data (per the CMS Interoperability and Patient Access final
rule [85 FR 25536]) collected by payer-owned providers and health service companies, only the
data elements specified in this final rule are included in the Provider Access API requirements.

Comment: A commenter recommended that CMS support the development of content
and technical standards for prior authorization decisions that can be incorporated into IGs for
testing before requiring inclusion of prior authorization information in the Provider Access API.

Response: Our recommended IGs (listed in Table H3) are currently in production and
several versions of the IGs have been updated since publication of the proposed rule.
Additionally, the recently published PDex IG STU 2.0.0 specification includes a prior
authorization profile that enables payers to communicate prior authorization decisions and
changes to the status of a prior authorization requests. The process for IG development is open
and we encourage industry engagement in their further development via opportunities such a
HL7 FHIR Connectathons.

Comment: A commenter recommended that CMS require USCDI v3, since the proposed
Provider Access API would not be implemented until 2026. The commenter stated that the
USCDI v1 does not have digital data standards for social determinant of health (SDOH), sexual
orientation and gender identity (SOGI), nor other data standards important for public health
capabilities, and this could be a missed opportunity to drive national digital data standardization
in this area. The commenter suggested this requirement would create a business case and drive

adoption of standards and a move by industry to align.



CMS-0057-F 140

Response: At the time the proposed rule was published, USCDI v1 was the only standard
included at 45 CFR 170.213. The HTI-1 final rule, however, finalized that USCDI v1 expire on
January 1, 2026 and also adopted USCDI v3 at 45 CFR 170.213 (89 FR 1210). Both versions
will be available USCDI versions at 45 CFR 170.213 until January 1, 2026. Until this date,
payers may meet the Provider Access API requirements by sharing all data classes and data
elements in either USCDI v1 or v3 . After January 1, 2026, payers must make available all data
classes and data elements in USCDI v3. ONC accepts submissions from the public for new
USCDI data classes and data elements through the USCDI ONC New Data Element and Class
(ONDEC) Submission System*’ and regularly publishes updated versions of the USCDI.*! Any
change in a content standard at 45 CFR 170.213 will go through notice-and-comment
rulemaking.). Impacted payers are permitted to voluntarily use updated standards, specifications,
or IGs that are not yet adopted in regulation for the APIs discussed in this final rule, should
certain conditions be met. We specifically encourage impacted payers to make all data classes
and data elements available from more advanced versions of the USCDI prior to the expiration
date. We refer readers to section I1.G.2.c. of this final rule for a full discussion on using updated
standards.

Comment: A commenter noted that while there is a FHIR resource for a scheduled
appointment, it is not included in USCDI v1, which means a provider cannot send an
appointment even when they have implemented the latest version of USCDI. The commenter

stated that adding that element would require additional EHR vendor development.

40 Office of the National Coordinator for Health Information Technology (ONC). (n.d.). USCDI ONDEC (ONC
New Data Element and Class) Submission System. Retrieved from https://www.healthit.gov/isa/ONDEC.

41 Office of the National Coordinator for Health Information Technology (ONC). (n.d.). United States Core Data for
Interoperability (USCDI). Retrieved from https://www.healthit.gov/isa/united-states-core-data-interoperability-
uscdi.
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Response: All data classes and data elements included in a content standard at 45 CFR
170.213 (USCDI) for dates of service after January 1, 2016 maintained by the payer are required
to be made available to the provider who requests them (assuming all other applicable
requirements specified in this final rule are met). Whether or not a scheduled appointment data
element is included in USCDI has no bearing on how API developers use the Scheduling and
Appointment FHIR Resources for other purposes.

Comment: Multiple commenters disagreed with the proposal to require payers to include
clinical documentation and forms related to a prior authorization, with one noting that this
information will be duplicative of the clinical information in a person’s medical record. Another
commenter stated that clinical documentation is often submitted to payers in the form of lengthy
PDF documents, and sometimes by fax, making manually translating these data into FHIR
challenging and infeasible to do within the proposed 1 business day timeframe. A commenter
recommended that CMS explain whether payers have to convert clinical documentation
submitted by providers by fax or in PDF or JPEG file formats into FHIR. A commenter
recommended that CMS require the same discrete data element standards that the agency applied
to the original Patient Access API to the Provider Access API, since distributing patient clinical
attachments to all requesting clinicians raises concerns under the HIPAA minimum necessary
standard. The commenter stated that an alternative is that providers could share clinical
attachments as needed through clinician data sharing consultation and collaboration. However, a
commenter recommended that CMS should include the administrative and clinical
documentation requirements and require specific information for prior authorization data.

Response: After reviewing the comments, we agree that the burden of requiring payers to

make unstructured documentation (as explained in section I1.A.2.a.ii. of this final rule) available
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via the Provider Access API outweighs the benefits such documentation would provide. Thus,
like for the Patient Access API, we are finalizing a requirement that the Provider Access API
include only structured administrative and clinical documentation related to the prior
authorization requests.

As with the Patient Access API, documentation received in an unstructured format does
not need to be parsed and converted to structured data for the purposes of inclusion in the
Provider Access API. However, if a payer does parse the unstructured documentation to store the
contained data in a structured format, that structured data would then be “maintained” by the
payer, as defined in the CMS Interoperability and Patient Access final rule (85 FR 25538). For
example, a payer may receive and maintain an unstructured PDF that contains lab results. If a
payer maintains those lab results in a structured format, they would be required to share them
under this final rule. If they are maintained in an unstructured format, they would not.

We recognize that unstructured administrative and clinical documentation could be
important to help providers understand certain prior authorization requirements, so we encourage
payers to make that information available when possible. Furthermore, the policy we are
finalizing would require payers to make available any documentation or materials that the
provider sends to the payer to support a decision that are received in a structured format. Since
we are finalizing that only structured documentation be made available, and structured
documentation are formatted in a way that makes them easily transmissible between systems, our
final policy should place significantly less burden on payers than our proposal, while still giving
providers access to information about their prior authorization processes.

It is important for payers to make available the specific clinical data at which they are

looking to make a determination on the prior authorization request, even if that information may
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be elsewhere in the patient’s record. As to the commenter concerned about clinical attachments
and the HIPAA Privacy Rule’s minimum necessary standard, we refer them and all readers to
section II.B.3.b.ii. for more discussion about the HIPAA Rules.

Comment: A commenter sought clarification on whether the data sharing requirement
applies to only claims and encounter data that are available at the time of the request, reasoning
that if so, it could avoid any inappropriate pressure on providers to submit claims immediately
after the provision of an item or service.

Response: Per the CMS Interoperability and Patient Access final rule (85 FR 25536),
payers are only required to share data that they maintain as part of their normal operations.
Nothing in this final rule would change that existing policy that payers are not required to reach
out to providers or other entities to gather data that they do not maintain, if it is not part of their
normal operations, in order to share via the Provider Access API.

f. Provider Remittances and Cost-Sharing Information

Comment: Multiple commenters agreed with CMS’s proposal to not require payers to
make available provider remittances and patient cost-sharing information, as it would likely only
have a limited beneficial impact on care. A commenter stated the cost-related data currently
available via from the Patient Access API are not very clear, which could lead to different
implementations and increased ambiguity when implementing the Provider Access API. A
commenter warned that implementers are inconsistent, with some sending Explanation of
Benefits (EOB) scrubbed of the item level detail, whereas others exclude EOBs altogether and
only provide clinical data.

Response: Regardless of whether provider remittance information or cost-sharing

information are truly confidential or proprietary information protected from disclosure under
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federal law (which we do not address here), excluding such data from the Provider Access API is
appropriate. Thus, if commenters believe that cost-sharing information would largely not be
helpful information for providers to have access to, then we emphasize that sharing this
information is not a requirement for the Provider Access API. We further agree with commenters
that including this information in the Provider Access API will have limited benefit for treatment
or care coordination. This rule does not prohibit payers from sending that information. Therefore,
if a payer believes that implementing their Provider Access API in such a way that includes
provider remittances and patient cost-sharing information would provide benefit or reduce
burden, they are not prohibited from doing so under this rule, and may do so consistent with
other applicable laws.

Comment: Multiple commenters urged CMS to reconsider excluding cost-sharing
information from the Provider Access API because providers with access to this information can
make more informed decisions regarding patient care by incorporating cost into treatment plans,
and in turn, maintain a good provider-patient relationship. A commenter encouraged CMS to
examine standards-based, patient-facing, and real-time benefit check capabilities that can be
facilitated by patient cost-sharing information. A commenter also cautioned that excluding
provider remittances and cost information conflicts with the cost-sharing information needed to
enable Good Faith Estimates (GFE) under the No Surprises Act (NSA), which was enacted as
part of the Consolidated Appropriations Act, 2021 (CAA).**> They suggested that the rule be
revised to allow necessary cost-sharing information required under the NSA. Another commenter
highlighted that providers must be able to calculate sustainable total cost of care for patients

attributed to them as part of value-based payment models.

42 Public Law 116-260 (December 27, 2020).
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Multiple commenters proposed potential solutions to facilitate the sharing of cost-sharing
information. A commenter suggested that CMS consider a bi-directional exchange mandate (as
opposed to one-way provider access to payer data) to cover payment and operations, in addition
to treatment. A commenter suggested that it does not make sense to restrict patient cost-sharing
information since it is available in the X12 270/271 transaction standard. The commenter stated
the Provider Access API can potentially replace the need for a separate 270/271 transaction and
instead incorporate the information in 270/271 transactions. Another commenter expressed that
modifications could be made to the CARIN IG for Blue Button to align with the proposed
requirement to remove remittances and cost-sharing data from the FHIR transaction.

Response: While we appreciate the various suggestions we received; we did not propose
any related policies because the primary purpose of our Provider Access API policies is to
improve the exchange of data for health care treatment. We acknowledge that some providers
may find cost information helpful for gaining a clearer picture of a patient’s financial situation.
However, there is nothing prohibiting a provider from discussing the costs of various items or
services and comparing the costs when furnished in-network and out-of-network to help a patient
understand how to limit their out-of-pocket costs. Further, in-network or enrolled providers
should be generally aware of the costs of various treatments, as their contracts would address
payment amounts and conditions of payment for services furnished by that provider to a covered
individual. We finally note that the GFE provision of the NSA relates to prospective costs, rather
than cost information from past claims; that provision is beyond the scope of this final rule.

Comment: A commenter stated that the CARIN IG for Blue Button will require updates
to support CMS’s proposal to remove remittances and cost-sharing data from the FHIR

transaction for the Provider Access API.
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Response: Further development is currently underway on the CARIN IG for Blue Button,
which is one IG that we are recommending to support the Patient Access, Provider Access, and
Payer-to-Payer APIs (see Table H3 in section I1.G.4. of this final rule). These developments will
support exchanging information without provider remittances and patient cost-sharing
information.

Comment: A commenter supported CMS’s effort to establish the infrastructure needed to
support payment reform and value-based care initiatives via the Provider Access API, stating that
these initiatives are critical to reducing the costs of health care delivery while maximizing quality
for Medicare enrollees. Multiple commenters stated, however, that the Provider Access API does
not facilitate sharing the complete set of information needed by providers for participation in
value-based care programs and recommended that CMS prioritize additional information, such as
financial targets, spending, coordination of care payments, payer-generated attributed
beneficiaries, and cost performance reporting. They believe these would allow a better exchange
of value-based care payment models’ summary-level data. A commenter recommended that
ONC and CMS encourage industry to prioritize APIs to exchange information that would reduce
administrative burden and lead to value-based care scalability.

Response: We did not propose to include cost information for value-based care, as the
primary goal of the Provider Access API is to give providers both immediate and direct access to
patient data in order to improve patient care. However, we remind impacted payers that they can
use the API to exchange additional data, should they so choose. We agree that FHIR APIs have
the potential to support participation in value-based care programs, as these initiatives are critical

to reducing the costs of health care delivery while maximizing quality for patients. We will
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continue to explore ways to leverage FHIR APIs to achieve CMS and broader HHS priorities.
The requirements in this final rule are a critical foundation for this future work.
g. Prior Authorization Data

Comment: Multiple commenters supported including prior authorization information in
the data made available through the Provider Access API, noting that it would help future
providers understand the patient’s current health status more quickly and better meet their care
needs, increase transparency, and reduce burden on patients and providers. A commenter stated
that adding prior authorization information to the Provider Access API will enhance functionality
and incentivize use of the APIL.

Response: We thank commenters for their support and agree that giving providers access
to the same prior authorization data as patients will have a positive impact on patient care.

Comment: Multiple commenters recommended not including “the quantity of services
used” due to delays in claims processing. A commenter recommended that CMS include just the
approved number of units.

Response: In response to commenter feedback to both the Provider and Patient Access
API proposals, we are finalizing our proposal with the modification that “quantity of approved
items or services used to date” will not be a required field. We refer readers to section I11.A.2.a.ii.
of this final rule for a full discussion of our reasoning.

Comment: A commenter recommended including a standardized comment code(s) and
comment description(s) for each status update sent to the provider to help with future data
analysis of prior authorization improvements and tracking quality metrics.

Response: While we consider five basic statuses (pending, active, denied, expired,

authorization not required) to cover the general scope of a prior authorization requests and
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decisions, we do not intend to prescribe or delineate the exact statuses that payers must use. The
requirement for the Provider Access API (and the other APIs in this rule) to include the status of
the prior authorization is intended to provide information to the provider, patient, or other payer
that is using the API to access this information. Therefore, compliance with the requirement is
not based on using specific terms, but on providing clear information. We refer readers to section
I1.A.2.a.ii. of this final rule for a full discussion on prior authorization status definitions.

Comment: A commenter recommended that CMS crosswalk the required types of data for
the Provider Access API with the other proposed APIs to avoid duplication, such as having to
include supporting documentation through the Provider Access API, even if it is available via the
Prior Authorization API.

Response: If the commenter is recommending that the Provider Access API make
available a mutually exclusive set of data from the Prior Authorization API to avoid confusion,
then we note that Prior Authorization API will not have prior authorization data from other
providers. We refer readers to section I1.D. of this final rule for our full discussion of the Prior
Authorization API requirements. We further intend to provide educational resources related to all
the APIs in this final rule. We are not finalizing our proposal that related unstructured
administrative and clinical documentation be included in the prior authorization data that
impacted payers would have to make available to providers via the Provider Access API.

Comment: A commenter recommended including the following additional data elements
related to prior authorization: timestamps of any change in the status of the prior authorization;
date/time received, reviewed, denied/approved; how the decision was made; software
tools/artificial intelligence (Al) tools used; and persons involved in making the prior

authorization decision. Another commenter stated that prior authorization metrics should be



CMS-0057-F 149

available via the Provider Access API to give providers an aggregated view of their attributed
patients’ prior authorizations. A commenter also recommended that CMS should require payers
to make available through the Provider Access API contact information for the entity responsible
for managing the payer’s prior authorization program.

Response: While these specific additional data and functionalities may provide value to
some providers at this time, we do not believe that the value outweighs the additional effort
impacted payers would need to expend to add these data and functionalities to the Provider
Access API. The PDex IG STU 2.0.0, which has been published since the publication of the
CMS Interoperability and Prior Authorization proposed rule, states that payers using this IG shall
make available pending and active prior authorization decisions and related clinical
documentation and forms for items and services (not including prescription drugs), including the
date the prior authorization was approved, the date the authorization ends, as well as the units
and services approved and those used to date. It also requires a creation date, issued date, and
specific codes relevant to the approval status.*> However, as discussed in section I1.G., we are
not yet ready to require this IG. We are thus prioritizing the data that are most important and
useful at this time for clinical decision-making in proximity to a patient visit. To use one
commenter’s example, requiring payers to provide contact information for the entity responsible
for managing the payer’s prior authorization program would be duplicative, as providers who
have a contractual relationship with the payer should already be aware of whom to contact
regarding their prior authorization submissions. Providers can also use the Prior Authorization
API to obtain this information. We remind impacted payers, however, that they may choose to

include additional information if they believe it adds value to patients, providers, or themselves

43 Health Level Seven International. (2020). Da Vinci payer data exchange STU 2.0.0. Retrieved from
https://build.thir.org/ig/HL7/davinci-epdx/.
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and their own processes. FHIR inherently provides flexibility to include additional information
without reducing interoperability and the associated IGs are designed to both require and
constrain specific elements identified as core to the IG’s use case. We encourage the public to
engage in the HL7 balloting process** to provide feedback on data elements they believe would
be most widely useful and applicable.

Comment: A commenter recommended that sharing prior authorization information
through the Provider Access API be required, even if the patient opts out.

Response: We certainly agree with the benefits of providers having access to prior
authorization information via an API and note that providers will have access to the Prior
Authorization API. Providers will thus have access to these data for prior authorization requests
that they make, regardless of whether the patient has opted out of the Provider Access API. We
refer readers to section II.D.2.c. of this final rule for our discussion on patient opt out and the
Prior Authorization API.

Comment: A commenter urged CMS to require impacted payers to provide a statement
through the Provider Access API when they are not requiring a prior authorization for an item or
service. The commenter stated that this will ensure a level of transparency and paper trail
between payer and provider.

Response: This information will be available through the Prior Authorization API, so
does not need to be included in the Provider Access API. We refer readers to section I1.D. of this
final rule for our full discussion of the Prior Authorization API requirements and section

II.A.2.a.i1. for that of prior authorization statuses.

4 Health Level Seven International. HL7 Balloting. (n.d.). Retrieved from
https://confluence.hl7.org/display/HL7/HL7+Balloting.
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Comment: A commenter encouraged CMS to work with impacted payers to ensure the
supporting data fields of laboratory test results, clinical data, and a specific reason for a denial
are standardized to ensure information is consistent across sources. They urged CMS to work
with payers, providers, and patients to determine the balance of data included in the requirements
and provide the needed clarification and guidance to all parties.

Response: As explained in section I1.B.2.e. and in more detail in section II.A.2.a.ii., we
are finalizing a requirement for payers to share only data that are already structured, which
include laboratory test results, clinical data, and a specific reason for a prior authorization denial.
We also remind readers that payers are not obligated under this rule to parse or convert
documentation received in an unstructured format for the purposes of inclusion in the Provider
Access APIL. However, they may choose to do so. We will continue to work with interested
parties to ensure that all parties benefit from the data sharing requirements we are finalizing and
explore possible enhancements to our policies that require API development or enhancement in
future rulemaking.

h. Data Availability

Comment: A commenter stated that prior authorization information should be available
from the entire duration of the patient’s history and not just for 1 year after the last status change
because it would improve transparency in decision-making for providers.

Response: Like with the Patient Access API, we believe that 1 year after the last status
change is the appropriate amount of time to require payers to make historical prior authorization
information available to providers. While historical information can certainly affect and be
useful in improving patient care, we believe that historical claims and clinical data are more

important to providers than information about prior authorizations that have expired or been
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denied more than a year in the past. Furthermore, our policy allows payers to make these prior
authorization data available for longer than 1 year, if they believe it adds value to patients,
providers, or themselves and their own processes. To inform ongoing long-term care, any active
prior authorizations must be included, even if they have been in that status for more than a year.

Comment: A commenter supported the payer maintaining patient health data and making
available any data to the provider with a date of service on or after January 1, 2016. A
commenter recommended that CMS explain whether all data included in this rule will be subject
first to corporate data retention standards, then retained from January 1, 2016, to present.
Another commenter sought clarification as to whether CMS’s intention is to include all data
since 2016 and not only the last 5 years.

Response: We remind impacted payers that the policy we are finalizing aligns with the
similar one finalized in the CMS Interoperability and Patient Access final rule:* the data
available through the Provider Access API are data with a date of service on or after January 1,
2016 maintained by the payer. By “maintained,” we mean data that are maintained as part of
normal operations, as is currently the policy for the Patient Access API under the CMS
Interoperability and Patient Access final rule.

We did not propose a policy for impacted payers to make data available only from the
previous 5 years in either the proposed rule or the CMS Interoperability and Patient Access final
rule, nor did we receive comments specifically in favor of shortening the timeframe to 5 years.
However, we also recognize that the data a payer maintains dating back to January 1, 2016 could

be a substantial amount and, depending on the capabilities of the provider’s EHR or practice

45 See 42 CFR 422.119(h)(1)(i) for MA organizations, 42 CFR 431.60(g)(1)(i) for Medicaid FFS, 42 CFR
457.730(g)(1)(1) for CHIP FFS, cross reference to 42 CFR 431.60 at 42 CFR 438.242(b)(5) for Medicaid Managed
Care, cross reference to 42 CFR 438.242 at 42 CFR 457.1233(d) for CHIP Managed Care, and 45 CFR
156.221(1)(1) for QHP issuers on the FFEs.
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management system, potentially more than some providers will need. We remind providers that
this final rule does not obligate them to incorporate data they access via the Provider Access API
into their patient’s record. While we are finalizing our proposal to require impacted payers to
make available via Provider Access API any of the applicable patient data with a date of service
on or after January 1, 2016 that the payer maintains, we will closely monitor whether this
timeframe is appropriate, to inform possible future rulemaking.

1. Response Timeframe for Requested Data

Comment: Multiple commenters expressed their support for the proposal to require
payers to share the requested patient data no later than 1 business day after the payer receives the
request. A commenter stated this will enable the provision of historical health care data and may
affect current care recommendations. Multiple other commenters sought clarification on whether
the proposed 1 business day turnaround time for a payer to respond to a provider’s request for
patient data included time for payers to complete an authentication of the provider’s identity and
the provider-patient treatment relationship.

Multiple commenters recommended that CMS increase the amount of time payers have to
respond to providers’ data requests. Recommendations included suggestions to establish a two-
day response time to balance timely access to information and reduce the operational burden and
cost of the requirement. Commenters also noted that not all provider systems are FHIR-enabled
and that could lead to longer data exchange times. A commenter stated that because of CMS’s
technical standards, specifications, and IG requirements, payers will likely need more time than
one day to comply with CMS’s proposed requirements. They believe that payers may need
additional time to establish technical connections and contractual terms for a first-time request

from a provider.
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However, other commenters believed the time for payers to respond to the data request
should be decreased from 1 day and that the response should come as soon as possible, to be
real-time or near real-time. A commenter sought clarification from CMS as to why 1 business
day is allowed for the payer to respond to a request, particularly if the initial request is being
transmitted during a patient visit. The commenter continued that real-time responses should be
expected from new technology. Another commenter stated having real-time data would help
providers see a more complete view of a patient’s complete care history. A commenter warned
that, often, providers and patients review data during a visit and that delayed access to the data
could undermine efforts to promote care coordination and provider-patient engagement. A
commenter also recommended that CMS consider requiring that the requested data be provided
within 1 calendar day to accommodate facilities that have 24/7 operations, like SNFs.

Response: We foresee providers needing access to the specified data in order to review
them in proximity to a patient visit. Thus, we do not believe that the turnaround time should be
greater than 1 business day. We specify in the regulation that a payer must make the data
available through the Provider Access API no later than 1 business day after receiving a request
from the provider, if all the following conditions are met:

(A) The payer authenticates the identity of the provider that requests access and
attributes the patient to the provider under the required attribution process;

(B) The patient does not opt out of the Provider Access API; and

(C) Disclosure of the data is not prohibited by law.

Authenticating the identity of the provider will include confirming that the requesting
provider is in-network or enrolled with the payer and the attribution process will include

confirming that a verified treatment relationship exists. The technical standards at 45 CFR
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170.215 set requirements for identity proofing and authentication processes that must be met in
order for a provider’s EHR or practice management system to connect to the Provider Access
API and access a patient’s data (see section I1.B.2.k. for more discussion on authorization and
authentication). Those standards allow authentication to be completed within 1 business day, if
not immediately, when the provider accesses their system via login. Impacted payers can also
verify the patient-provider treatment relationship before the provider request. In fact, payers are
permitted and highly encouraged to design their attribution processes to verify treatment
relationships prospectively. We believe that the patient relationship can be verified for the vast
majority of providers who will be requesting data via the Provider Access API either ahead of
time or relatively quickly. However, we recognize that this may be difficult, if not impossible,
for a new patient’s first visit because there will be no claims history between that patient and the
provider. Thus, there might be instances where the conditions previously mention may take
longer to be met for some data requests. We strongly encourage impacted payers to ensure
completion of these steps in a reasonable amount of time, so the provider can make use of the
data they are requesting.

While we appreciate the commenters who pointed out that some providers might need the
patient information as soon as possible or in real time, we also believe that requiring that
standard would cause undue burden on impacted payers. We nonetheless encourage payers to
make data available to requesting providers as soon as they are able.

We are therefore finalizing our proposal that impacted payers respond to a provider’s
request for patient data no later than 1 business day after the payer receives the request if all
conditions are met. This timeframe adequately balances a provider’s need for timely data with

impacted payers’ capability to make data available. Further, as discussed in detail in section
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II.A.2.a.ii. of this final rule, we are not finalizing our proposal for impacted payers to share
unstructured documentation related to prior authorizations, as sharing such documentation would
currently be difficult to accomplish in 1 business day.

Comment: A commenter stated that the required response time for the Provider Access
API could be administratively time consuming because the process to determine whether a
disclosure is permitted under applicable law is a manual process that involves research, review,
and analysis to determine which laws are applicable to the requester of the information, the type
of data requested, and the intended recipient. Another commenter recommended that CMS
consider the extent to which payers will be burdened by connecting and testing EHRs to
facilitate the Provider Access API implementation.

Response: We are only requiring impacted payers to share data elements that are already
structured, and are requiring certain mature IGs and standards (see Table H3 in section II.G. of
this final rule) that will enable the Provider Access API to connect to third-party apps and/or
providers’ EHRs or practice management systems. Because of this foundation, along with the
2027 compliance dates that we are finalizing, payers should have sufficient time to not only test
their API connections, but also to develop internal processes and train staff to make the
necessary determinations of which of the known and structured data are permitted to be shared
via the Provider Access API. For instance, impacted payers may use this time to develop
processes that flag certain data elements — as the payer receives them — as those that may require
special permissions or are prohibited to disclose under other law. Such processes can ease any
manual review and decision-making that might be necessary when a provider requests patient

data.
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Comment: A commenter recommended that CMS make it clear that the provider must
request access to patient data and attest to their treatment relationship with the patient at the time
of connection.

Response: While payers might utilize a process for providers to attest to a treatment
relationship at the time of the data request, we did not propose, nor are we finalizing such a
requirement. This is not the only way to attribute patients, but impacted payers are certainly
permitted to utilize a provider attestation as part of their attribution process (discussed in section
II1.B.3.a.). Our regulations do not prohibit using an attestation where another law that permits
disclosure requires an attestation.

Comment: Multiple commenters sought clarification on whether CMS’s 1 business day
proposed requirement complies with the 21% Century Cures Act (Pub. L. 114-255, Dec. 13,
2016) (Cures Act) around information sharing “without delay.”

Response: We refer readers to section I1.A.2.a.iii. of this final rule for a discussion of
how our timeline requirements relate to ONC information blocking regulations.

Comment: A commenter recommended that CMS require payers to notify providers once
they have received a request and the specific date a provider should expect to receive
information in response.

Response: While we did not propose such a requirement, it would be good practice for
the payer to verify that they have received the request for patient data from the provider. We
expect payers to have a process for providers to track their requests. Additionally, it would
benefit providers for them to receive a notification if the patient cannot be attributed to them. In

the DPC pilot, participating providers have the ability to request data for a patient with whom
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they have no prior treatment relationship, however they will receive a response with no data if
they do so.
J- Interaction with HIPAA Privacy, Security, and Administrative Transaction Rules

Under our policies, all data shared and received via the Provider Access API must be
handled in a way that is consistent with all applicable laws and regulations. Payers and health
care providers that are covered entities under the HIPAA Rules*® are subject to the HIPAA
Privacy and Security Rules.*” Adherence to both the HIPAA Privacy and Security Rules helps to
ensure that the covered entity disclosing patient data through the Provider Access API has
appropriate security protocols in place. These include, but are not limited to, administrative and

8 access controls;* and audit

technical safeguards, such as security management processes;
controls.’® Regardless of whether a provider meets the definition of a covered entity under the
HIPAA Rules at 45 CFR 160.103, there may be state laws that require certain privacy and
security protections for an HIE. Additionally, other laws, such as the regulations that focus on
confidentiality of substance use disorder patient records at 42 CFR part 2 or state privacy laws,
may require the payer to obtain the enrolled individual’s permission to disclose certain health

information. We requested comment on any other considerations regarding state privacy or other

laws that may be implicated by our proposals.

46 Under the HIPAA Rules at 45 CFR 160.103, a “covered entity” includes a health care provider who transmits any
health information in electronic form in connection with a transaction covered by the subchapter; See also
definitions of health care provider and transaction at https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-
C/part-160/subpart-A/section-160.103.

4745 CFR parts 160 and 164, subparts A, C, and E. Department of Health and Human Services. (2022). Security
Rule Guidance Material. Retrieved from https://www.hhs.gov/hipaa/for-
professionals/security/guidance/index.html?language=es.

48 See 45 CFR 164.308(a)(1).

4 See 45 CFR 164.312(a).

50 Under the HIPAA Rules at 45 CFR 160.103, a “covered entity” includes a health care provider who transmits any
health information in electronic form in connection with a transaction covered by the subchapter; See also
definitions of health care provider and transaction at https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-
C/part-160/subpart-A/section-160.103.
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Commenters provided many thoughts and recommendations related to the Provider
Access API’s intersection with existing privacy laws, including the HIPAA Privacy Rule. We
thank the commenters for their perspectives and will use the feedback to inform future guidance,
educational resources, and/or rulemaking. We remain committed to safeguarding patient
information across the health care industry. Our policies provide an opportunity to engage
patients in their data sharing and privacy rights while offering them the opportunity to more
meaningfully engage with their care.

Our policies will not alter any obligation for providers or payers to comply with
applicable law, including obligations for HIPAA covered entities to follow the HIPAA Rules.
Such other applicable law includes, but is not limited to, standards regarding the use and
disclosure of PHI, administrative, physical, and technical safeguards and other security
provisions, and breach notification. The minimum required security framework of the Provider
Access API is specified in the technical standards at 45 CFR 170.215 and will allow payers to
verify the requesting provider’s identity by using the required authorization and authentication
protocols. Authorization refers to the process by which the payer gives the provider permission
to access data. The authentication protocols are those that allow the payer to verify the identity of
the requesting provider. In addition to using these required protocols, the payer will be required
to share the specified data only if it can also attribute the patient to the provider using an
attribution process, as discussed in section I1.B.3.a. of this final rule. While FHIR itself does not
define security-related functions, used in combination with appropriate security controls (such as
authentication and access control), a FHIR API can and should be implemented in compliance

with the HIPAA Security Rule for secure data exchange.”!

51 Health Level Seven International. (2022). FHIR Security. Retrieved from http://www.hl7.org/Fhir/security.html.
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Under section 1173(a) of HIPAA, the Secretary is required to adopt standards for specific
financial and administrative transactions and may adopt standards for other financial and
administrative transactions. Although our policies will facilitate sharing claims data from payers
to providers for the purpose of helping to improve patient care, the FHIR API data transmission
will not be subject to HIPAA transaction standards because the purpose of the exchange would

not be to request or issue a payment.>?

We also did not propose a mechanism to report health
care encounters in connection with a reimbursement contract that is based on a mechanism other
than charges or reimbursement rates for specific services.>® The Secretary has not adopted a
HIPAA transaction standard applicable to transmitting claims or encounter information for a
purpose other than requesting or issuing payment, thus HIPAA administrative simplification
standards do not apply to the Provider Access API.>*
k. Technical and Standards Considerations

Comment: Multiple commenters recommended that CMS detail the requirements for the
Provider Access API, with many offering that the rule should describe the workflow,
authorization, provider authentication, and attribution processes in more detail. They cautioned
that without a standardized governance framework and legal terms, it will be unreasonable to
expect payers and providers to establish connections and respond to requests within a set
timeframe since they will need to negotiate bespoke agreements.

Multiple commenters stated that CMS’s proposed standards and recommended 1Gs are

insufficient for the Provider Access API. One payer cautioned that this would result in payers

struggling to comply with the requirements and limited improvements to information exchange.

52 See 45 CFR 162.1101(a).
53 See 45 CFR 162.1101(b).
54 See 45 CFR 162.923(a).
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Another commenter warned that the lack of endpoint standardization between payer and provider
systems will likely create technical difficulties. A commenter stated that without requiring an 1G
for the Provider Access API, the data will not be standardized and might not be able to be
directly incorporated into a provider’s EHR or practice management system. A commenter also
noted that the 1Gs that CMS recommends do not include direction for how sensitive data such as
behavioral health data will be shared and with what privacy guidelines. A commenter was
additionally concerned that the recommended IGs are not enough to support the attribution
process.

Response: We refer readers to section II.G. of this final rule for further discussion
regarding the required technical standards for the Provider Access API and IG maturity. Further,
the IGs we are recommending, listed in Table H3, are primarily meant to help implement the
APIs themselves, not to facilitate related payer processes, like segmenting sensitive data or the
attribution process. We recommend that industry look to existing trust community agreements
for guidance on a standardized governance framework and legal terms. These agreements
include, but are not limited to TEFCA or others used by state and regional HIEs.’> We anticipate
that affected entities will need to adopt new practices and methods to enable data sharing with
new trading partners, including payers supporting new types of interoperability with providers.
This final rule affords flexibility to define those approaches. We will continue to evaluate and
consider specifications that are well-adapted to meet the legal and regulatory needs for possible

future guidance or rulemaking.

55 Office of the National Coordinator for Health Information Technology. (2023). Common Agreement for
Nationwide Health Information Interoperability. Retrieved from
https://www.healthit.gov/sites/default/files/page/2023-11/Common_Agreement v1.1 FINAL 508 1.pdf.
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Comment: A commenter recommended that CMS exercise caution when selecting
authentication mechanism requirements for the Provider Access API and stated that allowing
simpler authentication mechanisms may make it easier to incorporate into workflows. Another
commenter stated that it is unclear the extent to which payers would be expected to support trust
and authentication processes for individual clinicians via the OpenlID Connect Core standard,
versus SMART integration that could rely on organization-level authentication. They noted that
without specificity on workflows for exchange and authentication, authorization, and consent
processes, payers and developers will need to support the numerous permutations that could be
adopted by providers to address those needs, increasing complexity and burden. The commenter
acknowledged the specifications developed by the HL7® Da Vinci Project and others have
begun to address technical aspects of those needs, however, they are not yet mature and, because
they are technical standards, do not address needed governance agreements.

Another commenter stated that while the FHIR resources in the current Patient Access
APIs are mostly reusable, the mechanism for providers to access information is entirely different.
The commenter discussed system authentication and access protocols (OAuth and OpenlID
Connect Core) that are used to enable members to use portal credentials to pull data into a third-
party app. The commenter mentions that while OAuth can and should be used for server-to-
server connections to enable access to a wider set of data while maintaining security practices,
current APIs do not have this capability. Therefore, they believe that this modification to enable
a health care provider to access data on multiple patients is a significant change and will require
rebuilding the FHIR APIs available for provider access.

Response: Impacted payers are required to use authorization and authentication protocols

to verify the requesting provider’s identity. However, there is no single security protocol
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approach that will address all use cases. Additionally, within a single API, implementers may
need to utilize more than one protocol to address specific population and trading partner needs.
We are finalizing a modification to our proposal to not require the OpenID Connect Core for the
Provider Access API. However, we are requiring impacted payers to use the SMART App
Launch IG, which includes the capability to perform authentication via OAuth. However, we
recognize that other methods such as Backend Services Authorization (which is included in both
the SMART App Launch IG Release 2.0.0 and the Bulk Data Access IG v1.0.0), Mutual
Transport Layer Security (mTLS), Unified Data Access Profiles (UDAP), or other trust
community specified means may be appropriate depending on the needs.

The PDex IG,*® which we are recommending payers use to support the Patient Access,
Provider Access, and Payer-to-Payer APIs (see Table H3 in section 11.G.4. of this final rule),
includes using mTLS for the purposes of authentication. We are also supporting efforts to further
refine the specifications for security (that is, authentication) at scale through UDAP via the
FAST Security IG and will consider recommending this specification in the future. We recognize
the importance of scalable technologies needed to support secure, protected, and authorized
connectivity and communication across a wide range of interested parties throughout the
industry. There are several approaches available, including the ones cited by commenters, and
others implemented by various trust networks operating throughout the United States today.

Comment: Multiple commenters supported CMS’s proposed requirement to leverage the
Bulk Data Access IG for the Provider Access API, so that if a provider has a panel of patients

associated with a single payer, the payer can share those data asynchronously in one transaction.

56 Health Level Seven International. (2020). Da Vinci Payer Data Exchange. Retrieved from
http://hl7.org/thir/us/davinci-pdex/STU1/.
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Response: We thank commenters for their support of our policies. As discussed in section
II.G. of this final rule, we are finalizing our proposal for impacted payers to use the Bulk Data
Access IG at 45 CFR 170.215(d)(1) to support implementation of the Provider Access API.

Comment: Multiple commenters recommended that CMS limit the API to only individual
data requests and that CMS not require the FHIR Bulk Data Access specification at this time, but
instead consider it at a later date after it has been more thoroughly tested by HL7. Multiple
commenters also stated that more work is needed on the Bulk Data Access IG before it is
mandated, as it has not been adequately implemented; this makes it difficult to assess if it will be
able to meet the proposed need and timelines.

Multiple commenters also highlighted concerns with the technical functions of the Bulk
Data Access IG and noted that large bulk downloads could pull time away from more urgent
requests. The commenters recommended that payers be able to put reasonable limits on bulk data
requests or that CMS should remove the bulk data transfer from the initial requirements. A
commenter stated that CMS should only require impacted payers to respond to requests for
certain patient’s data quarterly. The commenter stated this would ensure that vendors do not set a
default of daily retrievals of data that risk sharing more patient information than necessary.

Multiple commenters additionally flagged that payers, especially smaller health plans,
could struggle to respond to bulk requests within the 1 business day response period and that
they could be faced with significant costs to implement this requirement correctly. A commenter
stated concern about bulk patient attribution and requested CMS clarification and/or limitations
on bulk data sharing requirements.

Response: Bulk data exchange can allow payers to prioritize more urgent requests and

defer bulk data requests until a later time when sufficient system resources can be allocated to
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create bulk data export. However, we remind payers that they are still required to comply with
the 1 business day timeframe discussed in section I1.B.2.i. of this final rule. We emphasize that
although we are requiring impacted payers to support FHIR Bulk Data Access at 45 CFR
170.215(d)(1) under this final rule, this requirement does not obligate them to use it for every
data exchange if it is not feasible. However, we agree with commenters that impacted payers
have leeway to place reasonable limits on bulk data requests. At the same time, we also believe
that the benefits of access to these data outweigh any potential concern that vendors will set daily
retrievals of data. This is because a provider would first need to request the data for individual
patients, as well as the fact that the Provider Access API is better suited to enable discrete
provider use when seeing a patient, rather than ongoing patient monitoring.

Comment: A commenter stated that the PDex 1G could support the opt out process by
adding a flag to indicate an attributed member has opted out of provider data sharing.

Response: We appreciate the commenter’s suggestion and urge impacted payers to
explore ways to leverage FHIR IGs for the other processes that we are requiring in this rule.
1. Interaction with ONC Policies

Comment: Multiple commenters made recommendations regarding how CMS can work
with ONC. They recommended that CMS work with ONC to implement additional requirements
as part of the ONC Health IT Certification Program for developers to implement API interfaces
into CEHRT in such a way that fits with provider workflow.

Multiple commenters also recommended that CMS partner with ONC to create guidance
regarding implementation of the Provider Access API and the technical capabilities of payers,
EHR vendors, and providers. A commenter further suggested that CMS work with ONC to

ensure that both payers and CEHRT vendors are aligned in the technical capabilities to
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implement Provider Access APIs in a way that does not hamper provider workflow and negate
efforts to reduce prior authorization burdens.

Multiple commenters strongly encouraged CMS to work with ONC to consider how the
Provider Access API could be expanded in future rulemaking to support bi-directional, real-time
data exchange between payers and providers to support patient care and to automate prior
authorization requests, rather than a one-way data exchange from payer to provider. A
commenter stated that including such criteria could ensure compliance with the ONC Cures Act
final rule information blocking policies.

Response: We appreciate commenters’ support for leveraging of the ONC Health IT
Certification Program to ensure APIs are implemented in a standardized fashion. We will
continue to work with ONC to explore the adoption of standards and health IT certification
criteria where appropriate to streamline data exchange, support interoperability, and increase
efficiencies associated with the policies in this final rule, as well as to align and mutually
reinforce all of our respective policies.

m. Interaction with Trusted Exchange Framework and Common Agreement

Comment: Multiple commenters suggested that promoting payer to provider information
exchange through the TEFCA may be a better path to achieve improved data exchange,
including that of large-scale data sets, between payers and providers, rather than a requirement to
implement FHIR APIs. A commenter recommended that CMS should collaborate with ONC and
the Recognized Coordinating Entity (RCE)>’ to determine an approach for payers to fulfill the

payer to provider exchange requirement by joining the TEFCA network once responses are

57 The Sequoia Project. (2023). What is the RCE? Retrieved from https://rce.sequoiaproject.org/ree/.
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required for requests made as payment and operations exchange purposes, as described in the
[(Qualified Health Information Network (QHIN)) Technical Framework (QTF)].®

Response: We will continue to work closely with our ONC colleagues on our policies as
they relate to TEFCA, including how it can support the exchange of large-scale datasets. As we
wrote in the proposed rule (87 FR 76328), we agree that connections between QHINs can
support exchange of patient information between payers and providers and could eventually
provide the similar functionality to the Provider Access API. As requirements for using FHIR
are incorporated into the QTF in the future,*® Participants and Subparticipants®® will be
positioned to not only exchange the same data using the same standards that we are requiring in
this final rule, but to do so under the TEFCA framework. Participants under TEFCA may include
those, such as payers, who have entered into a contract to participate in a QHIN. As we expect
payer participation in TEFCA to become more widespread in the future, we will continue to
explore how we can align policies that require API development or enhancement for payers with
TEFCA to ensure Participants and Subparticipants can utilize this network infrastructure to meet
these API requirements.

We remind commenters that though we are finalizing our proposals for APIs to use and
comply with certain standards and technical specifications, this would not preclude payers from
also leveraging QHIN-to-QHIN exchange or HIEs/HINs to exchange patient data.

Comment: A commenter recommended that CMS establish a consistent set of technical

standards between TEFCA and the proposed APIs that are required so that the industry does not

8 The Sequoia Project. (2022). Trusted Exchange Framework and Common Agreement QHIN Technical
Framework (QTF). Retrieved from https://rce.sequoiaproject.org/wp-content/uploads/2022/01/QTF _0122.pdf.
5 The Sequoia Project. (2023). FHIR Roadmap for TEFCA Exchange Version 2.0. Retrieved from
https://rce.sequoiaproject.org/wp-content/uploads/2023/12/FHIR-Roadmap-for-TEFCA-Exchange.pdf.

%0 The Sequoia Project. (2023). How Can I Participate in TEFCA? Retrieved from
https://rce.sequoiaproject.org/participate/.
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have to implement different standards depending upon the exchange partner or mechanism for
exchange.

Response: ONC and CMS will continue to work closely together to identify ways that
TEFCA can support the payer API requirements. We further agree that use of TEFCA could help
to reduce burden associated with implementation variation that may arise in developing direct
connections with exchange partners. ONC and the RCE are implementing the FHIR Roadmap
for TEFCA Exchange to align and accelerate adoption of FHIR across the industry.®!

n. Federal Matching Funds for State Medicaid and CHIP FFS Expenditures on Implementation
of the Provider Access API

In section IL.E. of this final rule, we discuss federal matching funds for certain state
Medicaid and CHIP FFS programs’ expenditures related to implementation of the Provider
Access API (this was also addressed in the proposed rule, at 87 FR 76264).

0. Medicaid Expansion CHIP

In section IL.E. of this final rule, we discuss implementation for states with Medicaid
Expansion CHIP programs (this was also addressed in the proposed rule, at 87 FR 76264).

3. Additional Requirements for the Provider Access API

Additional requirements for the Provider Access API regarding attribution, patient opt
out process, patient resources, and provider resources are discussed in the sections that follow.
a. Attribution

Patient attribution is a method of identifying a patient-provider treatment relationship.
Attribution is a critical component to ensure that patient health data are shared only with

appropriate providers. For purposes of our policies, we use the term “attribution” as shorthand

%1 The Sequoia Project. (2023). FHIR Roadmap for TEFCA Exchange Version 2.0. Retrieved from
https://rce.sequoiaproject.org/wp-content/uploads/2023/12/FHIR-Roadmap-for-TEFCA-Exchange.pdf.
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for the determination that a treatment relationship exists between the patient and provider. For
the Provider Access API, we proposed to require impacted payers to maintain an attribution
process to associate patients with their in-network or enrolled (as applicable) providers to ensure
that a payer only sends a patient’s data to providers who have a treatment relationship with that
patient.

We are aware that the process of attribution can relate to many payer functions, including
managing contracts, payments, financial reconciliation, reporting, and continuity of care. We
thus encourage payers to use processes that they already have in place to attribute patients to
their providers for these other purposes.

We expect that many payers will rely primarily on claims data to establish a treatment
relationship between a patient and a provider. Other payers might use existing patient rosters for
individual providers or organizations, such as ACOs. For new patients, we explained that payers
could accept proof of an upcoming appointment to verify the provider-patient treatment
relationship. We know that many providers already verify coverage with a payer before a new
patient’s first appointment. A payer could establish a process that aligns with that query, using
some evidence of a scheduled appointment. Once confirmed, the provider would be able to
request the patient’s data in preparation for the visit. Payers may have other existing processes
that they prefer to use. We did not propose a prescriptive attribution process in order to provide
payers the flexibility to use systems and processes they already have in place, where appropriate,
or to develop new policies and procedures to ensure that access to a patient’s data through the
Provider Access API is limited to providers who have a treatment relationship with the patient.

CMS has implemented an attribution process in the DPC pilot for Medicare beneficiaries

(the Medicare FFS version of the Provider Access API), which can serve as an example for
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impacted payers. The pilot requires HIPAA covered entities or their business associates to agree
to certain terms of service before data can be sent to them.®? The current Medicare FFS terms of
service require each organization to maintain a list of patients that represents the patient
population currently being treated at their facilities.®> CMS requires providers to attest that they
have a treatment-related purpose to add a patient to their group. This is accomplished by
submitting an attestation with every request to add a patient to their roster. This pilot will
continue to test methods to accurately attribute patients to their providers. The information
gained from this pilot may assist the industry to develop procedures to identify providers under
this requirement.

In addition, HL7 has developed a HL7 Da Vinci Risk-Based Contracts Member
Attribution (ATR) List IG. The ATR List IG does not specify how the payer and provider
identify these patients, but defines the protocols, data structure, and value sets to be used for
exchanging a Member Attribution List. The Member Attribution List typically contains: (1)
plan/contract information which is the basis for the Member Attribution List, (2) patient
information, (3) attributed individual provider information, (4) attributed organization
information, and (5) member and subscriber coverage information. The DPC pilot program has
been working with the Da Vinci Member Attribution List workgroup towards compatibility with
that IG.% The ATR List IG is also informing updates to the PDex IG. We encourage payers to

review the information from the workgroup. We further note that the HL7 Argonaut Project, a

62 Centers for Medicare and Medicaid Services. (n.d.). Terms of Service. Data at the Point of Care. Retrieved from
https://dpc.cms.gov/terms-of-service.html.

%3 Centers for Medicare and Medicaid Services. (n.d.). Attestation & Attribution. Data at the Point of Care.
Retrieved from https://dpc.cms.gov/docsV 1.html#attestation--attribution.

64 Centers for Medicare and Medicaid Services. (n.d.). Groups. Data at the Point of Care. Retrieved from
https://dpc.cms.gov/docs V2. html#groups.
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private sector initiative that advances using FHIR, has developed an IG specifying how to use the
Scheduling and Appointment FHIR Resources to communicate this information. %

We solicited comments on our proposal to require payers to maintain an attribution
process to associate patients with their enrolled or in-network (as applicable) providers to ensure
that a payer only sends a patient’s data to providers who have a treatment relationship with that
patient. We requested comments on other examples of how patients can be attributed to the
enrolled or in-network providers from whom they are receiving care, especially for a new
patient-provider treatment relationship. We also requested comments on whether and how payers
could attribute the patient to the provider at the time a provider makes a request for patient data
through the Patient Access API.

As discussed in more detail elsewhere, we are finalizing our proposal without changes.

1. General Comments on Attribution

Comment: Multiple commenters expressed their support for CMS’s proposed
requirement that impacted payers maintain a process to verify a provider-patient relationship.
Multiple commenters also underscored the importance of developing a patient attribution system
to ensure those data are shared appropriately. A commenter further stated that payers should only
develop an attribution process for in-network providers.

Response: We thank commenters for their support for this proposal. We emphasize that
the requirement we are finalizing — that impacted payers be required to make the specified
patient data available to providers — only applies to those that are in-network or enrolled with the
payer. However, we encourage payers to consider making the Provider Access API available to

out-of-network providers. This rule requires that impacted payers maintain an attribution process

%5 Health Level Seven International. (2022). Argonaut Scheduling IG (Release 1.0.0). Retrieved from
https://thir.org/guides/argonaut/scheduling/.
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to associate patients with their providers. Thus, if payers choose to make the API available to
out-of-network providers, they would still need to establish an attribution process to ensure that a
treatment relationship exists before making patient data available.

Comment: A commenter recommended that CMS align patient attribution requirements
and processes across payer types and leverage the CMS Innovation Center to identify where the
process can be streamlined. A commenter also recommended that CMS permit payers to set
reasonable requirements for providers to demonstrate that the provider is treating an individual,
which could reduce the risk of providers making unauthorized inquiries in the system.

Response: We recognize that there are multiple ways for impacted payers to verify a
treatment relationship. Payers may already have a process that they want to use, so requiring a
different process that deviates from an established and effective workflow may add burden. We
encourage payers to work together to establish industry-wide principles and standards for patient
attribution. As previously stated, payers are permitted to set requirements for providers as part of
their processes, such as requiring an attestation of a treatment relationship and/or a need for the
data. We agree with the commenter that such requirements should be reasonable and not overly
burden providers.

Comment: A commenter stated that some specialties are referred patients at a higher rate
and requested that CMS take into account the additional burdens of the attribution process for
providers who may only see a patient once. Another commenter suggested that the final rule
should ensure that any attribution process will not negatively impact those patients who have a
high number of providers. A commenter further noted the significant technological challenges of

attribution and expressed concern that patients that most need their data to follow them through
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clinicians, systems, and payers are those that are most likely to have data discontinuity due to
clinicians receiving erroneous patient data.

Response: We emphasize that payers should consider all types of patients and providers
when designing their attribution processes to prevent creating disparities. Making the specified
data available via API may be particularly beneficial for patients experiencing data
fragmentation. Establishing and maintaining an attribution process will benefit patients who may
see multiple providers, so that all such a patient’s providers (assuming they are in-network or
enrolled) can have access to necessary information. We remind readers that we are not being
prescriptive on when attribution needs to take place, as long as it occurs before patient data are
made available through the Provider Access API. We encourage payers to perform the attribution
prior to the first visit and/or in a reasonable amount of time to determine whether there are legal
restrictions on the data that may be shared and so that providers can have the opportunity to
review any relevant data in proximity to the patient encounter.

Comment: A commenter expressed concern regarding the attribution process for
Medicaid patients, noting that developing a proactive process for providers who will see a patient
would be challenging for Medicaid agencies. Another commenter stated that there should be
special consideration for patients with mental health and substance use disorder issues. For
example, proof of upcoming appointments can be an inadequate test of a patient-provider
relationship due to high “no-show” or cancellation rates. A commenter also stated that verifying
a provider-patient relationship will be difficult to accomplish in a single business day.

Response: We understand the concerns of Medicaid agencies, including challenges in
attributing new patients, and believe that proof of an upcoming appointment could sufficiently

indicate the patient-provider relationship. However, impacted payers have latitude to determine
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when proof of an upcoming appointment can be used. For example, payers may implement a
policy where providers can only successfully receive requested data if they have an upcoming
appointment with the given patient within a specific number of days. Such a process can also
mitigate potential “no show” or cancellation situations which one commenter cited. Many
providers confirm appointments in the days prior to their appointment. A patient who confirms
their appointment in proximity to the visit is less likely to cancel or not show. As stated
previously, impacted payers must send the requested data no later than 1 business day after the
payer receives a request and the following conditions are met: (1) the payer authenticates the
identity of the provider and attributes the patient to that provider; (2) the patient has not opted
out; and (3) disclosure of the requested information is not prohibited by law. Nothing in the rule
requires payers to establish that these conditions are met in one business day; rather, data must
be made available through the Provider Access API no later than one business day after these
conditions are met. We encourage payers to verify these conditions are met in advance as often
as possible. If this is difficult or not possible, such as in the case of new patient visits, we
strongly encourage payers to complete the attribution process in a reasonable amount of time
with minimal involvement from the provider, so as not to increase burden.
ii. Providers’ Role in Attribution

Comment: A commenter sought clarification from CMS regarding whether the provider
or the payer must maintain records of the attribution. They also asked how to account for ACO
or value-based care coverage models that permit patients to choose a provider. Another
commenter agreed, pointing out that most attribution processes in these coverage models are

currently geared toward identifying a singular accountable primary care physician within value-
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based arrangements and that often, a patient’s identification of “their doctor” may not match
results generated through automated attribution approaches.

Response: This final rule imposes on impacted payers the requirement to maintain a
process to attribute a patient to in-network or enrolled providers. Payers are responsible for
maintaining attribution records and ensuring that only in-network or enrolled providers who have
a treatment relationship with the patient (or should they choose, out-of-network or unenrolled
providers to whom the impacted payer has attributed a patient) have access to patient data.
However, the process of attribution inherently requires provider participation in some instances.
For example, when a patient has their first visit with a particular provider, we cannot expect the
payer to have that information without some provider input. In other instances, payers may
involve patients in their attribution processes, especially if they wish to account for providers
who might not be identified via existing automated approaches. Should they do so, any such
involvement should not be onerous for the patient.

Comment: A commenter stated that CMS should allow payers and providers to adopt an
approach that assures payers that any provider request for patient data meets the requirements of
this rule, while also allowing providers to delegate the ability to request information to support
staff. Another commenter sought clarification on whether physicians and their staff would be
expected to operate outside of their normal workflows to demonstrate a care relationship with a
patient. A commenter sought clarification on whether multiple providers could be attributed to
the same patient at a time. A commenter further sought clarification on whether the rendering
provider is the provider who has a treatment relationship with the patient, or if the billing
provider could also be attributed to the patient to request data using the Provider Access API. A

commenter stated that CMS should require payers to make an attribution prior to the first visit.
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Response: While we are not being prescriptive in how payers should design their
attribution processes; we caution that payers should not set overly onerous criteria for providers
to prove their treatment relationship with a patient. Both patients and providers will benefit from
the provider having access to the specified information; the attribution process should not
impede this benefit. Furthermore, it is appropriate for providers to be able to delegate
administrative tasks to their staff. Similar to other processes, such as submitting claims, payers
should set reasonable requirements that allow staff to provide information or perform tasks on a
provider’s behalf.

We do not intend to overburden providers or their staff with the attribution process. As
stated, we believe that payers can attribute most patients to providers via claims, which should
not require providers to operate significantly outside their normal workflows to demonstrate a
care relationship with a patient. Furthermore, we acknowledge that patients can (and in many
cases should) be attributed to multiple providers who would be able to request access to the
patient’s data. This may apply, for example, to a multi-provider practice or an ACO.

Comment: Multiple commenters recommended that CMS reevaluate the attribution
process as outlined in the proposed rule. Multiple commenters also stated that payers have
significantly different attribution processes, and this adds burden to hospitals and SNFs. A
commenter agreed that varying attribution processes across payers would increase administrative
burden for providers and clinics under the proposed rule. A commenter recommended that CMS
permit providers not only to attribute patients through individual requests, but also to be able to
submit information in a bulk format by submitting a list of all a payers’ enrollees currently in
their care. Another commenter cautioned CMS to not adopt any standard for attribution more

rigorous than the HIPAA Privacy Rule and avoid imposing burdensome requirements.
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Response: We emphasize that the requirement to implement an attribution process
applies to impacted payers, not providers. As discussed, a payer may verify the patient treatment
relationship in a variety of ways. While verification may necessitate some action by the
providers, we strongly encourage payers to implement a process that is least burdensome to
providers as possible. When information from providers is required, payers should allow bulk
submission in order to impose the least possible burden on providers. Finally, because we did not
propose to adopt any attribution standard or method at all, we are not adopting one that is more
rigorous than what is required under the HIPAA Privacy Rule.

iil. Attribution Process Design and Suggestions

Comment: A commenter recommended that CMS establish minimum attribution criteria
and a uniform claims attribution process. Multiple commenters suggested that CMS create
guidance on best practices and specific ways that payers can accurately attribute patients to
specific providers and when a payer can determine that a treatment relationship between a patient
and provider has ended to allow flexibility in the attribution process rather. Multiple commenters
also stated that payers should be able to “un-attribute” a patient from a provider when a treatment
relationship is inactive to protect patient data. A commenter stated that it is crucial for CMS to
define the timeline for which the patient attribution roster on both the payer and provider side
must be updated to ensure that it is never shorter than the 30 days mandated by some states. A
commenter also stated that the attribution process will be difficult because it will require two
separate processes, one for new and one for established patients. A commenter further stated that
payers will need to prioritize implementation of the Provider Access API, which will make

developing an attribution process difficult.
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Response: In order to permit impacted payers the flexibility to leverage their existing
processes or utilize another method that may be the least burdensome for them, we did not
propose, and are not finalizing, a standardized attribution method. In the DPC pilot, for a
provider to establish a treatment-related purpose for viewing patient data, they must have an
existing “treatment relationship,” defined as a processed claim with the provider’s NPI number
for that patient within the past 18 months. The DPC pilot currently does not have the ability for
providers to access data for patients before their first claim. As noted in the proposed rule and
previously mentioned, with each roster addition or renewal, a provider must also attest that there
is an active treatment relationship. We have had significant interest in our DPC pilot from
providers and provider organizations that participate in the Medicare program and continue to
gather information from interested parties. However, we do not have information beyond what is
currently publicly available to share at this time.

This DPC process is just one attribution method and we encourage payers to leverage
their existing processes and develop methods that work best for them and that place the least
amount of burden on providers. Nothing in this final rule would require a specific timeframe
after which a treatment relationship expires. Payers are permitted to establish a period after
which the treatment relationship is considered inactive and a patient could be un-attributed from
a provider. However, many patients may only see a particular provider annually, which would
clearly signify a continuing treatment relationship. We did not propose a requirement for
providers to maintain a patient roster, though it may be required under other federal or state
regulations or under the provider’s contract with the payer.

Finally, we understand that some payers may have challenges implementing an

attribution process. One of the reasons we are finalizing a 2027 compliance dates rather than the
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proposed 2026 dates (see section 1.D.) is to give impacted payers additional time to prepare and
test any new or modified process. We intend to provide more information and education on
potential authentication processes prior to the compliance dates.

Comment: Multiple commenters expressed concern with how difficult it is to verify the
patient-provider relationship. A commenter sought clarification on the intended level of
attribution for access to a member’s data. Another commenter stated their belief that the
proposed attribution requirement, specifically how a “treatment relationship” is defined, requires
further development and feedback from consumers before implementation so that they can feel
in control of their data. They noted that it is not uncommon to have dozens of providers involved
in a single patient’s care, nor is it uncommon to have a single interaction with a specialty
provider, or to have a provider consult another provider on a course of care without the patient’s
knowledge.

Response: Payers should be able to meet the requirement to have an attribution process
by verifying the patient-provider treatment relationship in a variety of ways, as discussed in this
section. Payers should consider federal and state law, internal risk policies, and their own
processes to determine what level of assurance they require to attribute a patient to a provider for
the Provider Access API. Establishing specific requirements or procedures would add burden to
payers who may establish different, but equally acceptable and effective, processes.

We do not believe it is necessary to define a “treatment relationship” only for the
purposes of this rule. Payers may have different definitions that may be based on federal or state
law, internal policies, or provider contracts. Therefore, an additional definition would be
unnecessary, duplicative, and possibly confusing. We do note that if there is doubt about whether

a patient and provider are in a treatment relationship, information from the patient could be one
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method of making that determination. However, we emphasize that placing burden on a patient
should only be used a last resort, and only if the benefits of making data available outweigh that
burden.

In some cases, verifying a treatment relationship could result in providers having access
to data about patients they have treated only once and whom they may not treat again. However,
we believe that these providers would have little reason to request this information because they
would be creating unnecessary work for themselves without benefitting patient care. Further,
data from the Provider Access API is only required to be made available to in-network or
enrolled providers. Such providers have already been vetted to participate in the impacted
payer’s network, so it is unlikely these participating providers would seek out patient data they
do not need for patient care. Finally, some impacted payers might utilize an attestation process,
as suggested by some commenters, where providers must attest that they have a clinical need for
any data they request. A provider requesting data that they do not need could endanger their
payer network or contract status if they fraudulently attest that they are only requesting data for
patient care, should the impacted payer implement such a policy. We thus believe that the
benefits of the Provider Access API outweigh concerns that already-attributed providers will
inappropriately request patient data. We look forward to working with interested parties to
develop best practices for attribution processes.

Comment: A commenter stated that a claims-based approach to verifying a treatment
relationship is the most reliable. Conversely, another commenter stated that it was not necessary
to verify a treatment relationship through claims data. They recommended using processes that
show the onset or evidence of treatment like Admission, Discharge, Transfer (ADT) or

Scheduling Information Unsolicited (SIU) transaction. Another commenter stated that a hospital
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admission letter should be enough for payers to grant the provider access to the Provider Access
API for the specified patient. A commenter also encouraged payers to consider whether a
provider’s signed order for treatment (on behalf of a patient) is enough to establish this
relationship. A commenter highlighted that the CMS companion guide on the HIPA A-mandated
eligibility transaction supporting Medicare Beneficiary Matching could serve as a model for data
elements that could facilitate attribution.®® These data and the associated eligibility and benefit
request essentially serve as proof of a scheduled appointment. A commenter also recommended
leveraging TEFCA for the attribution process.

Response: Because different approaches and standards for an attribution process continue
to evolve, we did not propose to specify how payers should identify whether a specific patient
can be attributed to the requesting provider. Instead, we encouraged the community to continue
to collaborate on viable approaches. We agree that a claims-based approach is both reliable and
puts little, if any, burden on providers. We expect that payers will also find this to be the simplest
way to verify the treatment relationship because they will have a record of a treatment
relationship as of the most recent date of service on a claim. We also agree that the other
methods suggested could be leveraged by payers to attribute patients to providers for the
Provider Access API.

Comment: Multiple commenters highlighted existing resources or models that CMS
could leverage to establish an attribution process. Another commenter recommended that payers
be allowed to use the existing processes to verify treatment relationships, including the ATR List

IG. Multiple commenters also stated that this IG could be updated to provide the necessary tools

% Centers for Medicare and Medicaid Services. (n.d.). HIPAA Eligibility Transaction System (HETS). Retrieved
from https://www.cms.gov/research-statistics-data-and-systems/cms-information-technology/hetshelp.
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to support implementation of the attribution process and some recommended that CMS adopt
that standard when it is mature enough for large scale implementation.

Multiple commenters expressed support for HIEs and HINs as unique entities that have
the capability to create and manage patient-provider attribution for the Provider Access API. The
commenters provided an example from the Active Care Relationship Service (ACRS), which
enables organizations to send data files that record the relationships between their providers and
patients. Another commenter stated that CMS should work with HIEs to expand capabilities and
create IGs and processes for patient matching, attribution, and opt out to support the Provider
Access API.

Response: We thank readers for their comments and will consider them for future
guidance or rulemaking. As we did not propose a specific attribution method, we encourage
impacted payers to consider these existing resources and models. As members of the HL7® Da
Vinci Project, we will continue to monitor development of the ATR List IG.

Impacted payers may already have multiple arrangements in place with providers to
support data exchange, and may even participate in community, local, state, or private HIEs.
These HIEs may already have a process to attribute patients to providers. To the extent it would
benefit payers, we encourage them to work with HIEs and HINs to facilitate the Provider Access
API. Nothing in our policies prohibits a payer from using an intermediary to aid with patient
matching, data exchange, or data hygiene. Once again, our goal is to allow payers to develop the
least burdensome approach to attribution, and we encourage collaboration on potential solutions.

Comment: Multiple commenters requested that CMS consider implementing a national,
digital patient identification standard. A commenter recommended that CMS implement a

standardized patient identification framework to ensure that patient data are not inadvertently co-
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mingled and does not pose a threat to patient privacy and safety within the Provider Access API.
Another commenter stated that an electronic standard should be developed to verify a patient
relationship and appointment status.

Multiple commenters stated the importance of making sure the CEHRT programs require
that record requests can only be made when a treatment relationship is present. A commenter
recommended that CMS and ONC work together to establish standards for ONC’s Health IT
Certification Program.

Response: A standard unique health identifier for each individual, which is in accord with
numerous commenters’ recommendations, would be associated with a HIPAA standard arising at
section 1173(b)(1) of the Act. We will continue to work with our federal partners as we consider
future guidance or additional rulemaking within the ambit of our authority.

Comment: A commenter recommended that CMS establish a workgroup or advisory
committee to establish an appropriate attribution process. Another commenter recommended that
CMS monitor the state of evolving technology and maintain flexibility in its requirements as
technology continues to develop.

A commenter recommended CMS utilize public feedback to establish minimum criteria
as proof of an authentic patient-provider relationship, because a lack of clear guidance in this
area may cause disputes between payers and providers regarding the appropriate criteria for
establishing proof of a relationship.

Response: We intend to continue our work with industry as they develop attribution
processes that do not overly burden payers, providers, or patients. Additionally, based on
feedback from the public, we believe that the public would benefit from further educational

resources, and we will explore avenues by which we may offer those in the future.
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Comment: A commenter asked whether payers can integrate an attestation of a treatment
relationship with a FHIR transaction.

Response: While we are not prohibiting use of a FHIR transaction as part of the
attribution process, the IGs we are recommending are primarily meant to help implement the
APIs themselves, not to facilitate related payer processes, like the attribution process.

b. Opt Out

We proposed that all impacted payers would be required to establish and maintain a
process to allow patients or their personal representatives to opt out of (or if they have already
opted out, to opt back in to) having the patients’ data available for providers via the Provider
Access API. We noted that this differed from our Payer-to-Payer API, which was structured as
an opt in process. Similar to the attribution process, as previously discussed, we did not intend to
be prescriptive regarding how this opt out process should be implemented, but payers would be
required to give all patients or their personal representatives the opportunity to opt out, including
those currently enrolled on the compliance dates, before making patient information available via
the Provider Access API, and at any time while the patient is enrolled with the payer.

We did not propose to require specific methods for patients to opt out, but anticipated that
payers would make that process available by mobile app or on their website. We also anticipated
that mail, fax, or telephonic methods may be necessary alternatives for some patients, which
payers would have to accommodate. We invited comments on whether we should establish more
explicit requirements regarding the patient opt out processes.

Our proposal would require impacted payers to allow patients to opt out of the Provider
Access API data exchange for all providers in that payer’s network. However, we also

encouraged payers to implement processes that allow more granular controls over the opt out
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process, so patients can opt out of making data available to individual providers or groups of
providers. We did not propose to require those more granular controls, as we were concerned
about the potential administrative and technical burden this would place on some payers.
However, we requested comments about the technical feasibility of implementing an opt out
process that would allow patients to make provider-specific opt out decisions, and whether we
should consider proposing such a requirement in future rulemaking.

We appreciate commenters’ feedback to our requests, and understand concerns about the
potential for administrative burden associated with providing patients with more granular
controls over data sharing, as well as which specific providers can receive their data. We used
the term “granular” broadly because we wanted to know which data elements commenters
thought were most important to be able to segment out. We are committed to minimizing the
burden on patients and providers as much as possible and continue to weigh the benefits of
providing patients with more control over their data against the potential administrative burden
on impacted payers. We appreciate the suggestions we received for how to implement a more
granular opt out approach and will consider these suggestions for future rulemaking.

We proposed an opt out approach because, as we discussed in the proposed rule, opt in
models of data sharing have been shown to inhibit the utilization and usefulness of data sharing
efforts between patients and health care providers. We acknowledged that there are positives and
negatives to both opt in and opt out policies, and that some patients may prefer to control or
direct their health information via an opt in process, which requires affirmative permission from
a patient before their data can be shared. However, patients who are less technologically savvy or
have lower health literacy may be less likely to use the Patient Access API, so having an opt out

policy for the Provider Access API would facilitate sharing data directly with the provider,
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without requiring action by the patient. We stated our belief that opt out would promote the
positive impacts of data sharing between and among payers, providers, and patients to support
care coordination and improved health outcomes, which could lead to greater health equity. In
formulating our proposal, we carefully weighed the issues related to both opt in and opt out
policies, especially as they relate to making data available to providers. We wrote that a policy
defaulting to sharing data with providers, unless a patient opts out, appropriately balances the
benefits of data sharing with the right of patients to control their health information. As we also
detailed in the proposed rule, payers would be responsible for providing patient resources to
ensure that patients understand the implications of opting out. We noted that, should patients not
opt out of data sharing, then the data that would be made available via the Provider Access API
would be available to in-network providers whose identity has been authenticated and to whom
the patients have been attributed, meaning that the payer has verified a treatment relationship
between the provider and the patient. However, we stated that our proposals, taken together, gave
patients ample opportunities to change their data sharing permission as they see fit.

As we explained in detail in our proposed rule (87 FR 76260), opt in models can create
greater administrative burden for smaller health care organizations, depending on where the
responsibility for obtaining and updating the patient’s data sharing permission is held. We also
pointed to the fact that a larger health care organization that employed an opt in model, the
Veterans Health Administration within the VA, saw the vast majority of provider requests for
patient information rejected for lack of patient permission.

We additionally stated our belief that an opt out model could address equity issues by
ensuring that patients from lower socioeconomic and minority groups, who are more likely to

have limited health literacy, can benefit from the improved care that the Provider Access API can
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facilitate. We believe that data sharing as the default option for all patients enhances both
personal and organizational health literacy, as these terms are defined by the Healthy People
2030 report,5” while protecting patients’ choice to limit data sharing.

The ability for patients to opt out was specific to the data we proposed requiring payers to
share via the Provider Access API. As discussed previously, nothing in the proposed rule would
alter any other requirements under applicable privacy and security laws and regulations. If there
is other authority to share patient information with respect to which a patient may not opt out,
such as disclosures required by law, nothing in this proposal would change the payer’s obligation
to disclose that information. However, we encouraged payers and providers to use the proposed
Provider Access API as a technical solution to transmit data between payers and providers
beyond the scope of these policies, provided such disclosure is consistent with all other
applicable requirements, such as the requirements set out in the HIPAA Privacy Rule and the
HIPAA Security Rule.

We value the importance of safeguarding the quality and integrity of patient health
information. We acknowledged that there may be potential program integrity risks associated
with sharing patient data under both an opt in and opt out models. We expect that if payers
identify any vulnerabilities, they will work to make changes to their operations to address risks
that could lead to potential fraud and to limit the impact on patient information.

We requested comments on our proposal for a patient opt out framework for the Provider
Access API. As discussed in more detail elsewhere, we are finalizing this proposal without

changes.

67 Health Literacy in Healthy People 2030. (2020). History of Health Literacy Definitions. Retrieved from
https://health.gov/healthypeople/priority-areas/health-literacy-healthy-people-2030/history-health-literacy-
definitions.
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1. General Comments on Opt Out

Comment: Multiple commenters expressed support for the proposed policy to require an
opt out framework for the Provider Access API. Commenters provided various rationales for
their support, including that the opt out framework would enable patients to protect and control
their health information while still making patient data available to providers, encourage
increased data transmission, and allow patients to terminate a provider’s access to their data
when the patient no longer has a treatment relationship with the provider.

Multiple commenters specifically expressed their support for an opt out approach instead
of an opt in approach. These commenters noted that it is less burdensome for payers and that an
opt in approach would require patients to have a higher level of education or better technology
and health literacy to utilize than an opt out process, which may result in fewer patients having
their data exchanged via the Provider Access API under an opt in approach.

Response: We appreciate the comments we received in support of our proposal to allow
patients or their personal representatives to opt out of the Provider Access API if they do not
wish for their data to be made available via the API requirement. We agree with the commenters
that an opt out approach will enable patients or their personal representatives to better protect
and control their health information while still making patient data available to providers. We
remind commenters that the opt out would not necessarily allow patients or their personal
representatives to terminate a provider’s access to their data when the patient no longer has a
treatment relationship with the provider, because we did not propose to require a granular opt out
policy (though some payers might choose to implement such a policy). However, we did note in
section I1.B.3.a. that payers have latitude to determine when a patient-provider treatment

relationship ends via their attribution process. Thus, regardless of the opt out granularity, payers
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should also use their attribution process to determine whether and when an individual provider
should have access to a patient’s data via the Provider Access API.

Comment: Other commenters voiced their concerns with an opt out approach but did not
specifically recommend that CMS take a different approach. Multiple commenters noted that
offering patients an opportunity to opt out would limit information sharing and that information
sharing is important to facilitate the prior authorization process. Multiple commenters also stated
their belief that an opt out approach would reduce, or even remove patient control over their
health information. Those commenters stated that because CMS expects most patients not to opt
out, the confidentiality of this patient data will effectively not be the default.

Response: For reasons we discussed in both the proposed rule and previously, the opt out
approach appropriately balances the benefits of data sharing with the ability of patients to control
their health information. All patients will be given the opportunity to opt out of our Provider
Access API policy. We agree that this information sharing is important to improve the efficiency
of the prior authorization process and to ensure that patients have timely access to the care they
need. While patients may opt out of data flowing from their payer to their provider via the
Provider Access API, they cannot opt out of the prior authorization process established by their
payer or the communications between their provider and payer that enable that process.

Comment: Multiple commenters recommended that CMS adopt an opt in approach
instead of an opt out approach for the Provider Access API. Commenters provided various
rationales for recommending an opt in approach, including that an opt in would give patients
more control over their data and is more understandable than an opt out process. A commenter
explained that while they support an opt in approach, they do not agree that it would benefit

disadvantaged people (such as people with low health literacy or limited English proficiency)
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because patients may not understand what it means to give permission for data sharing. Multiple
commenters also supported an opt in approach due to patient privacy concerns with opt out.
Specifically, a commenter with concerns about sharing patients’ mental health and substance use
information recommended that CMS adopt an opt in process, including a requirement for
patients to provide written authorization before such information is accessible through the
Provider Access API. The commenter explained that there are laws in place requiring a written
authorization from a patient to disclose mental health and substance use information. Another
commenter also recommended that CMS align requirements for the Provider Access API opt out
approach with consent requirements under 42 CFR part 2. A commenter further stated their
belief that most patients would choose to opt into the Provider Access API if they are adequately
informed of their rights and the potential for API data exchange.

Response: We refer readers to our proposed rule for a full discussion of why we proposed
an opt out patient permission framework (87 FR 76259). As discussed elsewhere, we are
finalizing a requirement that impacted payers must provide patients with plain language
information about the Provider Access API, including how to opt out of data sharing, in order to
help maximize patient control. This requirement should ensure that patients, including those with
low health literacy or limited English proficiency, are aware of their rights and have the
opportunity to make an informed decision about whether or not to allow payers to share their
data with their providers through the Provider Access API. We further remind readers that all
data sent and received via the Provider Access API must still be handled consistent with all other
applicable laws and regulations regarding disclosure of these data. For instance, rules of
confidentiality for patient records associated with mental health or substance use disorder, such

as 42 CFR part 2, which may require patient consent to share with providers, will still apply.
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ii. Interaction with HIPAA

Comment: Multiple commenters stated that a process requiring patient permission for
data sharing via the Provider Access API is not necessary because the HIPAA Privacy Rule
permits PHI disclosure without patient permission under certain circumstances. Specifically, they
reasoned that patient permission is not necessary if the PHI disclosed via the Provider Access
API falls within the scope of HIPAA treatment, payment, and operations (TPO) disclosures, and
recommended that CMS limit the data shared via the Provider Access API to the scope of
permitted TPO disclosures. In support of their recommendation, these commenters noted that
requiring an opt out process could be confusing and cumbersome to patients, negatively affect
patient care, and would conflict with federal and state laws (including the HIPAA statute). In a
similar vein, commenters stated that CMS should rely on the HIPAA Privacy Rule requirements
instead of requiring an opt out process, and a commenter suggested that CMS require impacted
payers to include the Provider Access API exchange in their HIPAA Notices of Privacy Practices
(NPP). Another commenter recommended that CMS make it clear that payers may still share
certain patient health information with providers if it falls under the scope of a TPO disclosure,
even when a patient elects to opt out of data sharing. Multiple commenters recommended that
CMS provide additional guidance as to whether the Provider Access API is to be used for
purposes beyond treatment, and indicated that providers should be able to access payer data for
other purposes permitted under the HIPAA Privacy Rule, such as payment.

Response: We understand that there are those who believe that an opt out patient
permission process is not necessary, given existing HIPAA Privacy Rule provisions that permit
PHI disclosure without an individual’s authorization under certain circumstances. However, we

emphasize that by virtue of this final rule, impacted payers would be required to disclose any
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PHI specified within the content standards for the Provider Access API, if the applicable
requirements of this rule were met. That disclosure would be permitted under the HIPAA

Privacy Rule as “uses or disclosures that are required by law,”%?

rather than as a permitted TPO
disclosure. Required by law disclosures are limited to the relevant requirements of such law, not
to the HIPAA minimum necessary standard,®® thereby ensuring that all content required by our
Provider Access API policy may be disclosed. Because our policies would potentially give
providers access to more than what would have been considered to be the minimum necessary
PHI under the HIPAA Privacy Rule for certain purposes (for example, administrative data in the
USCDI that would not be used for treatment purposes), we are requiring impacted payers to give
patients or their personal representatives an opportunity to opt out so that they have some control
over whether or not to share this additional data with their provider(s). We believe that patients
should control their own data to the extent possible and with an opt out approach to data sharing,
we are giving patients this opportunity. Where the requirements of this rule change how covered
entities or their business associates may use or disclose PHI, covered entities should consider
their obligations under the HIPAA Privacy Rule.

We emphasize that the opt out process described here only applies to the Provider Access
API policies in this final rule. That is, the requirement for impacted payers to share individual
claims and encounter data, all data classes and data elements included in a content standard at 45
CFR 170.213 (USCDI), and certain information about prior authorizations maintained by the
payer with a date of service on or after January 1, 2016 with in-network providers who have a

treatment relationship with the patient. If a patient or their personal representative opts out under

our policy, then the impacted payer should not share these data with a provider who requests it

68 See 45 CFR 164.512(a).
6 See 45 CFR 164.502(b)(2)(v).
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under this policy. However, there may be other permissible bases for payers and providers to
share data, such as under the HIPAA Privacy Rule’s permitted uses and disclosures to carry out
TPO. Patients or their personal representatives do not have the ability to opt out of a payer or
provider using the API itself as a mechanism for sharing data under such bases for disclosure.

We also note that the data that may be shared under other permissible bases, such as the
TPO exception, may overlap with the data required to be shared by our Provider Access API
policy. For instance, a payer may be permitted to disclose clinical data included in a content
standard at 45 CFR 170.213 with a health care provider for treatment purposes under 45 CFR
164.506(c)(2). If that disclosure is permissible, a patient opting out of the Provider Access API
policy in this final rule would not prohibit a payer from using the Provider Access API to make
that disclosure. In addition, there may be permissible bases for sharing data outside the scope of
our Provider Access API policy. As an example, payers may be permitted to disclose clinical
data that is not included in a content standard at 45 CFR 170.213, such as information related to
SDOH, under the TPO exception. Similarly, a patient or personal representative opting out of the
Provider Access API policy in this final rule would not prohibit a payer from using the Provider
Access API as the mechanism to make that permissible disclosure.

Per 45 CFR 164.506(b), covered entities may create a process to obtain consent from an
individual to use or disclose PHI to carry out TPO. Per 45 CFR 164.522(a), individuals also have
the right to request restrictions on how a covered entity will use and disclose PHI about them for
TPO. Except in limited circumstances, a covered entity is not required to agree to an individual’s
request for a restriction. Where a covered entity agrees to a restriction, it is bound to it unless the

restriction is subsequently terminated. We emphasize that the opt out process described in this
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final rule is specific to the Provider Access API policy and therefore is not, on its own, a consent
mechanism per 45 CFR 164.506(b) or an agreed-upon restriction per 45 CFR 164.522(a).

Payers should make these nuances clear to patients in their required educational
resources, so that patients understand that their PHI may still be shared in some instances, even if
they or their personal representative opts out of the Provider Access API policy.

iii. Interaction with Health Information Exchanges

Comment: Multiple commenters noted that HIEs would be great partners for payers when
implementing the Provider Access API, with one noting that they could be used to reduce the
number of endpoints providers would need to query for patient information. Commenters
suggested that because many providers already have connections to HIEs set up within their
EHRs, HIEs could act as a conduit for the information impacted payers are required to make
available. Furthermore, commenters stated that HIEs could make available patient clinical data
beyond what is maintained by the payer.

Response: We agree that HIEs could be helpful partners for payers when implementing
the Provider Access API and nothing in this rule would prohibit an impacted payer from
partnering with an HIE to meet its requirements. As a commenter noted, HIEs have extensive
experience and expertise with patient matching and attribution, as well as with various consent
models. We additionally agree that provider participation in an HIE can reduce the number of
endpoints they would need to query for care coordination and treatment. We further encourage
payers to look to HIEs or HINs as models for implementing a legal framework for data
exchange.

Comment: Multiple other commenters recommended that CMS both explain and

reexamine its interpretation of 42 CFR 431.306(d) and 42 CFR 457.1110(b) to prohibit Medicaid
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and CHIP programs from releasing beneficiary information to outside sources without first
obtaining permission from the beneficiary or their personal representative. The commenters
stated that CMS’s current interpretation would effectively prohibit Medicaid agencies from
participating in HIEs for Provider Access API and TPO purposes. The commenters stated that
CMS should consider expanding this to include out-of-network providers.

Response: We do not agree that 42 CFR 431.306(d) and 42 CFR 457.1110(b) prohibit
Medicaid or CHIP agencies from contracting with an entity that offers the technology to allow
for digital access and transfer of a patient's medical records, often referred to as an HIE. Section
1902(a)(7) of the Act, which our regulations at 42 CFR part 431, subpart F implement, requires
that a state’s Medicaid plan provide safeguards which restrict the use or disclosure of
information concerning Medicaid applicants and beneficiaries to purposes directly connected
with administration of the state plan. Our regulations at 42 CFR part 431, subpart F set forth
requirements for states to safeguard Medicaid applicants’ and beneficiaries’ information in
accordance with section 1902(a)(7) of the Act, including requirements for safeguarding the
information, what types of information must be safeguarded, and when and how to release
otherwise safeguarded information. The same requirements also apply to separate CHIP
programs through a cross reference at 42 CFR 457.1110(b). The disclosures of beneficiary data
to an HIE contracted to develop and maintain the required Provider Access API would be
directly related to the administration of the state plan, because sharing beneficiary data through
the Provider Access API supports the provision of services for beneficiaries, as described at 42
CFR 431.302(c). Access to beneficiary data could help a provider better manage a beneficiary’s
total care because the data would provide a more in-depth medical history, enable more informed

decision making, and potentially prevent orders for, or the provision of, duplicative services.
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Further, under section 1902(a)(4) of the Act, Medicaid agencies may contract with organizations
to enhance the agency’s capability for effective administration of the program.

The regulation at 42 CFR 431.306(d) generally requires states to obtain permission from
an individual Medicaid or CHIP applicant or beneficiary, or their personal representative, before
responding to a request for information from an outside source, or disclosing that applicant’s or
beneficiary’s data safeguarded under 42 CFR 431.305. There is no requirement for a state
Medicaid or CHIP agency to obtain permission from an individual or family member prior to
providing information about a Medicaid or CHIP beneficiary to an enrolled Medicaid or CHIP
provider because enrolled providers are not outside sources as described at 42 CFR 431.306(d).
Enrolled Medicaid and CHIP providers are part of a state’s Medicaid and/or CHIP FFS programs
because they are contracted to support the agency’s administration of its Medicaid or CHIP state
plan. Specifically, an enrolled Medicaid or CHIP provider has a provider agreement with the
Medicaid or CHIP agency to provide Medicaid or CHIP benefits and services under the state
plan. Thus, the state Medicaid agency could share Medicaid or CHIP beneficiary information
with enrolled providers for purposes directly connected to administration of the state plan,
without prior permission from the Medicaid or CHIP beneficiary required by 42 CFR 431.306(d)
and 42 CFR 457.1110(b) respectively.

Similarly, state Medicaid and CHIP agencies may share Medicaid and CHIP beneficiary
information with entities with which the state Medicaid or CHIP agency has contracted to
support the agency’s administration of its Medicaid or CHIP state plan. Such contractors would
not be considered “outside sources” because they are contracted to carry out functions directly
related to administration of the state Medicaid or CHIP plan, such as case management and long-

term services and supports for Medicaid or CHIP beneficiaries. Thus, if a state Medicaid or
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CHIP agency contracts with an HIE to carry out administrative functions of the state’s Medicaid
or CHIP program, such as developing and maintaining the required Provider Access API, the
HIE would not be considered an “outside source” and the state Medicaid or CHIP agency could
share Medicaid or CHIP beneficiary information with the HIE for the purposes directly
connected to administration of the state plan, without prior permission from the Medicaid or
CHIP beneficiary required by 42 CFR 431.306(d) and 42 CFR 457.1110(b) respectively.

In addition, to receive beneficiaries’ information from the Medicaid or CHIP agency,
Medicaid or CHIP providers, plans, or contractors must be subject to standards of confidentiality
comparable to those of the state Medicaid or CHIP agency in accordance with 42 CFR
431.306(b) and 42 CFR 457.1110(b) respectively. Furthermore, the Medicaid regulation at 42
CFR 434.6(a)(8) requires that each of the state Medicaid agency’s contracts must provide that
the contractor safeguards information about beneficiaries as required by 42 CFR part 431,
subpart F. Under these requirements, if a state Medicaid or CHIP agency contracted with an HIE
or other entity, the contractor would be required to meet the same standards of confidentiality as
the state Medicaid or CHIP agency (as set forth in section 1902(a)(7) of the Act and our
implementing regulations at 42 CFR part 431, subpart F), including but not limited to--

e Providing safeguards that restrict the use or disclosure of information concerning
applicants and beneficiaries to purposes directly connected with the administration of the plan in
accordance with section 1902(a)(7) of the Act, 42 CFR 431.300, and 42 CFR 431.302; and

e Not disclosing data to an outside source, such as providers that are not enrolled with
the state Medicaid or CHIP agency, and that might be participating in an HIE, without prior

permission from the individual in accordance with 42 CFR 431.306(d).



CMS-0057-F 198

iv. Opt Out Process Design

Comment: Commenters provided thoughts about the implementation of the proposed opt
out requirement. Multiple commenters suggested that CMS require a standardized opt out
process to improve the patient and provider experience. A commenter expressed concern that the
proposed implementation flexibility could be difficult for patients to navigate, while another
commenter requested clarification on what opting out and opting back in means.

Response: We agree that it is important to make it easy for patients or their personal
representatives to opt out of data sharing. However, it is also important to give payers flexibility
in how they implement the opt out process required by this rule. We recognize that payers’
approaches may vary depending on their systems, capabilities, and specific enrollee population.
Requiring a specific process could impose unnecessary burden on payers. We remind readers
that regardless of what process payers choose, a patient or their personal representative must
have the ability to change their data sharing permission at any time. For example, if a patient or
their personal representative previously opted out of having their data shared under the Provider
Access API policy, they should be able to reverse this decision, effectively choosing to opt back
into having their data shared under the Provider Access API policy. We additionally note that
each of our policies in this final rule is targeted toward individual patients, not any family
members that may be covered through the same benefits. In some cases, applicable law may
allow one individual (such as a parent or guardian) to act as a personal representative for another
individual covered under the same benefits (such as a minor) and could therefore opt out of data
sharing under the Provider Access API for that person. No data should be shared about any
patient that has opted out (or whose personal representative has opted out), regardless of whether

another patient covered under the same benefits has chosen to not opt out. We will continue to
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monitor implementation of the Provider Access API opt out requirement to ensure payers’ opt
out processes for the Provider Access API are easy and intuitive for patients or their personal
representatives to use.

Comment: Commenters recommended that CMS include several additional, explicit
requirements related to the Provider Access API opt out process. Multiple commenters also
recommended requiring or permitting payers to incorporate the opt out process into their existing
platforms and communications, including patient portals, payers’ websites, and within payers’
regular communications with patients. A commenter encouraged CMS to collaborate with
interested parties to develop a single platform for patients to give permission for data sharing.

Response: While we are not requiring impacted payers to incorporate their opt out
processes into their existing platforms and communications, we generally expect that that would
result in the least amount of burden on payers and patients. There are solutions available that
could be leveraged to manage permissions across payers, such as HIEs. We encourage impacted
payers to investigate a variety of options to determine the solution that is best for them and their
patients.

Comment: Multiple commenters made recommendations related to the accessibility of the
opt out process. They recommended that CMS require impacted payers to provide options to
patients for opting out of data sharing that are accessible to patients with varied technological
literacy (that is, via mail, fax, and phone). A commenter recommended that opt out information
be available for the Provider Access API in multiple languages to reduce disparities and barriers
to patients’ understanding of the opt out process. Another commenter recommended that CMS
establish clear expectations for how payers should accommodate patients who may have

difficulty accessing the opt out process or that CMS should track the extent to which patients
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encounter difficulties with opting out of data sharing. A commenter further recommended that
payers collect patients’ opt out elections at the point of treatment, so that it is clear which
provider(s) have access to the patient’s data via the Provider Access API policy.

Response: We agree with commenters that payers should make efforts to ensure their
patients or their personal representatives have the opportunity to opt out of data sharing under the
Provider Access API policy and should be accommodated accordingly. These accommodations
certainly include accounting for varied technology literacy and language barriers (see section
II.B.3.c.ii. for a discussion on plain language and existing requirements to make information
accessible in other languages or formats). However, we do not want to be overly prescriptive to
payers, as we believe they would know best how to accommodate their particular patient
population. We disagree that payers should collect patient opt out elections at the point of
treatment because we intend for these data to be available to the provider before patient
appointments, and such practices are also outside the scope of a provider’s role. We therefore
intend to monitor patient experience and payer compliance with the opt out process and will
consider our observations through this monitoring for future rulemaking.

Comment: Multiple commenters recommended implementing processes for payers to
notify providers of patients’ election to opt out of the Provider Access API data exchange. A
commenter identified some potential implementation challenges for providers, including that
tracking patient permission would be challenging and that the opt out approach could create
segmented data captures and multiple workflows. Another commenter flagged that CMS should
not rely on physicians to educate patients on the intricacies of APIs, instead encouraging CMS to

provide standardized language and guidelines to payers around how the process to opt out will be
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communicated to patients and the process for collecting and communicating opt outs to
physicians.

Response: While we are not requiring impacted payers to notify providers of their
patients’ election to opt out of the Provider Access API data exchange, we agree that notification
can increase the utility of the Provider Access API for providers. We remind readers that we are
not requiring providers to track patient data sharing permission, educate patients about their data
sharing options, or utilize the Provider Access API at all. However, we believe that giving
providers access to more patient data will benefit the care that they provide, and we encourage
them to adjust their workflows and work with their EHR developers to take advantage of the data
availability through this new mechanism.

Comment: A commenter noted that it will take time for payers to process opt out requests
from patients or their personal representatives who choose to opt out of having their data shared
after enrollment. Another commenter suggested that patients should be able to record their
permission through multiple channels (for example, OAuth 2.0, portal access, and the FHIR
consent profile). A commenter also stated that payers may have to design related processes to
allow patients to opt in to sharing of sensitive information that adhere to state or local privacy
laws. A commenter further sought guidance on whether specific consent language would be
required for patients or their personal representatives to opt in and whether an opt in election
may be included in the HIPAA authorization form or other enrollment materials.

Response: Payers will have flexibility in how they process patient data sharing
permission and the channels that patients may use to make their election. We caution, however,
that any such opt out channels should be both optimally accessible to patients or their personal

representatives and not onerous for them to navigate. Part of managing an opt out process will
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include cognizance of other laws that may restrict data sharing, such as state privacy laws. In
fact, if other applicable law requires an opt in permission for data sharing, payers may integrate
both the Provider Access API opt out and other permission gathering processes to simplify
patients’ ability to control their data, to the extent permitted by law. Finally, regarding the
commenter seeking specific consent language for opt in and clarification related to leveraging
the HIPAA authorization form for this purpose, we emphasize that this final rule finalizes an opt
out framework for the Provider Access API, not an opt in. We further note that compound
HIPAA authorizations are generally prohibited, per 45 CFR 164.508(b)(3).

v. Opt Out Timeframes

Comment: Multiple commenters stated that patients or their personal representatives
should be allowed to opt out at any time. Other commenters supported payers providing an
option to opt out at a certain time, such as at the time of enrollment. A commenter recommended
that CMS allow payers 30 days to process a patient’s request to opt out and stop sharing the
patient’s data via the Provider Access API.

Response: We agree that patients or their personal representatives should be able to opt
out of data sharing under the Provider Access API policy at any time and we are requiring
impacted payers to give their patients the opportunity to do so. As discussed in section I1.B.3.c.,
no later than one week after the start of coverage and annually, patients will need to be given
information about their opt out rights and instructions both for opting out. We remind readers
that “start of coverage” is defined differently, as applicable, for each type of impacted payer. We
refer readers to section I1.C.3.c.i. for discussion of these differences. We do not agree that the opt

out option should be time-limited, as that reduces patient control over their health data.
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c. Patient Educational Resources Regarding the Provider Access API

To help patients understand the implications of the opt out provision for the Provider
Access API, we proposed to require impacted payers to disseminate certain educational
resources to their patients. We proposed that those resources would include information about
the benefits to the patient of API data exchange, their opt out rights, and instructions both for
opting out of the data exchange and for opting in after previously opting out. We proposed that
payers would have to provide this information, in non-technical, simple, and easy-to-understand
language, before the first date on which the payer makes patient information available through
the Provider Access API, at the time of enrollment and annually thereafter. We also proposed
that payers would be required to make this information available at all times, in an easily
accessible location on payers’ public websites. We did not propose to require this information to
also be distributed to patients’ personal representatives. However, we highly encourage impacted
payers to do so, especially if distributing other materials to personal representatives is typical.
We also did not propose specific text or format for this information, but requested suggestions
and comments on whether required content or format would be beneficial or burdensome. In
particular, we sought comments on language explaining how patient data that is shared through
the Provider Access API could be used. We anticipated that payers would want to include this
information in their regular communications, such as annual enrollment information, privacy
notices, member handbooks, or newsletters. However, we requested comment on the most
appropriate and effective communication channel(s) for conveying this information to patients.
We also requested comment on whether a requirement to provide this information at the time of
enrollment and annually is appropriate, or whether we should require payers to share this

information more frequently.
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We believe it is important to honor patient privacy preferences. Offering patients
educational resources about their right to opt out of the Provider Access API data sharing is thus
fundamental to empowering patients with respect to their data.

As discussed in more detail, we are finalizing a modification to these proposals, that
impacted payers must provide this information to patients no later than one week after the start of
coverage. “Start of coverage” is defined differently, as applicable, for each type of impacted
payer and we refer readers to section I1.C.3.c.i. for discussion of these differences.

1. Dissemination

Comment: Multiple commenters supported the proposed requirement for payers to
disseminate patient educational resources and made recommendations for communicating with,
or sending information to patients. These recommendations include disseminating educational
resources through existing patient portals, letters, text messages, and information posted on
websites, in handbooks, and by mail.

Conversely, a commenter recommended that CMS not require physical materials be sent
annually to patients. The commenter recommended that payers should only send hard copies to
patients who have opted out of data sharing. However, another commenter stated that separate
patient resources for the Provider Access API are not necessary at all. A commenter additionally
stated that many plan renewals do not actually generate patient-visible paperwork, forms, or
formal documents of any sort and provided examples for how frequently sharing patient
resources currently occurs. A commenter further stated that payers should have the flexibility to
communicate with their members in a manner consistent with a set format and content for

consistency and clarity.
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Response: We emphasize that impacted payers can indeed use their existing processes for
producing patient-facing resources and will be permitted to send their patient education resources
through the communication channels they think are most effective for reaching their patients,
including e-mails, messages through a payer portal, or physical mail. It is not our intention to
overburden payers, and thus we do want to be overly prescriptive in a way that that will unduly
disrupt how they currently communicate with their patients. We disagree that only patients who
have opted out of data sharing should receive these resources. Under our policies, patients may
choose to change their data sharing permission at any time and we thus believe that they should
remain maximally informed of their choices.

We are also finalizing a modification to the proposed rule regarding payer deadlines, to
give payers more clarity and an appropriate amount of time to meet these requirements, as well
as to align with policies we are finalizing for the Payer-to-Payer API (see section II.C.3.c.i. of
this final rule). Specifically, payers will be required to provide patients, no later than one week
after the start of coverage, information about the benefits of API data exchange with their
providers, their opt out rights, and instructions for both for opting out of data exchange and for
opting in after previously opting out. This timeframe is intended to provide a reasonable amount
of time after a payer receives confirmation that a patient will be enrolled in coverage with them.
As further discussed in section II.C.3.c.1., to ensure feasible timeframes, we are finalizing
deadlines to account for situations when coverage starts prospectively or retroactively for MA
plans and QHPs issuers on the FFEs and retroactively for Medicaid and CHIP.

Comment: Multiple commenters supported our proposal to require impacted payers to
provide patient education resources at enrollment and annually thereafter. A commenter stated

that educational resources could also come from providers at patient interactions. Other
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commenters expressed that CMS’s requirements should not add burden to providers or interfere
with their clinical workflow. A commenter recommended that CMS not require Medicaid
agencies to provide information on the Provider Access API opt out policy more frequently than
at member enrollment and annually. The commenter stated that it would be resource intensive
and would require new workstreams and member outreach processes.

Response: We thank commenters for their support of our proposal to require impacted
payers to provide patient education resources at enrollment and annually thereafter (though we
are finalizing a modification to this proposal, as explained above). We did not propose to require
any role for providers, as we agree this would increase their administrative burden. We also
agree with commenters that providing these resources more frequently would indeed increase
burden, which is why we did not propose for impacted payers to do so.

ii. Content

Comment: Multiple commenters suggested that CMS require payers to use clear and plain
language and ensure the opt out policy is prominent.

Response: We agree with commenters’ sentiments and thus proposed that patients should
be able to easily understand the patient education resources. In response to both these comments
and comments on our opt out proposals, as well as for consistency with other policies, we are
finalizing this rule slightly differently from how it was proposed. We had proposed that impacted
payers provide patient education resources in “non-technical, simple, and in easy-to-understand
language,” but our finalized requirement is that they use “plain language.” This change is not
intended to alter that the educational information be non-technical, simple, and easy-to-use, but
to make clear that we encourage impacted payers to follow the federal government’s plain

language guidelines. Those guidelines were informed by the Plain Writing Act of 2010, which
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requires federal agencies to use clear government communication that the public can understand
and use. That statute only applies to federal government agencies, but the plain writing
guidance’ that has been developed for the federal government will be useful for impacted payers
when developing educational resources for patients. We note that providing these patient
educational resources is a separate requirement from the requirement to create an NPP under the
HIPAA Privacy Rule.”!

Comment: A commenter expressed concern about language access, while another
recommended CMS set inclusivity requirements, based on a payer’s patient population, for
translating into languages other than English. Multiple commenters recommended that notices
about the Provider Access API be focus group tested, written in accurate but positive language
(so as not to unduly discourage participation), and translated into the required threshold
languages for the coverage area.

Response: Impacted payers may already be required to provide plain language resources
in languages other than English, per 45 CFR 92, which requires impacted payers (as health
programs or activities under that section) to provide meaningful access to individuals with
limited English proficiency and accessibility requirements for individuals with disabilities. The
requirements of that part apply to impacted payers, as described at 45 CFR 92.3.

Additionally, this rule does not affect standards already in place for specific payers on
state or federal levels. For example, 45 CFR 156.250 requires QHP issuers on the FFEs to

provide information in accordance with the accessibility standards for individuals with

70 General Services Administration. (n.d.). Federal plain language guidelines. Retrieved from
https://www.plainlanguage.gov/guidelines/.

"I Department of Health and Human Services. (n.d.). Notice of Privacy Practices for Protected Health Information.
Retrieved from https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/privacy-practices-for-protected-
health-information/index.html.
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disabilities and individuals with limited English language proficiency at 45 CFR 155.205(c).
Other impacted payers might have their own standards for accessible patient-facing resources, as
well, that would not be affected by this final rule.

Comment: Multiple commenters recommended, for ease of readability, that resources or
notices be written at a certain grade level. Multiple commenters recommended that CMS amend
the patient resources proposal to require impacted payers to write resources at a fourth-to-sixth
grade reading level.

Response: While we agree that these resources need to be understandable, we do not
believe that it is prudent to establish a specific “grade level” requirement. A grade level score is
based on the average length of the words and sentences. Readability formulae vary and the grade
level scores for the same text can differ depending on how it is used. Furthermore, edits that are
made to make text score at a lower grade level can produce choppy text that lacks cohesion.

Comment: A commenter did not support the development of patient education resources
that may be duplicative or confusing to patients, while another did not support the proposal for
separate patient outreach and education if the data sharing under the Provider Access API is
permitted under the HIPAA Privacy Rule’s TPO exception.

Response: We refer readers to section I1.B.3.b.ii. for a full discussion of the HIPAA
Privacy Rule’s applicability and why we are requiring an opt out policy for the Provider Access
API. We believe that plain language educational resources will inform rather than confuse
patients. We encourage payers to explain to patients that not opting out of data sharing would not
limit or negatively affect their rights under the HIPAA Privacy Rule. Rather, it is an opportunity
for them to control where their data are shared under the policies of this final rule. Where the

requirements of this rule change how covered entities or their business associates may use or
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disclose PHI, covered entities should also consider their obligations under the HIPAA Privacy
Rule.

Comment: Commenters recommended that CMS require additional details from payers
about their opt out process for the Provider Access API. A commenter stated patients should
receive detailed communications that include the potential benefits and harms of sharing versus
not sharing this information, including the potential impact on quality and timeliness of care.
Commenters further recommended that resources include information on privacy and security,
moving data to a third-party app, and guidelines for patient-provider dialogue on consent.

Response: As explained, we did not want to be overly prescriptive for the specific
language used for the patient resources, but we did propose that they include patient instructions
for opting out of data sharing and controlling their permission. We specifically proposed that the
patient education resources include information about the benefits of API data exchange. In
addition, impacted payers may, if they choose, include reasonable and objective information
about any risks to data sharing. However, the purpose of the information in the educational
resources, regardless of the particular content, should be to inform patients. We believe that
patients educated with accurate information will realize the benefits of data sharing via the
Provider Access API and most will not opt out.

We agree that plain language resources should include information about privacy and
security, in order to give patients an informed view of how the Provider Access API works. It is
also reasonable and acceptable for payers to bundle or combine the educational resources about
the Provider Access API with the educational resources about the Patient Access and Payer-to-
Payer APIs, discussed in sections II.A. and I1.C., to give patients a holistic view of how our

interoperability policies work together to improve data exchange.
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Comment: Commenters recommended that CMS partner with ONC to develop templates
and content for these educational resources, which impacted payers could use to meet this
requirement. Many commenters recommended that CMS work with the health care community
and patient advocates to develop language on the benefits and risks of data exchange.
Commenters also recommended that CMS work with industry to develop and disseminate
educational resources by creating a webpage dedicated to interested party-specific newsletter
inserts, holding CMS open door virtual forums, and using other methods to communicate
regulatory and implementation updates.

Response: We intend to continue working with federal and industry partners to increase
patient engagement in a way that both protects their autonomy and enables the sharing of the
data to improve their health care. Based on feedback, we intend to develop additional outlines or
templates for patient education resources.

d. Provider Resources Regarding the Provider Access API

We proposed to require impacted payers to develop non-technical and easy-to-understand
resources for providers about the Provider Access API. We proposed that those resources would
have to include information about the process for requesting patient data from payers via the
Provider Access API and how to use the payer’s attribution process to associate patients with the
provider. We proposed that impacted payers provide these resources to providers through the
payer’s website and other appropriate provider communications, such as annual contract updates
or handbooks. Non-technical resources will help providers understand how they can use the API
to access patient data, thus realizing the expected benefit of the proposed API. We requested

comment on this proposal, including whether CMS should develop guidance regarding, or
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address in future rulemaking, the specific content of these educational resources about the
Provider Access APIL.

As discussed in more detail, we are finalizing this proposal, with a modification that
provider resources be in plain language.
1. Dissemination

Comment: Multiple commenters expressed support for requiring impacted payers to make
these resources easily available on a payers’ website, in contracts, and in provider handbooks.
However, other commenters sought clarification on what “other appropriate provider
communications” are and whether existing provider communication channels can be used to
provide these resources. A commenter stated that it is unreasonable to expect providers and their
staff to access each payers’ website to obtain the payers’ specific resources and they do not
believe this will happen in a reliable manner. Other commenters stated that the resources should
be incorporated into a clinical workflow or EHRs.

Response: While the provider resources must be available on the payer’s website, we are
also requiring impacted payers to send those resources directly to providers through other
appropriate channels. We encourage payers to use existing methods of communication by which
providers expect to receive information from payers. We use the term “other appropriate
provider communications” to provide payers with flexibility, but that term includes existing
communication channels. For example, 42 CFR 422.202 requires MA organizations to provide to
participating physicians written notice of rules of participation, including terms of payment,
credentialing, and other rules directly related to participation decisions. The Provider Access API

resources can be disseminated along with such resources.””> While payers are welcome to use the

72 See 42 CFR 422.202(a)(1).
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Provider Access API to make those resources available, they would have to develop an operable
solution. Furthermore, if a provider needs guidance to access the Provider Access API, requiring
a connection and query would not be useful.

ii. Content

Comment: Multiple commenters supported the proposal for impacted payers to
disseminate provider-facing resources, particularly with instructions for attributing patients to a
provider.

Response: We appreciate commenters support for this requirement. As finalized, payers
will be required to include information about the payer’s process to attribute patients to a
particular provider. We also highly recommend that payers include contact information for
provider assistance. To be consistent with our revision to the patient education resources policy,
but also being clear that we have not altered the intent, we are finalizing regulatory text slightly
different than what we had proposed, to require provider education resources in “plain
language,” as opposed to our proposed “non-technical, simple, and in easy-to-understand
language.”

Comment: Multiple commenters recommended more technical education resources than
we proposed because of the technical nature of API data exchange. A commenter suggested that
the resources include information about the 1Gs, links to the payer’s technical documentation and
contact information for assistance with the Provider Access API. Another commenter warned
that the educational resources need to be better defined, because they believe that the information
we describe will be more appropriate for EHR vendors than providers. In fact, another

commenter stated that it may be more appropriate for EHR and practice management system
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vendors to provide education resources that offer greater specificity about how data are
integrated into provider data systems and workflows.

Response: While payers will have to include instructions for accessing patient data, we
disagree with the recommendation that payers include more technical documentation. We do not
believe that most providers will be interested in the specific implementation details of the API,
but will rely on their technology vendor. We remind payers that, per the final requirements in the
CMS Interoperability and Patient Access final rule, they are required to make technical
information about their Patient Access APIs available by posting directly on their website.”* We
are finalizing this requirement by reference for the Provider Access, Payer-to-Payer, and Prior
Authorization APIs, as well. References or links to that material would be entirely appropriate to
include in the required provider resources. EHR and practice management vendors also have a
role to play in educating providers about the functionality of their particular system. However,
only payers will be able to offer provider specific details about their Provider Access API and the
process for attributing patients.

Comment: Commenters suggested that CMS require using language regarding limitations
related to disclosures of sensitive conditions that are subject to 42 CFR part 2 and disclosures to
minors.

Response: Though we are not requiring it to be included in the provider resources, payers
should adequately inform providers of what data are and are not available through the Provider
Access API. Providers should be aware of what they can expect to receive in response to a
request, whether that is because of the data content requirements, payer maintenance policies, or

privacy limitations.

3 See 42 CFR 422.119(d), 42 CFR 431.60(d), 42 CFR 457.730(d) and 45 CFR 156.221(d).
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Comment: Multiple commenters requested that CMS develop educational resources that
impacted payers could disseminate to their providers to ensure consistency and that providers are
aware of any reporting protocols for payer non-compliance. A commenter added that these
requirements and related guidance should be posted on CMS provider webpages and print
publications. Multiple commenters recommended that CMS consult with federal partners at
ONC, the Health Resources and Services Administration (HRSA) and the Agency for Healthcare
Research and Quality (AHRQ), and the provider community in order to understand their
educational needs and how best to promote the resources. A commenter recommended that CMS
provide additional guidance on the education and training efforts to provider specialties who are
lagging the industry in interoperable technology adoption.

Response: Based on comments we received, we intend to provide general guidelines to
impacted payers about what this final rule requires to be disseminated to providers, which may
include information on potential best practices. However, unlike the patient-facing educational
resources described previously, we expect that provider resources could vary significantly
between payers. Payers will have different processes to allow providers to request data via the
Provider Access API and policies for patient attribution to explain to their providers. Therefore,
there is less benefit to standardized templates or content for these resources. We provided links
to resources for APIs to support payers implementing provisions of the CMS Interoperability and
Patient Access final rule (85 FR 25510)7* and we intend to identify similar resources for health
care providers for this final rule. We will continue to work with our partners to ensure providers

can access patient data, regardless of the technology they use. Requiring an API that can be

74 Centers for Medicare and Medicaid Services. (n.d.). Best Practices for Payers and App Developers. Retrieved
from https://www.cms.gov/files/document/best-practices-payers-and-app-developersupdated21023.pdf.



https://www.cms.gov/files/document/best-practices-payers-and-app-developersupdated21023.pdf

CMS-0057-F 215

accessed with systems other than CEHRT is a step toward that goal, and payer-developed
resources should address all the ways providers could interact with the Provider Access API.
4. Extensions, Exemptions, and Exceptions

See section II.E. of this final rule for a discussion of extensions and exemptions and the
final policies for the Provider Access API for state Medicaid and CHIP FFS programs and
exceptions for the Provider Access API for QHP issuers on the FFEs (this was also addressed in

the proposed rule, at 86 FR 76279).
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TABLE C1: PROVIDER ACCESS API FINAL POLICIES
Section Regulations for Each Impacted Payer
of the
Final Medicare Medicaid CHIP Managed | QHPs Issuers
Rule Requirement Advantage Medicaid FFS | Managed Care CHIP FFS Care on FFEs
11.B.2. Provider Access API 42 CFR 42 CFR Through cross 42 CFR Through 45 CFR
for Individual Patient 422.121(a)(1) 431.61(a)(1) reference to 42 457.731(a)(1) existing cross 156.222(a)(1)
Information” CFR 431.61 at reference to 42
(Compliance date 42 CFR CFR 438.242 at
January 1, 2027) 438.242(b)(7) 42 CFR
11.B.2. Data Content 42 CFR 42 CFR Through cross 42 CFR 457.1233(d) 45 CFR
(Compliance date 422.121(a)(2) 431.61(a)(2) reference to 42 457.731(a)(2) 156.222(a)(2)
January 1, 2027) CFR 431.61 at
42 CFR
438.242(b)(7)
11.B.2. Applicability of N/A N/A 42 CFR N/A 42 CFR N/A
Provider Access API to 438.9(b)(7) 457.1206(b)(6)
NEMT PAHPs
(Compliance date
January 1, 2027)
I1.B.3.a. | Attribution 42 CFR 42 CFR Through cross 42 CFR 45 CFR
(Compliance date 422.121(a)(3) 431.61(a)(3) reference to 42 457.731(a)(3) 156.222(a)(3)
January 1, 2027) CFR 431.61 at
42 CFR
438.242(b)(7) Through
I1.B.3.b. | Opt Out 42 CFR 42 CFR Through cross 42 CFR . 45 CFR
(Compliance date 422.121(a)(@)(i) | 431.61(a)@)(i) | reference to42 | 457.731(a)(4)(i) eX;S“ng cross 156.222(a)(4)(i)
January 1, 2027) CFR 431.61 at reference o 42
CFR 438.242 at
42 CFR 42 CFR
438.242(b)(7) 457.1233(d)
II.B.3.c. | Patient Educational 42 CFR 42 CFR Through cross 42 CFR ’ 45 CFR
Resources Regarding 422.121(a)(4)(i1) | 431.61(a)(4)(ii) | reference to 42 457.731(a)(4)(ii) 156.222(a)(4)(ii)
API CFR 431.61 at
(Compliance date 42 CFR
January 1, 2027) 438.242(b)(7)

5 See Table H1 for which standards are required for the Provider Access APL
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Section Regulations for Each Impacted Payer
of the
Final Medicare Medicaid CHIP Managed | QHPs Issuers
Rule Requirement Advantage Medicaid FFS | Managed Care CHIP FFS Care on FFEs
II.B.3.d. | Provider Educational 42 CFR 42 CFR Through cross 42 CFR 45 CFR
Resources Regarding 422.121(a)(5) 431.61(a)(5) reference to 42 457.731(a)(5) 156.222(a)(5)
API CFR 431.61 at
(Compliance date 42 CFR
January 1, 2027) 438.242(b)(7)
I1.B.4.a. | Extension for Medicaid | N/A 42 CFR N/A 42 CFR N/A N/A
and CHIP FFS 431.61(c)(1) 457.731(c)(1)
(Effective Date of the
Final Rule)
II.B.4.a. | Exemption for N/A 42 CFR N/A 42 CFR N/A N/A
Medicaid and CHIP 431.61(c)(2) 457.731(c)(2)
FFS (Effective Date of
the Final Rule)
I1.B.4.b. | Exceptions for QHP N/A N/A N/A N/A N/A 45 CFR
Issuers on the FFEs 156.222(c)
(Effective Date of the

Final Rule)
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5. Final Action

After considering the comments received, and for the reasons discussed in the CMS
Interoperability and Prior Authorization proposed rule and our response to those comments (as
summarized previously), we are finalizing our proposal with the following modifications:

e Impacted payers must implement and maintain a Provider Access API beginning
2027 (by January 1, 2027 for MA organizations and state Medicaid and CHIP FFS programs; by
the rating period beginning on or after January 1, 2027 for Medicaid managed care plans and
CHIP managed care entities; and for plan years beginning on or after January 1, 2027 for QHP
issuers on the FFEs) rather than in 2026.

e Impacted payers are not required to use OpenID Connect Core at 45 CFR
170.215(e)(1) for the Provider Access API.

e Impacted payers are not required to share the quantity of items or services used under
a prior authorization via the Provider Access API.

e Impacted payers are not required to share unstructured documentation related to prior
authorizations via the Provider Access API.

e Impacted payers are required to provide educational resources to patients no later than
one week after the start of coverage, as that term is defined for each type of impacted payer,
rather than at enrollment.

e The educational resources that impacted payers are required to provide to patients and
providers are described as “plain language” rather than in “non-technical, simple, and in easy-to-
understand language.”

See further discussion later for exact details of the final requirements for impacted payers.



CMS-0057-F 219

We are finalizing that beginning 2027 (by January 1, 2027 for MA organizations and
state Medicaid and CHIP FFS Programs; by the rating period beginning on or after January 1,
2027 for Medicaid managed care plans and CHIP managed care entities; and for plan years
beginning on or after January 1, 2027 for QHP issuers on the FFEs), impacted payers must
implement and maintain a Provider Access API that is conformant with certain technical
standards, documentation requirements, and denial or discontinuation policies. Specifically,
those technical standards are HL7 FHIR at 45 CFR 170.215(a)(1), US Core IG at 45 CFR
170.215(b)(1)(1), SMART App Launch IG at 45 CFR 170.215(c)(1) and Bulk Data Access IG at
45 CFR 170.215(d)(1).

We are finalizing that, by the deadlines, impacted payers must make available upon
request from an in-network provider, via the Provider Access API, claims and encounter data
(excluding provider remittances and patient cost-sharing information), all data classes and data
elements included in a content standard at 45 CFR 170.213 (USCDI), and certain information
about prior authorizations (excluding those for drugs) that the payer maintains no later than 1
business day after receiving a request from such a provider, if all the following conditions are
met:

e The payer authenticates the identity of the provider that requests access and attributes
the patient to the provider under the required attribution process;

e The patient does not opt out of the Provider Access API; and

e Disclosure of the data is not prohibited by law.

The required prior authorization information is:

e The prior authorization status;

e The date the prior authorization was approved or denied;
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e The date or circumstance under which the prior authorization ends;

e The items and services approved;

e Ifdenied, a specific reason why the request was denied; and

e Related structured administrative and clinical documentation submitted by a provider.

We are finalizing that impacted payers are required to make this information about prior
authorizations available no later than 1 business day after the payer receives a prior authorization
request and must update that information no later than 1 business day after any status change.
This information must be available for the duration that the authorization is active and at least 1
year after the prior authorization’s last status change.

We are finalizing that impacted payers must establish and maintain an attribution process
to associate patients with their in-network or enrolled providers to enable payer to provider data
exchange via the Provider Access API.

We are finalizing that, by the deadlines, impacted payers must establish and maintain a
process for patients to opt out of data exchange via the Provider Access API and to change their
permission at any time. We are finalizing that this process must be made available before the
first date on which the payer makes patient information available via the Provider Access API,
and at any time while the patient is enrolled with the payer.

We are finalizing that, by the deadlines, impacted payers provide educational resources in
plain language to their patients about the Provider Access API. Those resources must include
information about the benefits of API data exchange with providers, patients’ opt out rights, and
instructions for both opting out of data exchange and for subsequently opting in. Impacted payers
must make this information available to patients before the first date on which the payer makes

their information available via the Provider Access API, no later than one week after the start of
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coverage, and at least annually. These resources must also be available in an easily accessible
location on payers’ public websites. We remind readers that “start of coverage” is defined
differently, as applicable, for each type of impacted payer. We refer readers to section I1.C.3.c.1.
for discussion of these differences.

We are finalizing that, by the deadlines, impacted payers must provide on their website
and through other appropriate provider communications, information in plain language
explaining the process for requesting patient data using the Provider Access API. The resources
must include information about how to use the payers’ attribution process to associate patients
with their providers.

These policies apply to MA organizations, state Medicaid and CHIP FFS programs,
Medicaid managed care plans and CHIP managed care entities (excluding NEMT PAHPs), and
QHP issuers on the FFEs at the CFR sections listed in Table C1.

6. Statutory Authorities for Provider Access API

We received no public comments on the statutory authorities for our Provider Access API
policies.

a. Medicare Advantage Organizations

For MA organizations, we are finalizing these Provider Access API requirements under
our authority at sections 1856(b)(1) of the Act to promulgate regulations that adopt standards to
implement provisions in Part C of Title XVIII of the Act (such as section 1852(d)(1)(A)) of the
Act to adopt new terms and conditions for MA organizations that the Secretary finds “necessary
and appropriate.” Section 1852(d)(1)(A) of the Act requires MA organizations to, as a condition
of using a network of providers, make covered benefits available and accessible to enrollees in a

manner that assures continuity in the provision of benefits. As noted in this section of this final
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rule, these regulations implement this requirement by requiring implementation of an API that
will make available data to improve the provision of benefits. The Secretary also has authority
under section 1857(e)(1) of the Act to add new contract terms, including additional standards and
requirements, for MA organizations the Secretary finds necessary and appropriate and that are
not inconsistent with Part C of the Medicare statute.

In implementing section 1852(d)(1)(A) of the Act, we previously adopted a regulation, at
42 CFR 422.112(b), that requires MA organizations to ensure the continuity of care and
integration of services through arrangements with providers that include procedures to ensure
that the MA organization and the contracted providers have access to the information necessary
for effective and continuous patient care. Our policy for MA organizations to implement and
maintain a Provider Access API will facilitate exchanges of information about enrollees that are
necessary for effective and continuous patient care, which is consistent with the requirement at
section 1852(d)(1)(A) of the Act for continuing the provision of benefits. The Provider Access
API policy, which will support sharing claims, all data classes and data elements included in a
content standard at 45 CFR 170.213 (USCDI), as well as certain information about prior
authorizations (sections II.B.2. and II1.B.3. of this final rule) and a requirement for MA
organizations to offer provider educational resources (section I1.B.3.d. of this final rule), will
give providers tools to support continuity of care and care coordination for enrollees. Were a
provider able, through a Provider Access API established by an MA organization, to gather
information for their patient, the provider potentially could make more informed decisions and
coordinate care more effectively. In addition, if a patient moves from one provider to another, the
new provider will be able to ensure continuity of care if they are able to access relevant health

information for the patient from the MA organization in an efficient and timely way. A Provider
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Access API could support this; thus, the policy will carry out and be consistent with the Part C
statute.

This policy will complement and align with MA organization obligations at 42 CFR
422.112(b)(4) by providing a means, through a Provider Access API, for the exchange of
information that supports effective and continuous patient care. A Provider Access APl may
increase the efficiency and simplicity of administration. It will give providers access to a
significant amount of their patients’ information with limited effort, and it could reduce the
amount of time needed during provider visits to establish a patient’s prior history, which could
introduce efficiencies and improve care. These policies are also expected to allow for better
access to other providers’ prior authorization decisions, which could give a provider a more
holistic view of a patient’s care and reduce the likelihood of ordering duplicate or misaligned
services. Ultimately, we anticipate that sharing patient information will ensure that providers
receive patient information in a timely manner and could lead to more appropriate service
utilization and higher patient satisfaction. In addition, the policy that MA organizations make
available educational resources and information will increase access to and understanding of this
Provider Access API, leading to more efficient use and integration of the API as a means for
providers to access patient information. Thus, the Provider Access API will be necessary and
appropriate for the MA program and consistent with existing requirements.

b. Medicaid and CHIP
Our finalized requirements in this section for Medicaid FFS and Medicaid managed care

plans fall generally under the authority in the following provisions of the statute:
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e Section 1902(a)(4) of the Act, which requires that a state Medicaid plan provide such
methods of administration as are found by the Secretary to be necessary for the proper and
efficient operation of the state Medicaid plan;

e Section 1902(a)(8) of the Act, which requires states to ensure that Medicaid services
are furnished with reasonable promptness to all eligible individuals; and

e Section 1902(a)(19) of the Act, which requires states to ensure that care and services
are provided in a manner consistent with simplicity of administration and the best interests of the
recipients.

The final Provider Access API policies are authorized under these provisions of the Act
because they will ensure that states are able to ensure that Medicaid providers can access data
that could improve their ability to render Medicaid services effectively, efficiently, and
appropriately. The policies are expected to help states fulfill their obligations to operate their
state plans efficiently and to ensure that Medicaid services are furnished with reasonable
promptness and in a manner consistent with the best interest of the recipients.

In addition, section 1902(a)(7) of the Act requires that states must provide safeguards that
restrict the use or disclosure of information concerning Medicaid applicants and beneficiaries to
purposes that are directly connected with the administration of the Medicaid state plan. The
implementing regulations at 42 CFR part 431, subpart F for section 1902(a)(7) of the Act list
purposes that CMS has determined are directly connected with administration of Medicaid state
plans (42 CFR 431.302) and require states to provide safeguards meeting certain requirements to
restrict uses and disclosures of Medicaid beneficiary data, including requirements for sharing

applicant and beneficiary data at 42 CFR 431.306.
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Our finalized policy, that the data described in this section of the final rule be shared via
the Provider Access API, is consistent with the requirement at section 1902(a)(7) of the Act,
providing that states may share these data only for purposes directly connected with the
administration of the Medicaid state plan. The Provider Access API data sharing policy is related
to providing services for Medicaid beneficiaries, a purpose listed at 42 CFR 431.302(c). As
mentioned previously, a provider can better manage a patient’s total care when they have access
to more of that patient’s data because the data will provide a more in-depth medical history,
enable more informed decision making, and potentially prevent the provision or ordering of
duplicative services. More details about how the policies will be implemented in a manner
consistent with state Medicaid requirements under 42 CFR part 431, subpart F, are discussed in
section II.B.2. of this final rule.

Requiring states to implement a Provider Access API to share data with enrolled
Medicaid providers about certain claims, encounter, and clinical data, including data about prior
authorization decisions, for a specific individual beneficiary, may improve states’ ability to
ensure that care and services are provided in a manner consistent with simplicity of
administration, and to cover services more efficiently. We remind states that “enrolled Medicaid
providers” includes managed care plan providers, per 42 CFR 438.602(b). This Provider Access
API will enable Medicaid providers to access beneficiary utilization and authorization
information from the state or managed care plan(s) prior to an appointment or at the time of care,
and that, in turn, should enable the provider to spend more time on direct care. The policy will
support efficient and prompt delivery of care as well, which will be in beneficiaries’ best
interests. These policies are also expected to give providers better access to prior authorization

decisions for care provided by other enrolled Medicaid providers, which will give a provider a
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more holistic view of a patient’s care and reduce the likelihood of ordering duplicate or
misaligned services. This may also facilitate easier and more informed decision-making by the
provider and should therefore support efficient coverage decisions in the best interest of patients.
The Provider Access API is expected to make available a more complete picture of the patient to
the provider at the point of care, which could improve the quality and efficiency of a patient
visit. These outcome and process efficiencies may help states fulfill their obligations to ensure
prompt access to services in a manner consistent with the best interest of beneficiaries, consistent
with sections 1902(a)(8) and (19) of the Act, and the efficiencies created for providers might
help the state administer its Medicaid program more efficiently, consistent with section
1902(a)(4) of the Act. These analyses apply similarly to FFS and managed care programs and
delivery systems, so we are exercising our authority to adopt virtually identical regulatory
requirements for a Provider Access API for both Medicaid FFS programs and Medicaid managed
care plans.

For CHIP, we finalized these requirements under the authority in section 2101(a) of the
Act, which states that the purpose of Title XXI of the Act is to provide funds to states to provide
child health assistance to uninsured, low-income children in an effective and efficient manner
that is coordinated with other sources of health benefits coverage. We believe this policy will
strengthen states’ abilities to fulfill these statutory obligations in a way that will recognize and
accommodate using electronic information exchange in the health care industry today and will
facilitate a significant improvement in the delivery of quality health care to CHIP beneficiaries.

When providers have access to patient utilization and authorization information from
payers or other health IT systems, they may be able to provide higher quality care. Improving the

quality of care aligns with section 2101(a) of the Act, which requires states to provide CHIP
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services in an effective and efficient manner. The more information a provider has to make
informed decisions about a patient’s care, the more likely it is that patients will receive care that
best meets their needs. Additionally, providers can be more effective and efficient in their
delivery of CHIP services by having direct access to patient utilization and authorization
information. If a provider has information about a patient prior to or at the point of care, the
provider will be able to spend more time focused on the patient, rather than on their need to
collect information. In addition, the information providers do collect will not be based solely on
patient recall. This will save time, improve the quality of care, and increase the total amount of
direct care provided to CHIP beneficiaries. When data are standardized, and able to be
incorporated directly into the provider’s EHR or practice management system, they can be
leveraged as needed at the point of care by the provider and also can be used to support
coordination across providers and payers. This is inherently more efficient, and, ultimately, more
cost-effective, as the information does not have to be regularly repackaged and reformatted to be
shared or used in a valuable way. As such, the Provider Access API policies also align with
section 2101(a) of the Act in that these proposals will improve coordination between CHIP and
other health coverage. For these reasons, we believe this policy is in the best interest of the
beneficiaries and within our long-established statutory authorities.

Finally, the safeguards for applicant and beneficiary information at 42 CFR part 431,
subpart F are also applicable to CHIP through a cross-reference at 42 CFR 457.1110(b). More
details about how the policies could be implemented in a manner consistent with these CHIP
agencies’ requirements are also discussed in section I1.B.2. of this final rule. As discussed
previously for Medicaid, giving CHIP providers access to attributed beneficiary data through the

Provider Access API is related to providing services to beneficiaries, which is described at 42
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CFR 431.302(c) as a purpose directly related to state plan administration. We remind states that
when they share beneficiary information through the Provider Access API, they must comply
with the privacy protections at 42 CFR 457.1110 and the release of information provisions at 42
CFR 431.306.

c. Qualified Health Plan Issuers on the Federally-Facilitated Exchanges

For QHP issuers on the FFEs, we are finalizing these new requirements under our
authority in section 1311(e)(1)(B) of the Affordable Care Act, which affords the Exchanges the
discretion to certify QHPs if an Exchange determines that making available such health plans
through that Exchange is in the interests of qualified individuals in the state in which the
Exchange operates. We believe the benefits will outweigh any additional burdens this might
impose on issuers. By using the finalized technologies, patients could experience improved
health, payers could see reduced costs of care, and providers could see better compliance with
care regimens. We also do not believe that premiums will significantly increase because some of
the infrastructure necessary to implement the technology has been completed to comply with the
CMS Interoperability and Patient Access final rule. Furthermore, QHP issuers on the FFEs might
combine investments and staff resources from other programs for implementation efforts,
avoiding the need to increase premiums.

We believe that certifying only health plans that make enrollees’ health information
available to their providers via the Provider Access API is generally in the interests of enrollees.
Giving providers access to their patients’ information supplied by QHP issuers on the FFEs will
ensure that providers are better positioned to provide enrollees with seamless and coordinated
care and ensure that QHP enrollees on the FFEs are not subject to duplicate testing and

procedures, and delays in care and diagnosis. Access to the patient’s more complete medical
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information could also maximize the efficiency of an enrollee’s office visits. We encourage
SBEs, including SBE-FPs, to consider whether a similar requirement should be applicable to

QHP issuers participating in their Exchanges.
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C. Payer-to-Payer API

1. Background

Having a patient's data follow them when they change payers can have a multitude of
benefits for patient care. A payer receiving data when a new patient enrolls can better coordinate
care and make more informed decisions. For instance, a payer can use the patient’s data to
determine whether they have a chronic condition or is undergoing current care that needs to be
maintained. If necessary, patient data can give payers the information they need to assign a case
manager or help the patient find providers in their new network. Maintaining a corpus of data
ensures that the patient and their providers do not lose access to recent information that may be
relevant to ongoing or future care.

Furthermore, because payers usually maintain a relationship with individual patients over
time, they are uniquely positioned to collect and aggregate a patient’s record. Whereas patients
may have several providers who manage their care, they generally maintain a relationship with
only one or two concurrent payers for a full year or multiple years. However, when a patient
moves from one payer to another, both parties may lose access to that valuable data. Data
exchange among payers, specifically, sending patient data from a patient’s previous payer to
their new one, is a powerful way to ensure that data follow patients through the health care
system and improve care continuity. Electronic data exchange between payers will support payer
operations and a patient’s coverage transition to a new payer efficiently and accurately. Sharing
health care data between payers also helps care coordination, care continuity, and allows patients
to maintain access to their record over time.

In the CMS Interoperability and Patient Access final rule (85 FR 25565), we highlighted

numerous benefits of payers maintaining a longitudinal (meaning, long-term) record of their
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current patients’ health information. If payers are at the center of the exchange, they can make
information available to patients and their providers and can help a patient’s information follow
them as they move from provider to provider and payer to payer.

In the CMS Interoperability and Prior Authorization proposed rule, we proposed and, in
this rule are now finalizing regulations that require impacted payers (MA organizations, state
Medicaid and CHIP FFS programs, Medicaid managed care plans, CHIP managed care entities,
and QHP issuers on the FFEs) to implement and maintain a FHIR API to facilitate payer to payer
data exchange. We are finalizing that proposal to require impacted payers to build a Payer-to-
Payer API, with certain standards (as further described in section II.F.), that will facilitate patient
data exchange at the start of coverage and with concurrent payers. We proposed, and are
finalizing, a patient opt in policy for this data exchange. We proposed compliance dates in 2026
for the Payer-to-Payer API (by January 1, 2026 for MA organizations and state Medicaid and
CHIP FFS programs; by the rating period beginning on or after January 1, 2026 for Medicaid
managed care plans and CHIP managed care entities; and for plan years beginning on or after
January 1, 2026 for QHP issuers on the FFEs). However, in response to comments we are
finalizing a modification to that proposal for the Payer-to-Payer API to establish compliance
dates in 2027 (by January 1, 2027 for MA organizations and state Medicaid and CHIP FFS
programs; by the rating period beginning on or after January 1, 2027 for Medicaid managed care
plans and CHIP managed care entities; and for plan years beginning on or after January 1, 2027
for QHP issuers on the FFEs). Throughout this rule, we generally refer to these compliance dates
as “in 2027 for the various payers. In addition, and also in response to comments, we are
finalizing a modification to our proposal to only require impacted payers to exchange data with a

date of service within 5 years of the exchange request.
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To support the implementation and maintenance of the Payer-to-Payer API, we are
requiring certain standards and recommending certain IGs, as further discussed and in section
I1.G. With the publication of the HTI-1 final rule, our cross references to 45 CFR 170.215 have
been updated to reflect the updated citations as needed. Changes to the structure of 45 CFR
170.215 and versions of the API standards codified there are discussed further in section II.G.
and reflected throughout this final rule. For the Payer-to-Payer API, impacted payers must use
the following standards: HL7 FHIR Release 4.0.1 at 45 CFR 170.215(a)(1), US Core IG STU
3.1.1 at 45 CFR 170.215(b)(1)(1), and Bulk Data Access IG v1.0.0: STU 1 at 45 CFR
170.215(d)(1). Impacted payers are permitted to use updated standards, specifications, or IGs
that are not yet adopted in regulation for the APIs required in this final rule, should certain
conditions be met. For the standards at 45 CFR 170.215, updated versions available for use under
our policy include, but are not limited to, US Core IG STU 6.1.0 and the Bulk Data Access 1G
v2.0.0: STU 2, which have been approved for the ONC Health IT Certification Program.” We
refer readers to policies finalized for the Patient Access API in the Interoperability and Patient
Access final rule, as well as section I1.G.2.c. of this final rule for a full discussion on using
updated standards. We also recommend payers use the CARIN IG for Blue Button STU 2.0.0,
PDex IG STU 2.0.0, and SMART App Launch IG Release 2.0.0 to support Backend Services
Authorization. We refer readers to Table H3 for a full list of the required standards and
recommended IGs to support API implementation.

In this section, we talk about data exchange between payers. When we refer to a patient’s

new payer, we mean the payer that a patient is newly enrolled with and the party responsible for

76 Office of the National Coordinator for Health Information Technology. (2023, September 11). Standards Version
Advancement Process (SVAP). Retrieved from https://www.healthit.gov/topic/standards-version-advancement-

process-svap.
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requesting and receiving the patient’s data. When we refer to the patient’s concurrent payers, we

signify the parties (two or more) that are providing coverage at the same time and are responsible
for exchanging data with each other as discussed further in section I1.C.3.c. When we refer to the
patient’s previous payer, we denote the payer that a patient has previously had coverage with and
thus the payer responsible for sending the data to the new payer.

Our payer to payer data exchange requirements discussed in this section involve
transactions and cooperation between payers, which may include payers that are not subject to
the requirements in this rule. We emphasize that each impacted payer is responsible only for its
own side of the transaction. For instance, when an impacted payer is required to request patient
data from another payer, it will have to do so regardless of whether the other payer is an
impacted payer (a status that may or may not be evident to the requesting payer). Similarly, if an
impacted payer receives a request for patient data that meets all the requirements, the impacted
payer must share those data, regardless of whether the requesting payer is an impacted payer
(which, again, may or may not be evident to the payer sharing the data). In this way, payers not
subject to this regulation that implement a Payer-to-Payer API (or other IT functionality to
request or receive information through the impacted payer’s API) and their patients can also
benefit from the data exchange.

We are exploring steps for Medicare FFS to participate in payer to payer data exchange
and we encourage other payers that are not subject to these requirements to do the same. We
intend to implement the Payer-to-Payer API capabilities for Medicare FFS in conformance with
the requirements for impacted payers, as feasible. In the proposed rule, we sought comment on
whether our proposals could be implemented as proposed for the Medicare FFS program, how

we could apply each of the proposals, and whether there would be any differences for
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implementing the Payer-to-Payer API in the Medicare FFS program as a federal payer. We
summarize the comments received and our responses in section I.D. We strongly encourage all
payers that are not subject to the requirements of this rule to consider the value of implementing
a Payer-to-Payer API, so that all patients, providers, and payers in the U.S. health care system
may experience the benefits of such data exchange.

Comment: Many commenters supported our proposal to require data exchange via a
Payer-to-Payer API. Commenters stressed the benefits to patients of maintaining an ongoing
record when they change payers, which could result in better patient outcomes, especially for
patients with chronic conditions. Commenters agreed that this API would improve
interoperability, data exchange, and reduce administrative burden. Multiple commenters stated
that the Payer-to-Payer API would be especially helpful to patients with concurrent coverage. A
commenter stated that the assignment of primary care physicians could also be facilitated by the
Payer-to-Payer API and that this could reduce care disruptions when changing payers. Another
commenter acknowledged that investments made in payer to payer data exchange would benefit
broader multi-payer alignment efforts, which are a key priority for improving quality, access, and
value in health care. Another commenter stated that exchanging patient data from previous and
concurrent payers would eliminate duplicative medical record requests from payers requiring
providers to reapprove medical necessity, retry step therapy requirements, and reauthorize
treatments.

Response: We appreciate commenters validating our statements in the proposed rule
regarding the benefits of payer to payer data exchange. We agree that the benefits of payer to

payer data exchange include both ensuring care continuity and that patients, providers, and future
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payers do not lose access to important health information. We are finalizing, with modification,
the Payer-to-Payer API proposals as discussed in this section.

Comment: Multiple commenters opposed finalizing our Payer-to-Payer API proposals.
They disagreed with our justification that payers should be the maintainers of a patient’s
longitudinal data. Another commenter cautioned that, as proposed, the Payer-to-Payer API would
require payers to share a large amount of unnecessary data, which would make it difficult to
effectively coordinate care. Instead, they suggested that by leveraging the Patient Access API,
patients should have the responsibility to maintain their patient data using an app, or other
solution of their choice. A commenter recommended that CMS separate the goal of creating
longitudinal consumer health records from the goal of supporting consumer transitions between
payers.

Response: After reviewing comments, we agree that patients are in the best position to
manage their health information, especially with the growing ecosystem of health apps and the
availability of standardized Patient Access APIs. Some HIEs and health apps (which may also be
TEFCA Participants and Subparticipants) may be able to gather data from payers, providers, and
other sources to create a more comprehensive patient record than could be maintained by a
payer. However, payers are uniquely positioned to collect and aggregate patient data, especially
during coverage transitions. As we noted, patients may have several providers who manage their
care, but they generally maintain a relationship with only one or two concurrent payers for a full
year or multiple years. A payer to payer data exchange can facilitate care continuity by providing
access to information about past treatments when a patient is moving from one payer to another.
For example, that information could show payers that a patient has already demonstrated medical

necessity or engaged in step therapy, which could ease the approval of a prior authorization
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request. Ensuring that payers have timely access to newly enrolled patients’ data upon a patient
transitioning payers can have a multitude of benefits for patient care leading to better-
coordinated care, more informed decision-making, and minimize disruption in ongoing care.
Therefore, to mitigate potential burden on impacted payers, while still establishing the Payer-to-
Payer API as a means to support the creation and availability of a longitudinal record, as
discussed, we are finalizing a modification to our proposal to only require payers to exchange
data with a date of service within 5 years of the request. That modification means that payers will
not be responsible for exchanging and maintaining a patient’s entire health history dating to
January 1, 2016.

Comment: Multiple commenters did not support the proposed Payer-to-Payer API and
suggested alternatives to gain the intended benefits. A commenter noted that there are many
industry solutions already being developed to facilitate the coordination of benefits between
payers and recommended CMS continue to monitor and enable technical innovation in this area.
Another commenter cautioned CMS to not view FHIR as the sole solution to interoperability and
patient data exchange challenges. The commenter noted that as proposed, payers would
experience challenges if FHIR failed to reach widespread adoption and maturity. Another
commenter stated that requiring the FHIR standard eliminates choice and leads to bias and
further stated that other options may be better suited for a payer.

Response: We thank the commenters for their suggestions, but FHIR APIs are the
standard that the industry indicated has the greatest maturity and hence has been adopted by
ONC. A variety of solutions will not lead to interoperability across the healthcare system. While
payers already have processes in place for coordinating benefits, that coordination does not

extend to transitions of care between payers, such as maintaining prior authorizations. Data



CMS-0057-F 237

exchange between payers can ensure that valuable patient information is not lost, such as prior
authorization requests and approvals, which could make that transition more seamless. Requiring
FHIR will get the healthcare industry to a more interoperable state, as that standard supports
health data exchange in a standard, structured, but flexible format that can continue to advance
and mature. Impacted payers are already required to use the FHIR standard for the Patient
Access and Provider Directory APIs, and this final rule is meant to build on this existing policy.
Also, we are extending the compliance dates for the Payer-to-Payer API to 2027. This delay to
the compliance dates versus our proposal allows for additional time for implementation and IGs
to be refined and matured to support the policies in this final rule.

Comment: Multiple commenters expressed concern regarding payer access to patient
data. They worried that this could lead to patient risk profiling, increased prior authorization
requirements, increased premiums and limits on coverage and access to care. They recommended
that CMS prohibit impacted payers from using information sent from a previous payer to
discriminate against a patient. A commenter stated that CMS should implement safeguards to
ensure that the payer to payer data exchange does not encourage payers to make care decisions
based on the patient’s record. The commenter recommended that CMS explain that the provider
is the director of medical care, and payers support the patient’s care through payment and
coverage of services. They suggested that large-scale consumer data exchange should be
consumer-mediated and result in meaningful access to comprehensive data for care coordination
among payers.

Response: We agree with the commenters that patient information should not be used in
an inappropriate manner. We remind payers that section 1852(b) of the Act states that an MA

plan may not deny, limit, or condition the coverage or provision of benefits based on any health
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status-related factor described in section 2702(a)(1) of the Public Health Service Act.”” Section
2705(a)(1) of the Public Health Service Act, which applies to QHP issuers on the FFEs, prohibits
discrimination against individuals based on their health status-related factors. Similarly, section
2102(b)(1)(B)(ii) of the Act prohibits CHIP programs from denying eligibility for children with
preexisting conditions. Finally, the overarching regulations at 45 CFR Part 92 implementing
section 1557 of the Affordable Care Act prohibit discrimination under any health program or
activity receiving federal financial assistance on the basis of race, color, national origin, sex, age,
or disability.

Comment: Multiple commenters suggested that implementation of a Payer-to-Payer API
may increase provider burden with unintended downstream effects. A commenter discussed how
the Payer-to-Payer API could lead to a negative impact on providers who may be required to
ingest large amounts of data if payers maintain a longitudinal record back to January 1, 2016 that
is also shared via the Provider Access API.

Response: Our modification to require impacted payers to exchange only 5 years of data
via the Payer-to-Payer API will mitigate this possible issue for providers. By circumscribing the
data to be exchanged by payers to only more recent data, providers are less likely to receive
distant and irrelevant historical data via the Provider Access API. We acknowledge that not all of
a patient’s health information is going to be equally relevant to a particular provider. Therefore,
providers should look for clinically relevant information and work with their EHR vendors on
solutions to easily display the information most relevant to their practice. We discuss this issue is

greater depth in section I1.B.2.c.

7 Section 2702 of the Public Health Service Act referenced in section 1852(b) of the Act refers to what is now
codified as section 2705 of the Public Health Service Act.
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Comment: A commenter questioned the utility of the Payer-to-Payer API if payers other
than impacted payers do not voluntarily adopt the technology and processes to share data.

Response: We appreciate commenters supporting Payer to Payer adoption by payers
other than impacted payers. We strongly encourage all payers not subject to these provisions to
consider the value of implementing a Payer-to-Payer API, so that all patients, providers, and
payers in the U.S. health care system may ultimately experience the benefits of such data
exchange. Even though not every payer may participate in it, our Payer-to-Payer API policy can
benefit the millions of Americans covered by impacted payers. We specifically encourage
impacted payers that have other lines of business to adopt the policies in this final rule for their
commercial plans that are not subject to the requirements of this rule.

Comment: A commenter recommended that CMS work with ONC and industry
stakeholders to develop a longer-term FHIR roadmap, including patient-centric data homes that
efficiently and effectively collect, storage, and integrate information from across the health
system on behalf of a patient. Another commenter recommended that CMS work with the DoD
and the VA to implement Payer-to-Payer APIs.

Response: We appreciate the support for our Payer-to-Payer API policies and will
continue to work with other federal agencies to improve interoperability across the health care
system.

Comment: Many commenters recommended delaying the Payer-to-Payer API compliance
dates to give payers more time to design, develop, test and implement their systems. Some
commenters recommended a January 1, 2027 compliance date, and another commenter
recommended 4 years after the publication of the final rule, to give industry time to align on a

standardized implementation approach. A few commenters suggested CMS delay compliance
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dates until IGs are mature enough to adopt as required standards, or to allow payers to adopt
Payer-to-Payer API on a voluntary or pilot basis. Some commenters suggested CMS set rolling
compliance dates and the Payer-to-Payer API should be prioritized after the Prior Authorization
API. Several commenters specifically recommended that CMS to delay the compliance dates for
state Medicaid agencies to implement a consistent solution at enrollment. A commenter
requested that CMS accelerate the compliance dates to 2024. Another commenter urged CMS to
consider the added cost and burden for payers to meet the proposed compliance dates.
Response: Because we understand that the payer implementation process is significant,
after reviewing the comments, we are finalizing a modification to our proposal for the Payer-to-
Payer API, to establish compliance dates in 2027 (by January 1, 2027 for MA organizations and
state Medicaid and CHIP FFS programs; by the rating period beginning on or after January 1,
2027 for Medicaid managed care plans and CHIP managed care entities; and for plan years
beginning on or after January 1, 2027 for QHP issuers on the FFEs). However, as discussed in
section [.D.2., we decline to delay beyond that because of the importance of payer to payer data
exchange. Establishing regulatory compliance dates will provide greater urgency to test and
mature the evolving technical standards and IGs. When we proposed to require the relevant IGs
in our December 2020 CMS Interoperability proposed rule, we received many comments that
those standards were not mature enough to feasibly implement at that time. In response, we
proposed in this rulemaking to only recommend (rather than require) the 1Gs for standardized
implementation. After consideration of the comments we received in response to the CMS
Interoperability and Prior Authorization proposed rule, we are finalizing those IGs as
recommendations because it is prudent to move forward to attain the policy goals of the Payer-

to-Payer API, even while those standards are being developed to achieve true interoperability.
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Moving to a 2027 compliance dates will give the industry an extra year to refine those IGs and
for payers to implement their technical solutions.

With regard to the requests for additional time for Medicaid programs specifically, we
refer readers to section II.E.2.a. of this final rule where we finalize our proposals to create a
process for Medicaid and CHIP FFS programs to request and be granted an extension to the
compliance dates for the Payer-to-Payer API.
2. Proposal to Rescind the CMS Interoperability and Patient Access Final Rule Payer to Payer
Data Exchange Policy

We strongly believe that data exchange among payers is a powerful way to improve
information sharing that would allow patients and providers to have more complete access to
health information, which can help to promote better patient care. Patients may wish for their
health information to follow with them when they change payers, in part so that they can track
the services they have received, and to ensure that a new payer has information to better assist
with continuity of that care. However, given the concerns raised by stakeholders regarding the
lack of technical specification in our previously finalized policy, we proposed to rescind the
payer to payer data exchange policy finalized in the CMS Interoperability and Patient Access
rule (85 FR 25568) at 42 CFR 422.119(f)(1), 438.62(b)(1)(vi) and (vii), and 45 CFR
156.221(f)(1). We did so to prevent industry from developing multiple systems, and to help
payers avoid the costs of developing non-standardized, non-API systems, and the challenges
associated with those systems. We proposed a new policy that would, instead, require impacted
payers to implement and maintain a Payer-to-Payer API using the FHIR standard. We stated that
using FHIR APIs would ensure greater uniformity and ultimately lead to payers having more

complete information available to share with patients and providers.
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Comment: Commenters supported CMS’s proposal to rescind and replace the Payer-to-
Payer API requirements finalized in the CMS Interoperability and Patient Access rule (85 FR
25568). They agreed that the proposals would help standardize data exchange and avoid
developing duplicative systems. Multiple commenters strongly supported the newly proposed
FHIR API approach and noted that this API would leverage the same standards as the Patient
Access and Provider Access APIs. A commenter highlighted how CMS’s proposal to replace the
payer to payer data exchange addressed a key concern held by the industry about the lack of
specificity in the previous policy. Another commenter stated that they welcomed the elimination
of provider remittances and cost-sharing information from the required data content.

Response: We appreciate commenters support and are finalizing our rescission of the
previous policy.

We note that we are correcting a technical error in this final rule for the Payer-to-Payer
API requirements in Medicaid managed care. When we proposed to remove the requirement at
42 CFR 438.62(b)(1)(vi) and (vii) and instead use a cross reference to 42 CFR 431.61(b)(1) at
438.242(b)(7), we inadvertently neglected to properly revise 42 CFR 438.9 to continue excluding
NEMT PAHPs from the Payer-to-Payer API requirements. When the payer to payer data
exchange requirements were finalized in the CMS Interoperability and Patient Access rule (85
FR 25568) at 438.62(b)(1)(vi) and (vii), NEMT PAHPs were automatically excluded as 42 CFR
438.62 is not applicable to NEMT PAHPs. However, by moving the Payer-to-Payer API
requirements to 438.242(b)(7), the requirements would apply to NEMT PAHPs (at 42 CFR
438.9(b)(7)). As we explained when we proposed to exclude NEMT PAHPs from the Provider
Access API (87 FR 76258), we believed that the unique nature and limited scope of the services

provided by NEMT PAHPs, in that they only cover transportation and not medical care itself,
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justified their exclusion from the requirements of the Provider Access API. Similarly, we do not
believe that other payers have a routine need for NEMT data; therefore, requiring NEMT PAHPs
to implement and maintain a Payer-to-Payer API would be an undue burden on them. It would
also be a burden on other Medicaid payers concurrently covering a patient to receive NEMT data
quarterly as required at 42 CFR 431.61(b)(5). To correct this oversight, we are finalizing 42 CFR
438.9(b)(7) to exclude the requirement at § 438.242(b)(7), which is to comply with § 431.61(a)
and (b).

Comment: A commenter supported our proposal to rescind the previous requirements but
urged us not to finalize our new Payer-to-Payer API proposals, because many of the technical
standards are still undergoing development and refinement and operational processes have not
been established by payers. The commenter suggested that CMS should consider establishing a
voluntary payer to payer data exchange policy.

Response: We acknowledge that any new requirement is going to have operational
challenges that need to be resolved. Technical standards have substantially developed over the
past 3 years since we issued the December 2020 CMS Interoperability proposed rule (85 FR
82586). We refer readers to sections I11.G.3.a. and I1.G.3.b. of this rule for additional discussion
on enhancements to both the required and recommended IGs published since the publication of
the CMS Interoperability and Prior Authorization proposed rule. For example, the recently
published PDex IG STU 2.0.0 specification now includes a Prior Authorization profile that
enables payers to communicate prior authorization requests and decisions. We are extending our
compliance dates for the Payer-to-Payer API from our proposed 2026 to 2027 in order to provide
additional time for stakeholders, and specifically payers, to address those barriers to

implementation.
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3. Payer to Payer Data Exchange on FHIR
a. Payer-to-Payer API Technical Standards

In the CMS Interoperability and Patient Access final rule we finalized a requirement that
impacted payers must implement, maintain, and use a Patient Access API conformant with 45
CFR 170.215. However, we did not require payers to use an API or specific standards for payer
to payer data exchange in that final rule.

In the CMS Interoperability and Prior Authorization proposed rule, we proposed an API-
based payer to payer data exchange utilizing standards and technology similar to that of the
Patient Access API. The degree of overlap between the requirements for the Patient Access API
(discussed in section II.A.2. of this proposed rule) and the Provider Access API (discussed in
section II.B.2. of this proposed rule) should ease the development and implementation of the
Payer-to-Payer API for payers.

The Patient Access API will provide the foundation to share adjudicated claims and
encounter data, all data classes and data elements included in a standard adopted at 45 CFR
170.213 (USCDI), as well as certain information about prior authorizations. Because, as of
January 1, 2021, the same adjudicated claims and encounter data, and all data classes and data
elements included in the standard at 45 CFR 170.213 are already required for the Patient Access
API, payers should have already formatted these categories of data and prepared their systems to
share these standardized data via a FHIR API. As a result, payers have already devoted the
development resources to stand up a FHIR API infrastructure when they implemented the Patient
Access API, which could be adapted for additional interoperability use cases.

We proposed that, beginning January 1, 2026 (for Medicaid managed care plans and

CHIP managed care entities, by the rating period beginning on or after January 1, 2026 and for
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QHP issuers on the FFEs, for plan years beginning on or after January 1, 2026), impacted payers
must implement and maintain a Payer-to-Payer API that is conformant with the same technical
standards, documentation requirements, and denial or discontinuation policies as the Patient
Access API.

We proposed to require certain standards adopted under 45 CFR 170.215 that are
applicable to the Payer-to-Payer API. We are finalizing our proposals for the Payer-to-Payer API
with modifications, requiring impacted payers to use the following standards: HL7 FHIR Release
4.0.1 at 45 CFR 170.215(a)(1), US Core IG at 45 CFR 170.215(b)(1)(i), and Bulk Data Access
IG at 45 CFR 170.215(d)(1). We also recommend payers use the CARIN IG for Blue Button
STU 2.0.0, PDex IG STU 2.0.0, and SMART App Launch IG Release 2.0.0 to support Backend
Services Authorization. We proposed but are not finalizing to require impacted payers to use
SMART App Launch IG and OpenID Connect Core for reasons discussed later in this section.
We refer readers to Table H3 for a full list of the required standards and recommended IGs to
support API implementation. We refer readers to section II.G. of this final rule for further
discussion of the required and recommended technical standards for the Payer-to-Payer API.

One operational difference between the Patient Access and Payer-to-Payer APIs is that
payers may find it more efficient to share data for multiple patients at a time. It is likely that
impacted payers with a fixed enrollment period will have many patients’ data to share at one
time, especially if other payers share that enrollment period (such as QHPs offered on an FFE).
In such a situation, it could require significant time and resources for payers to send each
patient’s data individually through an API. The Bulk Data Access IG for exchanging multiple

patients’ data at once has been adopted by ONC at 45 CFR 170.215(d)(1), which is discussed
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further in section IL.F. of this final rule and is a standard we proposed to require for the Payer-to-
Payer APL.

We requested comments on these proposals. We received multiple comments regarding
technical implementation challenges and the maturity of the recommended 1Gs, which are
addressed in section II.G. of this final rule. Here we respond to the comments specific to the
standards and IGs for implementing the Payer-to-Payer API.

Comment: Multiple commenters stated their support for the proposed FHIR standard and
recommended IGs for the Payer-to-Payer API. Multiple commenters stated that the FHIR
standard will ultimately prevent issues with data sharing across payers and allow information to
be shared accurately and timely. Many commenters gave their support for our proposal that the
Payer-to-Payer API must be conformant with the standards at 45 CFR 170.215, including
support for the Bulk Data Access IG and OpenlD Connect Core. Some commenters agreed with
not requiring payers to use the CARIN IG for Blue Button or HL7 Da Vinci IGs. Additionally,
other commenters explained that universally implementing FHIR would define how health care
information is shared, but will have no impact on how data are collected or stored. Multiple
commenters stated their support for requiring Payer-to-Payer APIs to use the same standards as
the other interoperability APIs. A commenter stated that leveraging the same standards and 1Gs
will support efficient implementation. Another commenter stated that the lack of standards has
been one of the barriers to achieving data fluidity between payers.

Response: We thank commenters for their support of the proposed standards and
recommended IGs for the Payer-to-Payer API and agree that the using standards will support
more efficient data sharing. Requiring impacted payers to use the same standards and 1Gs will

support consistent implementation and improve interoperability across health care. We note that
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for the Payer-to-Payer API, we are finalizing a modification to our proposal by not requiring the
SMART App Launch IG at 45 CFR 170.215(c) and OpenID Connect Core at 45 CFR
170.215(e)(1), as discussed further in section II.C.3.d.iii. of this final rule. Protocols requiring
user level credentials managed by the payer, such as those used with OpenID Connect Core, are
generally not appropriate for business-to-business data exchanges like the Payer-to-Payer API
where a particular individual may not be directly initiating the exchange.

Comment: Some commenters who supported the proposal that the Payer-to-Payer API
must be conformant with FHIR at 45 CFR 170.215(a)(1) identified concerns with
implementation. Multiple commenters agreed with the approach to require the FHIR standard for
Payer-to-Payer APIs, but some commenters noted that the standard has not been widely
demonstrated in production by industry stakeholders. A commenter stated that payers will need
to create workflows to process exchanges, incorporate received data into local records, and
troubleshoot any issues. A commenter recommended that CMS allow 1 to 2 years to implement
new standards depending on complexity. The commenter encouraged data transfer standards be
backward compatible.

Response: We agree that implementing new standards takes time and appreciate the
commenter recommending we allow 1 to 2 years. However, technology and standards are ever
evolving and will never remain static for the period it would take the entire industry to
implement. To address comments about the time necessary for implementation, we are delaying
the compliance dates for the Payer-to-Payer API to 2027, which will give implementers
approximately 3 years from the publication of this final rule. Public comment has broadly
indicated that the proposed standards will be sufficiently mature for implementation by that

deadline. We will continue working with HL7, the FHIR accelerators, and industry stakeholders
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to define, to participate in and convene testing events, and to develop and maintain the
specifications, which moves them towards greater maturity. Specifically, the PDex IG has been
tested, implemented, and based on industry standard consensus, is ready for use. We
acknowledge that the standards discussed in this rule will continue to mature to enhance
functionality and meet additional use cases. We expect that future rulemaking by CMS and ONC
will be necessary to keep pace with the latest technical innovations. While the technology may
never be “done,” commenters indicated that the standards available today are sufficiently mature
to facilitate 2027 compliance dates for the policies in this final rule that require API development
or enhancement.

We acknowledge that, as with any standard, potential compatibility issues could arise
through the further development of those specifications. We discuss 1G maturity further in
section II.G.3.b. of this final rule. These standards are subject to a standards development
process where changes are reviewed and compatibility is an important consideration,
increasingly so with the level of adoption and use. As the IGs mature, the number of potential
compatibility issues between versions is expected to decrease.

Comment: Multiple commenters recommended that CMS name specific IG versions and
standards as a baseline for the Payer-to-Payer API and create a formal standard version
advancement process similar to the ONC Standards Version Advancement Process (SVAP). A
commenter noted that an established SVAP would give the industry and HL7 the opportunity to
continue refining and testing standards and IGs to ensure consistent implementation. A
commenter recommended that CMS ensure that the applicable Payer-to-Payer API technical
standards remain current as new versions become available. Multiple commenters specifically

stated their concern for endpoint compatibility and recommended that CMS create required
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standards so that payers do not need to make one-off modifications to accommodate slightly
different APIs.

Response: In the proposed rule, we stated that we believed the approach of
recommending, but not requiring, specific versions of the IGs would provide directional
guidance without locking implementers in to the versions of the recommended IGs available at
the time of the proposed rule. To not recommend any specific IGs would have meant a more
diverse set of proprietary solutions with little to no interoperability. Our recommendations have
allowed the IG authors and community to receive feedback from real-world use and to further
mature and refine the IGs. Certification and testing of these APIs could help avoid
implementation variation and will consider ways for CMS to support such testing in the future.
In addition, by using the recommended IGs, implementers can ensure that their APIs are
compatible and conformant to the requirements. As the standards continue to mature, we will
consider whether to propose requiring additional IGs through rulemaking.

Comment: A commenter stated that the proposed IGs are dependent on an outdated
network authentication protocol and recommended using the HL7® FHIR® Da Vinci Health
Record Exchange (HRex) IG, which leverages UDAP for authentication. Another commenter
simply recommended utilizing UDAP for authentication. Another commenter recommended
CMS modify the standards and IGs to adequately capture the Payer-to-Payer API requirements.
The commenter stated that CMS should support the development of content and technical
standards for prior authorization decisions that can be incorporated into the appropriate 1Gs for
testing.

Response: We acknowledge that there is no single security protocol approach that will

address all use cases. Additionally, within a single API, implementers may need to utilize more
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than one protocol to address specific population and trading partner needs. As discussed in
section II1.C.3.d.iii., we are finalizing a modification to our proposal to not require the OpenID
Connect Core and SMART App Launch IG standards for the Payer-to-Payer API. We recognize
that methods such as SMART Backend Services (which is included in the SMART App Launch
IG v2), mTLS, UDAP, or other trust community specified means may be appropriate depending
on the needs. We refer readers to Table H3 in this final rule for an updated finalized list of all
required and recommended IGs for the Payer-to-Payer API. We will continue to work with ONC
to advance the versions of the standards that ONC adopts at 45 CFR 170.215. We will continue
to monitor the development UDAP and other trust community specified solutions that could
support the Payer-to-Payer API authentication process. We also note that ONC has adopted
SMART Release 2.0.0 at 45 CFR 170.215(c)(2) and while we are not requiring the SMART App
Launch IG for the Payer-to-Payer API, we do recommend using SMART Backend Services.
Comment: A commenter expressed support for maturing the PDex IG and noted that the
IG still needs more testing for specific use cases. Another commenter suggested that CMS not
finalize the Payer-to-Payer API until it works with HL7 to diminish the costs with the PDex IG.
The commenter noted that in the PDex IG, the patient would be responsible for manually
executing the data exchange using a third-party app and then transmitting that information to a
new payer. Another commenter stated that the 1Gs identified for the payer to payer data
exchange include the capability for two methods (member-mediated and member-directed),
which would cause confusion and redundancy. The commenter stated that the member-directed
solution would potentially give the new payer access to financial information meant to be

available only to the patient.
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Response: The PDex 1G provides multiple data exchange methods. One method allows a
member to directly authorize data being sent to a third party. While this method could be utilized
for payer to payer interactions, it is not the primary method defined by the PDex IG for that use
case. For the Payer-to-Payer API use case, the PDex IG provides guidance for supporting
exchanges that do not require direct member engagement. The PDex IG STU 2.0.0, which is
being recommended for the Payer-to-Payer API in this rule, can facilitate on the payer to payer
exchange by defining a means for the requesting payer to send a record of the patient’s opt in to
retrieve data from the other payer. This method does not require patient action through OAuth
and is the method we recommend for payer to payer data exchanges. While we recognize that the
PDex IG utilizes mTLS for payer authentication, we are not requiring that protocol and
recognize that other methods, such as SMART Backend Services, UDAP, or other trust
community specified means, may be appropriate and easier to implement at scale. Payers will be
able to choose the protocols or combination of protocols they deem appropriate as long as they
meet the applicable security and privacy requirements.

Comment: Multiple commenters had concerns regarding FHIR due to the lack of mature
HL7 FHIR 1Gs and recommended that CMS instead advance payer to payer data exchange by
leveraging the TEFCA QHINs. A few commenters recommended that CMS address the need for
a legal governance framework for payer to payer data exchange. A commenter recommended
that CMS work with ONC and the TEFCA RCE to incorporate the payer to payer data exchange
use case into TEFCA’s planned support for payment and operations exchange. The commenter
also recommended that CMS allow payers to comply with the Payer-to-Payer API requirements

by participating in TEFCA.
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Response: We agree with the commenter that TEFCA can provide an efficient vehicle to
query, send, and receive standardized electronic health information (EHI) from a broad array of
participants enabling payer to payer data exchange. While standards and 1Gs for using FHIR
within a network like TEFCA are still maturing, the FHIR Roadmap for TEFCA Exchange
outlines the path for implementation. In addition, ONC and the RCE are currently developing the
requirements in Common Agreement Version 2.0 for FHIR-based exchange under TEFCA
across Exchange Purposes, including for Payment and Operations. ONC is aiming to publish
Common Agreement Version 2.0 in the first quarter of 2024. To the extent that the requirements
of this rule can be met through TEFCA exchange by the compliance dates, payers are permitted
to do so. However, as there are methods for exchanging data under TEFCA that do not comply
with the standards requirements we are finalizing (such as exchanging information using a
method other than a FHIR API), participation in TEFCA, including exchanging the required
data, does not necessarily mean that the payer is meeting the requirements of this rule.

We note that payer to payer data exchange is legally required under this final rule and as
such, legal agreements are not required. However, we understand that some payers may still
request legal agreements. CMS is also working closely with ONC to explore how TEFCA could
potentially be leveraged to support scalable governance for payer to payer exchange.

Comment: Multiple commenters expressed support for CMS requiring the Bulk Data
Access IG. A commenter stated that this IG was designed to exchange population level data to
allow payers and providers to analyze care using the tools of “big data” analytics and for bulk
information exchange between payers and providers for populations covered under value-based
arrangements. A commenter stated it is critical to pace mandates with the development and

adoption of standards and that the Bulk Data Access IG is not finalized or adopted by HHS.
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Another commenter stated that while the Bulk Data Access 1G is the correct specification for
transferring large amounts of data between two payers, the IG is still evolving. A commenter
highlighted that the Bulk Data Access IG will require additional development efforts for their
organizations since it is new. Another commenter stated that the Bulk Data Access IG does not
include aspects that are relevant to the Payer-to-Payer API.

Response: In the ONC Cures Act final rule HHS adopted the Bulk Data Access 1G at 45
CFR 170.215(d)(1). In the CMS Interoperability and Patient Access final rule (85 FR 25510), we
finalized a requirement to implement, maintain, and use API technology conformant with the
standards at 45 CFR 170.215, which includes the Bulk Data Access IG. In this final rule, we are
finalizing standards applicable for each API. Bulk data exchanges are usually used for system-to-
system use cases and allow large volumes of information on a group of individuals to be shared
in one exchange, which could be useful for sharing data between payers. Therefore, we feel that
the Bulk Data Access IG is relevant for the Payer-to-Payer API and is being finalized as
proposed.

Comment: Multiple commenters recommended blockchain based technologies be used
for the payer to payer data exchange. A commenter recommended that CMS support and
evaluate blockchain-based technologies for the payer to payer data exchange and recommended
that there needs to be confidence in the ability of blockchain-based technologies to leverage APIs
for associated data movement. Another commenter recommended that CMS retain regulatory
flexibility to enable future data exchange opportunities, including the potential for permissioned
on-chain PHI access rather than an API call and response model.

Response: We acknowledge that there are a range of technologies that may facilitate

interoperability. In conjunction with ONC, we are working to establish standards that result from
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the work of SDOs and have been generally agreed upon by the industry through consensus-based
processes. Blockchain technologies do not meet those criteria at this time, but we will continue
to monitor evolving technologies and their possible benefits for interoperability. In the
meantime, we are not prohibiting payers from using blockchain technology if they are doing so
in a way that meets their legal requirements.

Comment: Some commenters stated that payers, especially state Medicaid and CHIP
agencies, would need technical assistance with implementing the Payer-to-Payer API. Multiple
commenters stated that payers could use HIEs to implement the Payer-to-Payer API
requirements, including the opt in process, which would reduce the burden on payers.

Response: CMS has hosted, and intends to host in the future, CMS and HL7 FHIR
Connectathons, which are free for stakeholders to attend, as well as provide educational webinars
providing overviews of the technical requirements set forth in the interoperability rules.
Additional public resources also exist through HL7, such as HL7 FHIR Connectathons, HL7
website resources and HL7 FHIR workgroup meetings. We understand that some payers may
have implementation challenges and one of the reasons we are finalizing 2027 compliance dates
is to give impacted payers additional time to prepare and test any new processes they may need
to implement.

To the extent that it reduces burden, we encourage payers to partner with HIEs or HINSs,
especially those operating under TEFCA, to facilitate payer to payer data exchange, subject any
other applicable laws governing privacy and disclosure of these data. Some HIEs may already
have the technical framework to manage patient consent or engage in standardized data exchange
via FHIR APIs in ways that existing payer systems do not. Nothing in this rule would prohibit an

impacted payer from partnering with an HIE to meet its requirements. For instance, as HIEs may
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have access to clinical data from providers that payers do not, some impacted payers may want
to contract with an HIE to host their required API, either as their repository for clinical data, or
as an intermediary with the payer’s own systems. The HIE could then augment payer data with
other clinical data they have access to in order to enhance the data available to via the Patient
Access, Provider Access, and Payer-to-Payer APIs, subject to other applicable law.

Comment: A commenter cautioned that CMS’s proposals could result in each payer
building their own API, and each payer pulling data from every other payer within a state. A
commenter stated that it is not feasible for every clearinghouse to maintain so many non-standard
connections, and to do so would be costly and risky. The commenter stressed the urgency to
implement a National Data Warehouse Exchange Hub/Clearinghouse.

Response: Impacted payers will not have to maintain non-standard connections for this
payer to payer data exchange, as we are requiring impacted payers to use a FHIR API to support
interoperable implementations. We are requiring impacted payers to use the same standards
specifically so that connections between payers do not need to be “hard coded” but can rely on
the same technical standards to connect to any other payer’s endpoint. There is no requirement to
use a clearinghouse, but to the extent it could benefit payers, we encourage them to leverage
HIEs or HINs.

Comment: A commenter recommended that CMS resolve the technological infrastructure
dependencies by further investing in the HL7 FAST Accelerator and ONC’s work to facilitate
patient matching and support implementation of the HL7 FAST Accelerator solutions to enable
scaled exchange through FHIR APIs. Another commenter recommended that CMS collaborate
with ONC to encourage industry adoption of the solutions outlined by the HL7 FAST

Accelerator, at minimum, identity resolution, security, and directory for the Payer-to-Payer API.
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Response: We will continue to work closely with ONC on the FAST Accelerator and will
seek to leverage any appropriate solutions being developed as part of this work. We are also
committed to continuing to work with HL7, the Accelerators, and interested parties within the
industry in defining, participating in, and convening testing events, as well as developing and
maintaining the specifications, thereby moving them toward greater maturity and will adopt
solutions as appropriate to our use cases as they mature.

b. Payer-to-Payer API Data Content Requirements
1. Data Content

We proposed to require impacted payers to implement and maintain a Payer-to-Payer API
to exchange claims and encounter data (excluding provider remittances and patient cost-sharing
information), all data classes and data elements included in a content standard at 45 CFR
170.213 (USCDI), and certain information about prior authorizations that the payer maintains
with a date of service on or after January 1, 2016. As stated in the proposed rule (87 FR 76255),
this set of data is consistent with requirements for the Patient Access API finalized in the CMS
Interoperability and Patient Access final rule (85 FR 2555) and our proposals for the Patient
Access and Provider Access APIs. Using the same data content standards across the APIs in this
final rule adds efficiencies for payers and maximizes the value of the work that has already been
done, reducing the overall burden for impacted payers.

In response to comments, we are finalizing our proposal, with modifications. We are
modifying the data content by excluding data related to denied prior authorizations. In addition,
we are also finalizing a modification by only requiring impacted payers to exchange data with a

date of service within 5 years of the request.
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Comment: Many commenters expressed that using the same January 1, 2016 start date for
the set of data that must be exchanged via the Payer-to-Payer API would include significant
historical data that are unlikely to be relevant to a patient’s current health status and ongoing
care. Those commenters urged us to establish a rolling period of time to the date of the exchange
for the data content that must be shared. Some commenters pointed out that the technical and
operational level of effort to integrate a patient’s full history would impose significant data
storage and archival costs on payers. Some commenters disagreed with CMS’s justification for
the proposal that payers were the appropriate maintainer of a patient’s complete health history
and suggested that while payers had a role to play, patient apps could be a more efficient,
effective and reliable method to meet that objective.

Response: While we continue to support and emphasize the benefits of payer to payer
data exchange, we also recognize the burden of exchanging and storing large amounts of
complex patient data. There are two main benefits for Payer-to-Payer API data exchange: to
facilitate care continuity when a patient changes payers and to maintain the patient’s record so
that relevant information is not lost. After consideration of the comments, we agree that requiring
impacted payers to exchange a patient’s entire history back to the proposed January 1, 2016 date
would impose a significant burden on payers to integrate and maintain those data. In effort to
balance the benefits we described in the proposed rule, which were supported by commenters,
and the burden that some commenters raised, we are finalizing a modification to our proposal to
limit the payer to payer data exchange to only the previous 5 years of data.

As described previously, solutions are emerging in the marketplace for Personal Health
Records (PHR) that are better suited to keeping patient records for an indefinite period than

payers, which might themselves maintain limited clinical data. ONC defines a PHR as an
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electronic application through which patients can maintain and manage their health information
(and that of others for whom they are authorized) in a private, secure, and confidential

environment.’®

For instance, health apps can create a longitudinal record by gathering data both
from payers via the Patient Access API, and providers’ CEHRT. Even so, it is still important for
patient care and continuity for a patient’s new payer to receive and maintain some recent
historical record of the patient’s care. When a patient changes payers, only the information that
the current payer maintains would be available via the Patient Access, Provider Access and
Payer-to-Payer APIs.

As payers and providers will have a more robust infrastructure for data exchange
(including via the FHIR APIs required in this final rule), they are better suited to enable data
exchange to providers and between payers than a patient would be with their PHR. A patient
could supplement information that their payer maintains with information from their PHR, but
should not have the primary responsibility for ensuring the technical capability to send their
records.

For continuity of ongoing care, we expect that the more recent data are, the more relevant
they generally would be. Therefore, it is important to establish a period of time that is reasonably
likely to include information relevant to foreseeable care after a patient changes payers. While
many commenters suggested shortening the timeframe for data to be exchanged, we did not
receive comments suggesting a specific period. Five years balances the needs to manage care
continuity and establish a patient record with their new payer while not being overly burdensome

on payers to exchange and maintain a large amount of data that may not be relevant. Being able

to keep the most recent 5 years of data when transitioning between payers will cover the vast

8 Office of the National Coordinator for Health Information Technology. (2016, May 2). Frequently Asked
Questions. Retrieved from https://www.healthit.gov/fag/what-personal-health-record.
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majority of a patient’s ongoing and future healthcare needs. Even for patients with chronic
conditions, data older than 5 years are unlikely to have significant relevance or value when more
recent information is available. This amount of data sharing strikes the right balance of limiting
the burden to payers, while still reaping the benefits of care coordination and continuity and
allowing patients to maintain a significant amount of data with their current payer.

However, we disagree with commenters who suggested limiting the data exchange to a
shorter period to focus only on current health conditions and ongoing care. We do not want to
narrow the scope of data to be exchanged to focus simply on care continuity. Health information
that is not relevant at the time a patient changes payers may later be important for the patient or
their providers to have access to. Beyond the care continuity justification for payer to payer data
exchange, making a reasonable amount of patient data available, even if it is not the patient’s full
record, is still an important goal of this policy. For these reasons, and to better balance the
burden on payers and benefit to patients, we are finalizing a modification to our proposal to only
require the most recent 5 years of data be exchanged between impacted payers. We will monitor
the Payer-to-Payer API implementation and usage to determine whether to extend this timeframe
in the future.

For some patients, those 5 years of data may still comprise a significant quantity.
However, the data content requirements for the Payer-to-Payer API are built on structured data
standards, such as the data classes and data elements included in a content standard at 45 CFR
170.213 (USCDI), which should be easily ingested using the recommended 1Gs. The exception
to that structured data is administrative and clinical documentation submitted by providers
related to prior authorization requests and decisions, as discussed later in this section of this final

rule. We encourage impacted payers to review the PDex IG for guidance on ingesting patient
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data in a structured manner that creates a useable patient record.” We also note that CMS will
continue to work closely with ONC and other federal agencies to improve data interoperability
through initiatives such as the USCDI+.

Comment: Multiple commenters recommended narrowing the scope of data that would be
exchanged via the Payer-to-Payer API. Some commenters suggested that CMS narrow the scope
of information required to be exchanged to specific data that would facilitate a change in
coverage. Other commenters recommended that CMS only require a minimum set of information
necessary to facilitate a patient’s transition and improve care coordination. Some commenters
recommended that CMS work with industry stakeholders to determine a subset of key coverage,
clinical, demographic, claims, and encounter information to share via the payer to payer data
exchange to support coverage transitions. Another commenter expressed that the data exchange
should be limited to claims data and prior authorization decisions.

Response: We disagree with the view that the information sent via a Payer-to-Payer API
should be limited to a minimum set of data that would facilitate transition between payers and
continuity of ongoing care. While care continuity is one purpose of the Payer-to-Payer API, there
are use cases that benefit from additional information being sent. Specifically, we proposed to
include claims, encounter data and clinical data to maintain the availability of those data for the
Patient Access and Provider Access APIs after a patient changes payers. We acknowledge that a
patient’s historical data may not be directly relevant to a patient’s care at the time of transition.
However, that does not mean that a patient or provider would never have a reason to access those
data. While the payer to payer data exchange has its use cases, the Patient Access and Provider

Access APIs have additional use cases. Therefore, it is important to consider not just how a payer

7 Health Level Seven International. (2023, October 28). Da Vinci Payer Data Exchange. Retrieved from
https://build.thir.org/ig/HL7/davinci-epdx/.
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would use data received from a previous payer, but how patients and providers may use it as
well. A patient should not lose access to their recent claims, encounter, or clinical data from their
payer because they are not strictly necessary to facilitate the transition to a new payer. As
discussed, we are finalizing a modification to our proposal to limit the data to be sent to that with
a date of service within 5 years of the request.

Comment: Multiple commenters provided recommendations regarding clinical data to be
exchanged. Some commenters stated that clinical information is not stored in a sharable format
for the Payer-to-Payer API. Specifically, a commenter discussed how current technology cannot
adequately parse through large, non-standardized files. The commenter noted that clinical
information sent by providers to payers is not received, structured, or stored in a way to be
shared, as the X12 275 transaction standard for healthcare claims attachments has not been
finalized (though a standard has been proposed in the HIPAA Standards for Healthcare
Attachments proposed rule (87 FR 78438)). In addition, a commenter recommended that CMS
work with ONC to implement a requirement that providers share comprehensive clinical data in
a FHIR enabled format with patients and payers. Another commenter recommended that CMS
remove the requirement that impacted payers share all clinical information in USCDI and focus
on the clinical information that has been received in standard, electronic structured format related
to prior authorization. A commenter asked CMS to explain whether impacted payers only need
to make available via the API the USCDI data classes and data elements that they currently
maintain.

Response: We acknowledge that not all information that we are requiring to be made
available through the Payer-to-Payer API will be stored and maintained in a structured data

format within the payers’ systems. However, the benefits of ensuring that a patient’s data follow
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them to a subsequent payer outweigh the burden of exchanging that information. In many
circumstances, clinical information can be significantly more informative than claims or
encounter information. For example, claims for laboratory tests will not provide the actual results
of those laboratory tests, which is more important than simply knowing that laboratory tests were
done without knowing what the results were. However, we know that many payers do not
maintain clinical data, or only maintain specific sets of clinical data and therefore claims and
encounter information can fill gaps that would otherwise be missing.

Our data content requirements for the Payer-to-Payer API are built on the existing
requirements for the Patient Access API. The set of clinical information that we have required to
be available via the Patient Access API since January 1, 2021 is defined by the USCDI standard
at 45 CFR 170.213. As discussed in section II.A.2.d. of this final rule, for clarity we are changing
the regulatory text to point directly to the USCDI standard at 45 CFR 170.213 for the Patient
Access API, as well as the new Provider Access and Payer-to-Payer APIs. Therefore, to the
extent a payer maintains those data, the data classes and data elements in USCDI should already
be in payers’ systems in a form that makes them available via a FHIR API. Because payers
should already have experience making that set of information available, there should not be a
significant burden to make the same underlying data available through multiple APIs.
Henceforth, with our revisions to directly reference the content standard at 45 CFR 170.213, the
Patient Access, Provider Access, and Payer-to-Payer APIs will all be required to include all data
classes and data elements within that content standard that are maintained by the payer.

We are not adding any requirements in this final rule that would require payers to parse
and convert unstructured files into structured data, either for their own records or to share via the

APIs. We also expect that as standards are adopted across the industry, an increasing percentage
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of clinical data will be stored and transmitted in structured formats, which is a result we
encourage. We note, however, that unstructured administrative and clinical documentation
submitted by a provider to support a prior authorization request (excluding those for drugs and
those that were denied) are required to be sent through the Payer-to-Payer API.

Comment: A commenter recommended that the patient’s choice whether to opt into the
Payer-to-Payer API be part of the data exchanged.

Response: That piece of information is required as part of the attestation of patient opt in
and is discussed in more detail in section I1.C.3.d.iv. of this final rule. If a patient does not opt in,
there would be no payer to payer data exchange under these requirements.

Comment: A commenter recommended that CMS reduce the quantity of data that needs
to be exchanged by not requiring that denied claims be exchanged between payers.

Response: While some denied claims may be extraneous (such as a claim denied because
it is a duplicate), they may contain important information about a patient that would be beneficial
to their record. A claim, even if it is denied, can indicate that a patient received items or services,
even if the claim was not paid. Denied claims are also included in the information that is
currently required to be available via the Patient Access API (85 FR 25532). We did not propose,
nor are we finalizing, to exclude denied claims from the Payer-to-Payer API (or the Provider
Access API). However, as discussed in section II.C.3.b.iii., we are excluding denied prior
authorization requests from the set of information that must be exchanged between payers.
Unlike claims, a denied prior authorization request does not indicate that the patient actually
received items or services and therefore an exclusion is justified, as discussed.

Comment: Multiple commenters stated that payers have already formatted the necessary

data elements and prepared their systems to share the standardized data through other FHIR



CMS-0057-F 264

APIs. A commenter noted that this infrastructure can be adapted for expanded interoperability
use cases, such as the Payer-to-Payer API. However, another commenter believed that barriers to
implementing FHIR APIs exist in the way of process siloes in payer organizations.

Response: We appreciate the confirmation that payers have already formatted the
necessary data elements to be shared through other FHIR APIs, particularly the Patient Access
API. We agree that infrastructure can be adapted for this Payer-to-Payer API and are requiring
the same data classes and data elements already required for the Patient Access API. Payers have
already formatted these data elements and prepared their systems to share these standardized data
via a FHIR API. We note that the Payer-to-Payer API data content requirement also includes
both structured and unstructured administrative and clinical documentation submitted by
providers related to prior authorizations, of which the unstructured documentation is not required
to be shared through the Patient Access and Provider Access APIs. We also agree that payers
have already devoted the development resources to standing up a FHIR API infrastructure when
they implemented the Patient Access API, which could be adapted for expanded interoperability
use cases. Using the recommended 1Gs will reduce implementation barriers and we encourage
payers to get involved in the HL7 FHIR workgroups and to collaborate with other payer
organizations on these API implementations. In addition, we are delaying the compliance dates
to 2027 rather than the proposed 2026 not just to give payers time to implement the technical
requirements, but also to address any internal business process changes that may be necessary.
i1. Provider Remittances and Patient Cost-Sharing

We proposed to exclude provider remittances and patient cost-sharing information from
the Payer-to-Payer API because that information is often considered proprietary by payers.

While there could be value to patients having provider remittances and patient cost-sharing
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information available via the Patient Access API, exchanging those data between payers would
have only a limited beneficial impact on care. We believed that information about provider
remittances and patient cost-sharing under another payer would have no impact on a payer’s
ability to ensure care continuity when a patient changes payers. Furthermore, there are existing
processes for coordinating payment when a patient has concurrent payers that we did not wish to
affect. Sharing claims and encounter information, even without these cost details, would
complement the data classes and data elements included in a content standard at 45 CFR 170.213
(USCDI), by providing more information about the patient’s care history to support care
coordination and efficient operation.

Comment: Multiple commenters supported the exclusion of provider remittances and
patient cost-sharing information from the data shared through the payer to payer data exchange.
However, a few commenters noted that this policy could create additional development work if
payers need to segment data elements to make provider remittances and patient cost-sharing
information available via the Patient Access API, but not the Payer-to-Payer API (or Provider
Access API).

Response: We acknowledge that segmenting data could create additional burden for
payers. However, as discussed in the proposed rule, we proposed to not require provider
remittances and patient cost-sharing information be included in the data shared via the Payer-to-
Payer API because payers may consider that information proprietary. We agree that cost
information would have limited benefits to care continuity when a patient changes payers.
However, as our policy to exclude that information is intended to protect the payer’s proprietary

information, we are not prohibiting payers from sending it. Therefore, if a payer believes that
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implementing their Payer-to-Payer API in such a way that includes provider remittances and
patient cost-sharing information would reduce burden, they are not prohibited from doing so.
iii. Prior Authorization Data

We refer readers to section II.A.2.a. of this final rule where we discuss in more detail
how prior authorization data must be available through the Patient Access API — and therefore
through the other APIs as well. Our proposals to include prior authorization data in the Payer-to-
Payer API mirrored our proposals to include prior authorization data in the Patient Access and
Provider Access APIs. We stated that it would be valuable for payers to make certain
information about prior authorizations available via the Payer-to-Payer API, particularly when a
patient enrolls with a new payer. Prior authorization data can inform a payer about ongoing
treatments. Payers can use that information to determine whether a new patient needs a new prior
authorization, and, if so, whether the information from the previous payer is sufficient for them
to issue a decision without additional work by the patient or provider. Prior authorization is a
significant focus of this final rule as a whole, and information about these requests and decisions
could be beneficial to patients, providers, and payers. As discussed in more detail in section I.D.,
this final rule does not apply to any prior authorization processes or standards related to any
drugs.

We discuss prior authorization and prior authorization processes in more depth in section
ILI.D. of this final rule. We proposed to add certain information about prior authorizations to the
set of data that impacted payers must make available via the Payer-to-Payer API upon request
from another payer. We proposed that the information must include:
(1) the status of the prior authorization;

(2) the date the prior authorization was approved;
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(3) the date or circumstance under which the authorization ends;
(4) the items and services approved;

(5) the quantity used to date; and

(6) related administrative and clinical documentation.

Comment: Many commenters generally supported including prior authorization
information in the Payer-to-Payer API and stated that this would increase transparency, improve
care coordination, and reduce burden on providers, patients, and payers. Commenters stated that
including prior authorization data in the Payer-to-Payer API would protect beneficiaries’ access
to necessary items and services since information on prior authorization is not always transferred
when beneficiaries switch coverage today. A commenter stated that prior authorization
information would enable the new payer to provide continuous coverage for existing treatments
and highlighted that this is especially important for patients receiving cancer treatment and
specific medications after progressing through step therapies. Multiple commenters expressed
support for sharing historical data to increase payer knowledge of previous patient prior
authorization decisions and health care data, and to encourage continuity of care.

Response: We appreciate commenters concurring on the importance of previous payers
sharing authorization data. The prior authorization process is a priority area for us to reduce
patient and provider burden.

Comment: Multiple commenters recommended that some types of prior authorization
data should be excluded from the Payer-to-Payer API. A few commenters suggested that CMS
not require impacted payers to include information about prior authorizations without fully
understanding how payers could use that information. Commenters specifically recommended

that CMS exclude information about previously denied prior authorizations. A commenter noted
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that this might be used to limit care for patients, even if they meet the new payer’s criteria for the
same service. Conversely, another commenter noted that there is some benefit to patients and
providers having a basic history of denied prior authorization requests.

Response: After considering the comments we received, we are removing the
requirement to include denied prior authorization decisions in the Payer-to-Payer API. However,
we note that supporting clinical information associated with such decision may be available
under the requirement to share all data classes and data elements included in the data content
standard at 45 CFR 170.213 (USCDI) that are maintained by the payer. As discussed previously,
we are focusing on the aspects of payer to payer data exchange that relate to care continuity
when a patient changes payers. Because a previously denied prior authorization decision
generally would not reflect ongoing treatment, and thus the information may not support care
continuity, the value of including such information would likely be outweighed by the drawbacks
of doing so. A denied prior authorization decision does not provide information about the
patient’s ongoing care because it does not show that patients received any items or services. If a
patient did receive those items or services despite the denial of coverage, that information would
have to be gathered from elsewhere (such as clinical data), regardless of whether the payer
receives information about the denied prior authorization decision. However, we emphasize that
denied prior authorization decisions are required to be shared via the Patient Access and Provider
Access APIs because the benefits to those parties of accessing that information can be
significant, especially for resubmitting requests or appealing decisions.

However, this information could be used in ways that would negatively impact a patient’s
care or coverage. For example, information about a denied prior authorization decision could

potentially create bias in future prior authorization decisions with the new payer, and patients
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could experience challenges to obtain coverage for a given service. Even if a previously denied
prior authorization does not in fact create bias with the new payer, some patients may fear that
result, which could lead to fewer patients opting in to payer to payer data exchange.

Comment: Several commenters recommended not including the quantity of services used
to date due to the concern that health plan claims data updates are often delayed and, therefore,
may not be a reliable source to track the number of authorized services used to date. A
commenter recommended that CMS require only the authorized units of items and services for a
specific prior authorization, rather than the items and services used under the authorization.

Response: Upon reviewing comments, we agree with the many commenters who pointed
out that the authorized services used to date under a prior authorization may be more confusing
than useful for patients and providers. We heard that the quantity used to date would only be
available based on claims that have been submitted and adjudicated for those items or services.
Because there can be a significant lag between the items or services being provided and the claim
being adjudicated, the information available through the APIs could be out-of-date and
inaccurate. Therefore, we are finalizing a modification to our proposal that will not require
payers to share the number of items or services used under the authorization. We are also
finalizing a modification to our proposals that this information does not need to be included in
the Patient Access API (discussed in section I1.A.2.a.ii.) or the Provider Access API (discussed
in section I11.B.2.g.).

Comment: Several commenters encouraged CMS to include unstructured documentation
and forms that were submitted as part of a prior authorization request. Some payers commented
that making that documentation available via the Payer-to-Payer API will facilitate their ability

to make prior authorization decisions for a new patients without requesting duplicative
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information be submitted. Commenters stated that unlike in the Patient Access and Provider
Access APIs, sharing supporting documentation through the Payer-to-Payer API could allow the
new payer to use that information to make decisions about subsequent prior authorizations, if
required. A few commenters held the opposing view that CMS should not finalize requirements
to include clinical documentation and forms with prior authorization information via the Payer-
to-Payer API.

Response: We are finalizing a modification to our proposal for the Patient Access and
Provider Access APIs to remove the proposed requirement to make available unstructured
administrative and clinical documentation. We have concluded that for these APIs, the burden
outweighs the benefit. However, that is not the case for the Payer-to-Payer API. One of the goals
of this regulation and the Payer-to-Payer API requirement is to promote greater continuity of
care when patients change payers, especially regarding prior authorization. In order for payers to
ease that transition, they need as much relevant data related to recent and ongoing care as
possible. For instance, current data can allow a payer to authorize coverage for ongoing
treatment, without requiring repeat testing or needing a provider to resubmit clinical information
that the provider has already submitted to a previous payer.

In addition, the concerns regarding payers’ ability to quickly make the unstructured
administrative and clinical documentation available, via the Patient Access and Provider Access
APIs, do not apply to the Payer-to-Payer API. Under our Patient Access and Provider Access
API policies, payers have 1 business day from the time they receive the prior authorization
request or there is another status update to make prior authorization information available. For
the Payer-to-Payer API, absent a specific patient request, typically payers only have to exchange

data at the time a patient changes payers, or quarterly for concurrent payers. Therefore, unless a
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prior authorization request is submitted within the last days of coverage, payers will have a
longer timeframe to ensure that unstructured documentation is included in the patient’s record
and can be transferred to another payer when the need or requirement to transfer data through the
Payer-to-Payer API arises. Furthermore, the concern about a patient app or provider’s EHR not
being able to read and display unstructured documentation does not apply to payers, which
regularly receive unstructured administrative and clinical documentation with prior authorization
requests.

Comment: A commenter suggested that given the complexity and variation across prior
authorizations, any pertinent data from peer-to-peer reviews should be included in Payer-to-
Payer API exchange.

Response: Based on comments and conversations with payers, we understand that many
payers consider the specific criteria they use to make prior authorization decisions to be
proprietary information. In addition, because payers have different criteria, information about
internal peer reviews of prior authorization requests from another payer has only limited
usefulness. Therefore, we are not requiring payers to exchange any documentation that the payer
itself generates regarding a peer-to-peer review of a prior authorization request. But we are
requiring impacted payers exchange structured and unstructured administrative and clinical
documentation submitted by providers related to prior authorizations to assist care continuity and
allow payers to make their own decisions based on the patient’s specific needs without requiring
duplicative submissions from a provider.

iv. Duration of Prior Authorization Data to be Exchanged
We proposed that impacted payers would be required to make certain information about

prior authorizations available via the Payer-to-Payer API for the duration that the authorization is
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active and for at least 1 year after the prior authorization’s last status change. We proposed to
require the availability of prior authorization information for at least 1 year after any status
change across the Patient Access, Provider Access and Payer-to-Payer APIs, so that information
from denied and expired prior authorizations would not be lost when they were not approved or
no longer active.

Comment: Many commenters supported CMS’s proposal that certain information about
prior authorizations be available for the duration of an active authorization and for at least 1 year
after the last status change. Some commenters were in favor of retaining a patient’s historical
prior authorization data indefinitely. Another commenter requested clarification on how the
proposal to make prior authorization data available for at least 1 year would align with the
requirement that impacted payers make available patient data with a date of service on or after
January 1, 2016.

Response: As discussed previously, we are finalizing a modification to our proposal that
will not require denied prior authorization requests to be shared via the Payer-to-Payer API at all.
Such information must be shared through the Patient Access and Provider Access APIs
beginning in 2027 (see sections II.A.2.ii. and I1.B.2.g.). of this final rule for more information.
We note that the requirement to share patient data with a data of service on or after January 1,
2016 comes from the CMS Interoperability and Patient Access final rule, which required claims,
encounter information and certain clinical data to be made available via the Patient Access API.
Prior authorization information was not included in that rule, and therefore, we do not have
reason to believe that payers are generally maintaining prior authorization data back to that date.
In addition, the obligation to share encounter, claims, or other information from within 5 years of

the request is contingent on the payer maintaining those data; for payers that are not required to
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maintain records past a certain point or that do not have internal policies for retaining records
past a certain time period, the data may not be available to be shared through the Patient Access
API. As discussed in the proposed rule, the availability of claims and clinical data are more
important to patient care than information about prior authorizations that have expired. Claims
and encounter data indicate items and services that the patient actually received in the course of
their care. Information from a prior authorization indicates whether certain items and services
were approved for coverage, and often the basis for that decision. While active or recent prior
authorization information is important because it can indicate current or recent medical
necessity, such information cannot be inferred from prior authorizations that have been expired
for more than 1 year as they would not indicate any sort of ongoing care. Claims and clinical
data maintained by the previous payer that are related to the treatment that occurred under an
expired prior authorization would replace the need for the expired prior authorization decision
itself. While claims and clinical data associated with an expired prior authorization can indicate
the type of care received, as discussed earlier in this section, the value to a new payer of prior
authorizations that were not acted upon, meaning they do not have a claim or any clinical data
associated with them and are not associated with any past treatment or active care for the patient,
is outweighed by the potential drawbacks of including such information. We also considered
comments summarized previously and also discussed in sections II.A. and II.B. regarding the
inclusion of these data in the Patient Access and Provider Access APIs. While some API content
differences may be beneficial or practical (such as the exclusion of provider remittances and
patient cost-sharing information), we are keeping the API requirements as similar as possible to
reduce burden by standardizing data content. We emphasize that for ongoing long-term care, any

active prior authorizations must be included, even if they have been in that status for more than 1
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year. Furthermore, our policy allows payers to make these prior authorization data available for
longer than 1 year, if they believe it adds value to patients, providers, themselves or future
payers.

v. Considering Prior Authorizations from Another Payer

While we did not propose to require payers to review, consider, or honor the active prior
authorization decision of a patient’s former payer, payers may gain efficiencies by doing so. We
sought comment on the benefits, burdens and considerations of imposing such a requirement.
However, we did not make any proposals and therefore are not finalizing any policies in this
area. We do note that since we published the proposed rule, the Medicare Program; Contract
Year 2024 Policy and Technical Changes to the Medicare Advantage Program, Medicare
Prescription Drug Benefit Program, Medicare Cost Plan Program, and Programs of All-Inclusive
Care for the Elderly final rule (CY 2024 MA and Part D final rule) was issued, which requires
MA coordinated care plans to provide a minimum 90-day transition period when an enrollee
switches to a new MA organization, during which the new MA organization may not require
prior authorization for an active course of treatment.

Comment. A commenter requested clarification about the relationship between this final
rule and the provision for MA plans at 42 CFR 422.112(b)(8)(1)(B) added by the CY 2024 MA
and Part D final rule. That rule requires MA coordinated care plans to provide a minimum 90-
day transition period when an enrollee switches to a new MA organization during which the new
MA organization may not require prior authorization for an active course of treatment.

Response: The requirements at 42 CFR 422.112(b)(8) adopted in that recent final rule
apply to Part A and B benefits covered by an MA plan. An “active course of treatment” is

defined at 42 CFR 422.112(b)(8)(ii) as a course of treatment in which a patient is actively seeing
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a provider and following a “course of treatment,” which is defined as a prescribed order or
ordered course of treatment for a specific individual with a specific condition, outlined and
decided upon ahead of time with the patient and provider. A patient can have an active course of
treatment to which 42 CFR 422.112(b)(8) will apply that did not require prior authorization by
their previous payer.

Per 42 CFR 422.112(b)(8)(1)(B), MA organizations offering coordinated care plans must
have, as part of their arrangements with contracted providers, policies for using prior
authorization that provide for a minimum 90-day transition period for any active course(s) of
treatment when an enrollee has enrolled in an MA coordinated care plan, even if the course of
treatment was for a service that commenced with an out-of-network provider. Further, the MA
plan cannot deny coverage of such active courses of treatment on the basis that the active course
of treatment did not receive prior authorization (or was furnished by an out-of-network provider)
but may review the services furnished against the MA plan’s coverage criteria when determining
payment. This includes enrollees who are new to an MA plan, an enrollee switching from
Traditional Medicare to MA, or enrollees new to Medicare and enrolling in an MA plan for the
first time.

In that final rule, we explained how we expect any active course of treatment to be
documented in the enrollee’s medical records so that the enrollee, provider, and MA plan can
track an active course of treatment to avoid disputes over the scope of the new requirement.
Therefore, an active course of treatment should be included in the data exchanged between
impacted payers, regardless of whether a previous payer required a prior authorization. Under
this final rule, the data content that must be shared via the Payer-to-Payer API includes the

claims and encounter data (excluding provider remittances and cost-sharing data), all data classes
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and data elements included in a content standard at 45 CFR 170.213 and certain information
about prior authorizations maintained by the payer with a date of service within 5 years of the
request. Almost any active course would be represented within that dataset. Any active course of
treatment covered by 42 CFR 422.112(b)(8)(1)(B) will thereby become part of the patient’s
record with their new payer. It is important, especially in light of 42 CFR 422.112(b)(8), that MA
enrollees are aware that their active course of treatment is being honored and for how long. That
will allow MA enrollees in plans subject to this new requirement, and their providers, to plan for
a new prior authorization request, if necessary.

Although this particular need for access to information about active courses of treatment
is unique to MA enrollees in MA coordinated care plans, the data exchange and Payer-to-Payer
API requirements outlined here are applicable to any impacted payer. While we encourage other
payers to honor an active course of treatment similar to the requirements of 42 CFR
422.112(b)(8) for MA coordinated care plans, we have not proposed to require that of any payers
not covered by that rule.

c. Identifying Previous and Concurrent Payers and Opt In
1. Process Timing

We proposed that all impacted payers develop and maintain processes to identify a
patient’s previous/concurrent payer(s) and to allow patients or their personal representatives to
opt into the payer to payer data exchange (both with previous and concurrent payers) prior to the
start of coverage. Additionally, we proposed that impacted payers would be required to establish
similar processes for current patients prior to the compliance dates, to ensure those patients have

the ability to opt in and have their data shared through the API. We are finalizing a modification
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to this proposal, as discussed, to establish a deadline for these processes at 1 week after the start
of coverage (as that term is defined for each program).

We emphasized in the proposed rule that obtaining a patient’s opt in permission and
identifying the previous/concurrent payer(s) could not delay an applicant’s eligibility
determination or start of coverage with any impacted payer. We noted that the proposed
requirement to identify a patient’s previous/concurrent payer(s) and obtain a patient’s opt in may
not always be feasible before the start of coverage, for instance, if a patient does not provide
enough information to identify their previous payer. We emphasized that payers must begin this
process before the start of coverage, but realize that it may take longer than enrollment. In that
case, the impacted payer would be required to continue to engage with the patient to gather their
permission and identify any previous/concurrent payer(s). Only once the impacted payer has
received permission and identified those other payers would they be required to request patient
data, as outlined in sections II.C.3.c.ii. and II.C.3.c.iv. Using Medicaid as an example, if a state
has all the information necessary to determine an individual’s eligibility before it has identified
the previous payer, the state must determine the individual’s eligibility and enroll the individual
in Medicaid coverage, if determined eligible, while continuing to follow the Payer-to-Payer API
requirements as expeditiously as possible post-enrollment.

For new patients enrolling on or after the compliance dates, we proposed to require
impacted payers to maintain a process for patients to opt into the Payer-to-Payer API data
exchange and to identify their previous/concurrent payer(s) prior to the start of their coverage. In
section I1.C.4.b. of this final rule, we discuss the possible incorporation of these requirements
into state applications for Medicaid or CHIP eligibility. In the proposed rule, we stated that

making this process available to patients during the enrollment process, or immediately
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thereafter, would allow the proposed data exchange to take place as quickly as possible once the
patient is enrolled with the new payer. For example, where there may not be communication
during the enrollment process such as during the QHP enrollment on the FFEs, this process
should be done immediately following enrollment. We solicited comment on incorporating the
proposed requirements into the FFE QHP enrollment process as described at 45 CFR 156.265.

Concurrent coverage means that an individual has coverage provided by two or more
payers at the same time. This could include, for example, individuals dually eligible for
Medicare and Medicaid who are enrolled in both an MA plan and a Medicaid managed care plan.
Another example of concurrent coverage is when different services are covered by different
Medicaid managed care plans for the same Medicaid beneficiary.

Several payer deadlines in this rule are based on a patient’s “start of coverage.” For
example, we proposed (and are finalizing) a requirement for impacted payers to request previous
and concurrent payer information and a patient’s opt in for Payer-to-Payer API data exchange
(discussed in section I1.C.3.c.iv.) no later than 1 week after the start of coverage. Throughout the
preamble, we are using the term “start of coverage” to mean when coverage begins or, if
coverage begins retroactively, to refer to a later milestone, depending on the payer type.
However, to ensure feasible timeframes for new patients after the compliance dates, we are
finalizing deadlines based on whether coverage starts prospectively or retroactively. Where
coverage starts prospectively, the deadline will be based on the coverage start date (also known
as the coverage effective date). In the case of retroactive coverage, to avoid a deadline in the
past, the deadline for the payer to provide the required information about the Payer-to-Payer API,
request identifying information about previous/concurrent payer(s), and an opt in will be based

on the date that the payer gets patient information and makes the patient’s coverage effective.
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Because the enrollment and coverage initiation processes for each program differ in their
specifics, in regulation text, the concept of “start of coverage” is described differently for each
type of impacted payer. That is, the regulatory text uses different, program-appropriate
terminology for each impacted payer.

For MA organizations, the “start of coverage” generally means the effective date of
coverage, as used at 42 CFR 422.68. In some instances, an individual’s enrollment may be
accepted by CMS with a retroactive effective date of coverage, as discussed in the Medicare
Managed Care Manual, Chapter 2, section 60.4.%° In those cases, the “start of coverage” would
be the date that the individual’s enrollment is accepted by CMS.®! Effectively, this means that
the “start of coverage” is whichever is the later of those two dates—the effective date of
coverage or the date that the individual’s enrollment is accepted by CMS.

For example, an MA organization that receives an enrollment request from an individual
that is accepted by CMS in January for a February 1 effective date of coverage, would have 1
week from February 1 to complete the applicable requirements. An MA organization that
receives an enrollment request from an individual in January that is accepted by CMS on
February 7 for a retroactive February 1 effective date of coverage, would have 1 week from
February 7 (not February 1) to complete the applicable requirements as finalized in this rule.

For Medicaid, a beneficiary’s coverage is generally retroactive 3 months from the date
that they are enrolled in Medicaid. For CHIP, retroactive coverage varies among states.

Therefore, for Medicaid and CHIP FFS and managed care, the “start of coverage” is simply the

80 Centers for Medicare and Medicaid Services. (2011, August 19). Medicare Managed Care Manual. Retrieved from
https://www.cms.gov/files/document/cy-2024-ma-enrollment-and-disenrollment-guidance.pdf.

81 See also Medicare Managed Care Manual, Chapter 2, section 40.4.2. for similar enrollee notification requirements
tied to the date that the individual’s enrollment is accepted by CMS.
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date the beneficiary is enrolled in the state’s MMIS (or equivalent process), not the date coverage
takes retroactive effect.

For QHP issuers on the FFEs, the start of coverage is generally the enrollee’s QHP
coverage start date. In some cases, a payer may provide coverage retroactively, that is, a payer
provides coverage starting on a date prior to enrollment, for instance due to the birth, adoption,
or foster care placement of a new child. In that case, the “start of coverage” would be the
effectuation of coverage, as described at 45 CFR 155.400(e)(iii). Effectively, this means the
“start of coverage” is whichever is the later of those two dates—either the coverage start date or
the effectuation of coverage. We refer to the coverage start date as the first date for which the
enrollee has coverage and the term “effectuation of coverage” to refer to the date that the payer
takes the steps to implement coverage, even if that coverage starts retroactively.

For example, an FFE QHP issuer that receives enrollee information during an annual
open enrollment period for a consumer whose coverage will start on January 1 of the following
year would have 1 week from the enrollee’s coverage start date of January 1 to complete
applicable requirements. An issuer that receives information and effectuates coverage on March
6 for an enrollee whose coverage starts retroactively on February 1 would have a week from the
enrollee’s effectuation date, March 6 (not February 1), to complete the applicable requirements.

Comment: Multiple commenters expressed concern regarding processes for opting in and
collecting previous/concurrent payer data occurring at the start of coverage, noting logistical
challenges to collecting data at the time of a patient’s enrollment, including document format and
regulatory challenges to updating existing enrollment forms. Multiple commenters provided
recommendations regarding actions for payers to take at the time of enrollment to facilitate

collecting this information, such as defining specific data and updating enrollment forms.
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In addition, multiple commenters stated that payers should be permitted to collect a
patient’s opt in after enrollment. A commenter specifically recommended that collection should
be allowed during the first month of active enrollment. Some commenters urged CMS to not
require payers to collect data at enrollment to support the Payer-to-Payer API, and instead to
allow outreach to patients after enrollment through existing tools, such as payer portals. Another
commenter stated that requesting that information at the time of the patient’s application would
allow them to incorporate the process into their existing data collection processes. A commenter
noted that the inability to opt in after the enrollment start date could result in low participation
rates. Another commenter supported allowing patients to opt into data sharing during the open
enrollment period. A commenter supported allowing a payer to collect a patient’s opt in prior to
the compliance dates for state Medicaid and CHIP agencies and prior to enrollment of new
beneficiaries after the compliance dates.

Response: We note that the terms used in the preamble and regulation text of our
proposed rule were different. Our discussions in the proposed rule referred to “prior to the start
of coverage,” which we explained in preamble and fully discussed throughout the proposed rule,
but the proposed regulation text used the phrase “at enrollment” (except for QHP issuers on the
FFEs where we used “no later than the effectuation of enrollment”). We did not propose that new
payers collect previous payer information at the time of enrollment. We stated that payers must
begin the process of collecting the previous payer information and opt in prior to the start of
coverage, but that it may take longer than the enrollment process. We are modifying the
regulatory text to identify the start of coverage (rather than enrollment) as the milestone that tolls

these requirements, consistent with the preamble discussion in the proposed rule.



CMS-0057-F 282

However, in response to public comments, we are finalizing a modification to our
proposal by extending the deadline for both requesting identifying information about a patient’s
previous/concurrent payer(s) and seeking opt in from the patient to 1 week after the start of
coverage, with certain differences among payers. For MA organizations, we are modifying the
deadline to no later than 1 week after the coverage start date or no later than 1 week after
receiving acceptance of enrollment from CMS, whichever is later. In the case of Medicaid and
CHIP FFS, we are modifying both deadlines to refer to 1 week after enrollment, to avoid
confusion related to the retroactive eligibility rules in Medicaid. For QHP issuers on the FFEs,
we are modifying the requirement to no later than 1 week after the after the coverage start date or
no later than 1 week after the effectuation of coverage, whichever is later. Commenters were
clear that establishing the start of coverage as the deadline for these actions would result in
logistical challenges and compliance would be difficult for impacted payers. We understand that
while some types of impacted payers, such as MA organizations, may have contact with patients
before the start of coverage, in other cases, payers do not. Furthermore, while we are
recommending that state Medicaid and CHIP agencies incorporate these requirements into their
applications for coverage, states would have few other options for communicating with patients
before enrollment (which is how “start of coverage” is captured in the regulation text for
Medicaid and CHIP).

We emphasize that payers must begin the process of collecting the previous/concurrent
payer information and opt in no later than 1 week after the start of coverage but understand that it
may not be completed within that timeframe. We believe it is important to gather this
information from patients as soon as possible when a patient enrolls with a new payer in order to

facilitate the timely exchange of patient data. Patients may take additional time to respond or
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follow-up may be required. Impacted payers are encouraged to make a reasonable effort to
engage with patients to gather their permission and identify any previous/concurrent payer(s).
We rely on payers to develop reasonable processes to follow up with patients, and recommend
payers follow-up one time before determining that the patient is choosing not to opt in. Though
not required, we encourage payers to build into their request process a method for patients to
indicate that they do not want to provide the requested information, so that payers need not
follow up with them. We note that the patient education requirements, discussed in section
I1.C.3.g. of this final rule, will provide patients annual reminders of the payer to payer exchange
functionality. Under this final rule, patients must be able to opt in or withdraw permission at any
time.

The opt in and identifying previous/concurrent payers processes could include using
existing portals to gather this information from patients, as we are not being prescriptive on how
each payer implements this process. We also encourage stakeholders to participate in HL7 FHIR
workgroups to collaborate with other industry stakeholders on identifying best practices and
identifying possible processes.
i1. Gathering Previous and Concurrent Payer Information

We proposed that impacted payers would be required to gather information about
patients’ previous/concurrent payer(s) that would allow them to identify and request data from
those payers. That could include the payer’s name and a patient ID number or similar identifier.
Under our proposal, an impacted payer would be required to allow a patient to report multiple
previous/concurrent payers if they had (or continue to have) concurrent coverage. In this
circumstance, we proposed that impacted payers would be required to request the patient’s data

from all previous/concurrent payers.
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Comment: Multiple commenters expressed concern with the lack of a standardized
process to identify a patient’s previous/concurrent payer(s) and recommended that CMS either
establish a policy to identify the payers, provide technical assistance on how to crosswalk unique
identifiers, or standardize elements of the process. A commenter highlighted that the lack of
clarity on how payers are to identify a patient’s previous/concurrent payer makes the Payer-to-
Payer API difficult to operationalize and would likely introduce errors. Multiple commenters
recommended additional changes to the enrollment process to support data exchange via the
Payer-to-Payer API. A few commenters recommended that CMS work with stakeholders to
develop a specific process to collect this information. A commenter urged CMS to reinforce to
payers that they should make the processes as easy as possible for patients by leveraging
touchpoints that the patient would already be engaged in to enroll and initiate new coverage.

Response: Because the requirements for a Payer-to-Payer API and the need to collect
information about previous or concurrent coverage for patients crosses many payer programs
with variation between enrollment processes, we determined that being prescriptive on a specific
process would cause more implementation burden than necessary. In response to comments, we
are finalizing a modification to our proposal to require payers to request previous and concurrent
payer information no later than 1 week after the start of coverage. As discussed previously,
payers might not have contact with patients before enrollment. Therefore, this modification will
allow additional time for payers and broaden the range of options for payers to align with their
current processes. Initial implementation may be challenging; however, it is important that
patients’ data are shared as they transition care to a new payer, because the benefits for patients
outweigh the upfront implementation burden. Leaving the process open for payers to implement

in the least burdensome, most practical way to gather the information from patients makes the
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most sense. Gathering previous payer information and an opportunity for the patient to opt in
ideally should take place through an already established point of contact with the patient.
Leveraging established points of contact will reduce patient burden and help impacted payers
meet the deadline of no later than 1 week after the start of coverage. In particular, payers often
have existing processes to identify concurrent payers to facilitate coordination of coverage and
Medicare Secondary Payer/Third Party Liability administration. For instance, per 42 CFR
422.108, MA organizations are required to identify payers that are primary to Medicare and
coordinate its benefits to Medicare enrollees with those primary payers. State Medicaid programs
are required to collect sufficient information to enable the state to pursue claims against such
third parties when making an eligibility determination or redetermination per § 1902(a)(25) of
the Act (for beneficiaries enrolled in managed care, states generally make this the responsibility
of the MCO with state oversight). That requirement also applies to state CHIP programs by cross
reference at § 2107(e)(1)(B) of the Act. Nothing in this rule would prevent payers from using
that information for both that purpose and to identify concurrent payers for Payer-to-Payer API
data exchange. However, patients would still need to opt in for payers to proceed with requesting
patient data via the Payer-to-Payer API.

Comment: A few commenters requested clarification on whether the definition of
“previous payer” is limited to the immediately previous payer or to previous payers within a
specific time period, such as within the last 5 years.

Response: The minimum requirement is only to request information from the
immediately previous payer, however if a patient does report multiple previous payers, impacted
payers are required to request that patient’s data from any previous/concurrent payers (identified

to or known by the impacted payer) within the required 5 year period. We are finalizing that
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policy because patients may have been enrolled with payers that are not subject to the
requirements of this rule. Therefore, allowing patients to have their impacted payers request data
from payers other than their immediately previous payer within the 5 year timeframe could
maintain as much of their record as possible.

Comment: A commenter suggested that CMS include a process for new payers to inquire
whether the previous payer supported the Payer-to-Payer API described in this regulation, such
as a monitored email address, and that some type of consequence for non-compliance should be
levied.

Response: In section 1.D. of this final rule we discuss an NDH that could serve as a
centralized place for payers to find other payers’ digital endpoints and identify payers that
support the Payer-to-Payer API. Without an NDH or similar source of information, payers would
likely be required to contact the previous payer directly to determine if they support the Payer-to-
Payer API. We are also exploring other solutions, such as using TEFCA, that could be leveraged
to determine if the previous payer supports the Payer-to-Payer API. We have addressed program
enforcement and compliance mechanisms in section I.D.2., as well, and appreciate public interest
in mechanisms for provider and patient appeals and complaints, oversight, and assurance of
compliance.

Comment: A commenter noted that a payer’s ability to request data from a previous payer
would be dependent on the patient providing accurate information about the previous payer. The
commenter expressed concern regarding the accuracy of this information and the effort required
for necessary follow-up.

Response: As discussed previously, we acknowledge that the obligation to exchange data

is contingent on patients supplying the necessary information about previous/concurrent payers.
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An impacted payer cannot comply with these requirements if the patient has not provided timely
or accurate information about their previous/concurrent payer. We emphasize that payers must
request this information no later than 1 week after the start of coverage, but that it may take
longer than that to obtain information from the patient. If the patient does not respond or
additional information is necessary, the impacted payer must make reasonable efforts to obtain
their response to the opt in request and to identify any previous/concurrent payer(s).

Comment: Several commenters suggested data elements that would be necessary or
extraneous to make that Payer-to-Payer API request. Multiple commenters encouraged including
the patient’s name, patient’s previous/concurrent payer name, member 1D, date of birth, physical
address, and phone number in a payer’s data request to a previous payer. Multiple commenters
urged payers not to require patients to provide the specific plan name, which may be long and
unintuitive and because patients may have switched plans over time with that payer. A
commenter expressed security concerns with exchanging Social Security Numbers (SSNs) and
suggested that their use be as limited as possible. Another commenter suggested that patients
should be encouraged to provide the dates coverage started and ended or information about up to
three recent services covered by the previous plan and those dates of service.

Response: We agree with commenters that demographic information such as patient’s
name, member ID, date of birth, physical address and phone number are appropriate pieces of
information to identify patients. We also agree that SSNs should be used to identify patients only
when necessary (and permissible by law) due to that identifier’s sensitivity. While start and end
dates of coverage may be useful in some instances, patients are unlikely to know or remember
those exact dates, nor are they likely easy to find. Therefore, we discourage their use for

identifying patients. Asking a patient to provide information about recent services covered by the
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previous payer could be burdensome to a patient. Patients are unlikely to have that information
without gathering it from their previous payer. Therefore, there are less burdensome ways to
effectuate this process, such as by using the data elements mentioned previously. Payers should
implement these requirements in such a way that accomplishes the goal of identifying patients’
previous/concurrent payer(s) with the least burden on patients.

The data elements that a payer may need to identify a patient and match that patient to
their record are included in the required and recommended standards for the Payer-to-Payer API.
Specifically, the required US Core IG and the recommended PDex IG have “Must Support”
fields (meaning that the system must be able to support those data elements) that could be used
for identifying a patient, such as patient name, addresses, birth sex, gender, birth date, member
and subscriber identifiers, and group number. Requesting payers should use those fields to
identify the patient whose data they are requesting. If the information provided is insufficient to
make a match, or it matches with more than one member, an error should be returned. Payers
will need to use a combination of data elements to support patient matching, as they do today
with any data exchange. We also will continue to work with ONC and share information on their
patient matching research/initiatives here:

https://www.healthit.eov/topic/interoperability/standards-and-technology/patient-identity-and-

patient-record-matching. We encourage payers to leverage the appropriate patient matching data
elements of the IGs and we will continue to work on ONC on their patient matching research and

initiatives.%?

82 Office of the National Coordinator for Health Information Technology. (2022, September 8). Patient Identity and
Patient Record Matching. Retrieved from https://www.healthit.gov/topic/interoperability/standards-and-
technology/patient-identity-and-patient-record-matching.
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Comment: A commenter suggested the need for a national Health Plan ID (HPID) to
identify a patient’s previous/concurrent payers. The commenter requested that CMS re-work and
re-issue required standards for a national HPID. A commenter also stated that the process would
benefit from establishing technical standards to ensure that all payers are using the same data
elements to verify a patient’s payer(s).

Response: We acknowledge industry’s interest in a national standard for a payer
identifier. We are aware that there are a few alternative standards used in transactions today,
which are located on member ID cards and maintained in payer systems. For example, the Payer
ID, used in Electronic Data Interchange (EDI) transactions, is a unique ID assigned to insurance
companies to enable them to communicate with each other to verify eligibility, coverage,
benefits and submit claims. CMS also maintains a Plan ID for all QHPs on the FFEs, which are
14 alphanumeric characters. Until and unless a national standard is adopted, industry may wish
to collaborate with the SDOs on an appropriate payer identifier for the APIs.

Comment: Several commenters raised the concern that for QHPs, the X12 834 transaction
standard for health plan enrollment and disenrollment from the FFEs does not currently carry
previous payer information, complete information on concurrent payers, member IDs, or opt in
needed to support the payer to payer data exchange during QHP enrollment. A commenter also
raised concerns about situations where a patient begins the QHP enrollment process but does
make the binder payment, and therefore ultimately does not effectuate their coverage.

Response: Requiring payers to gather this information could result in a more streamlined
approach than incorporating it into the X12 834 transaction standard enrollment process, given
that FFEs are not otherwise required to use or retain the information. However, as discussed

previously, we are finalizing a modification to our proposal to account for the timing of QHP
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coverage effectuation relative to plan selection, which impacts when a QHP can reasonably
obtain information from an enrollee. Specifically, QHP issuers on the FFEs will be required to
provide enrollees or their personal representatives with an opportunity to opt into the QHP
issuer’s Payer-to-Payer API data exchange no later than 1 week after the coverage start date or
the effectuation of coverage, whichever is later. This timeframe accounts for the date on which
an issuer has confirmation that an individual will be enrolled in QHP coverage with the issuer,
by receiving the binder payment that is required to effectuate coverage per 45 CFR 155.400(e),
as well as instances in which coverage takes effect retroactively.

iii. Currently Enrolled Patients

We proposed that no later than the compliance dates for the Payer-to-Payer API,
impacted payers must establish and maintain a process to gather permission and identify
previous/concurrent payer(s) from all patients who are currently enrolled.

Some payers may want to have a soft launch, rolling implementation, or pilot for their
Payer-to-Payer API before the compliance dates. We therefore tied our proposal to require
impacted payers to gather permission from currently enrolled patients to the proposed 2026
compliance dates, rather than when a payer implements its API. We stated that this would allow
payers to sequentially target specific plans, populations, or enrollee categories for operational
rollout, as long as all currently enrolled patients are given the opportunity to opt into the payer to
payer data exchange by the compliance dates.

We received no comments on this proposal. In alignment with the modified compliance
dates discussed throughout this final rule, the requirements to request currently enrolled patients’
opt in permission and previous/concurrent payer information will be tied to the 2027 compliance

dates we are finalizing for the Payer-to-Payer API.
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iv. Opt In

We proposed an opt in approach for the data exchange through the Payer-to-Payer APIL.
We stated that an opt in framework means that the patient or their personal representative would
need to affirmatively permit a payer to share data, and without that permission, the payer could
not engage in the proposed payer to payer data exchange for that patient. We noted that this
permission (or lack thereof) would apply only to the data exchange we proposed and would not
satisfy any other obligations required under the HIPAA Privacy Rule or other law. Additionally,
we stated that we believed patients themselves are the best source for sufficient and accurate
information necessary for the payer to make the request. Should a patient choose to provide this
information, it would require an affirmative act from the patient, so we stated that the burden of
asking a patient to opt in would not create a significant additional barrier to patient participation.
We also proposed to require impacted payers to have a process for patients to opt into this data
exchange at any time after the start of coverage, or if they have already opted in, to withdraw that
permission at any time.

As discussed in section I1.C.4.c., this opt in requirement does not apply to data exchanges
between a state Medicaid or CHIP program and its contracted managed care plans or entities. We
also proposed that states, through their Medicaid and CHIP programs, would be responsible for
collecting a patient’s choice to opt into the payer to payer data exchange, rather than their
contracted managed care plans. We explained that a Medicaid or CHIP beneficiary may switch
between FFS and managed care delivery systems within the same state’s Medicaid or CHIP
program, but despite these shifts, an eligible beneficiary remains a beneficiary of the state
program. States may also change the managed care plans that they contract with. Thus, we

proposed that the patient permission for this data exchange, as a Medicaid or CHIP beneficiary,
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would be obtained by the state and would apply regardless of the delivery system in which the
beneficiary is enrolled.

In contrast, our policy for the Provider Access API will allow payers to exchange patient
data with providers unless a patient has opted out. We proposed an opt out policy for the
Provider Access API, in part, based on the existence of a treatment relationship between the
patient and provider, a contractual relationship between the payer and the provider, and a
coverage relationship between the payer and patient. Specifically, our policy to only require the
Provider Access API data exchange with providers in the payer’s network and require a process
to attribute a patient to that provider before data can be exchanged creates a level of assurance
for the payer that it is sending patient data to an appropriate party. Two payers exchanging
information may not have a direct relationship, but would be exchanging data based on a
patient’s separate relationship with each payer. Therefore, in the proposed rule, we stated that it
would make sense for the patient to have a larger gatekeeping role for the Payer-to-Payer API.

Comment: Many commenters expressed support for the proposed policy to require
patients to opt into the Payer-to-Payer API. Commenters provided various rationales for their
support. Multiple commenters stated that the opt in approach would give patients greater access
to and control over their information. Other commenters appreciated that the opt in approach
protects patient privacy. Some commenters noted that the opt in approach would be easy for a
payer to implement when a patient is a new beneficiary or enrollee because the payer’s
relationship with the patient is new and active and the payer can request a patient’s opt in at the
same time as the payer requests the patient’s previous/concurrent payer information. A

commenter noted that the Payer-to-Payer API is particularly well suited for an opt in approach
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because it is usually a one-time or time limited exchange (unless concurrent payers are
involved).

Response: We appreciate commenters feedback in support of an opt in policy and are
finalizing this policy as proposed.

Comment: Some commenters voiced concerns about an opt in approach. Multiple
commenters expressed concern that an opt in approach will result in lower rates of patient
participation in the payer to payer data exchange. Multiple commenters recommended that CMS
adopt an opt out approach for the Payer-to-Payer API instead of an opt in approach. Primarily,
commenters agreed that an opt out framework would lead to more patient participation and more
data available for the new payer, any new network providers, and patients themselves. A
commenter was concerned that patients may be confused by the opt in process and recommended
providing clear directions to patients detailing how and when patients can opt into data sharing.

Response: We agree that an opt in approach often results in fewer data exchanges than an
opt out policy. However, increased data exchange is not necessarily the goal of our policy unto
itself, but a process to facilitate improved care. We believe that patients, as they are the owners
of their data, should have control over who has access to their data, especially when the two
parties exchanging patient data do not have a direct relationship with each other, as in the case
with payer to payer exchange versus the Provider Access API where the payer and provider have
a network contract. However, we know that the more data available, the more informed decisions
about care can be. Patients should see value in having their data exchanged between their
previous/current payer(s) and their new payer. As discussed in section I1.C.3.g., impacted payers
will be required to provide plain language information to patients informing them of the benefits

of payer to payer data exchange and directions for opting in.
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Comment: A commenter recommended that CMS better explain the length of time that an
opt in election is valid.

Response: The patient’s opt in election is valid indefinitely with that payer unless the
patient decides to withdraw their permission at a later time.

Comment: Multiple commenters requested clarification on the implications of a patient
choosing not to opt into the data exchange via the Payer-to-Payer API. Specifically, a commenter
agreed that the information proposed for the Payer-to-Payer API can be shared only if the patient
opts in, however, requested clarification on how payers could meet obligations to exchange these
patients’ data for other purposes.

Response: Patients have a choice about whether they want their data shared under this
policy as they transition between payers. If a patient chooses not to opt into the data sharing, data
will not be exchanged between payers under the requirements in this final rule. However, payers
may exchange information without a patient’s authorization for other purposes, such as benefit
coordination in the case of concurrent payers, or for other permissible reasons under the HIPAA
Privacy Rule. There is nothing in this rule that would prohibit payers from using the Payer-to-
Payer API as the mechanism for data exchange permissible under other authority, even if the
patient has not opted into the payer to payer data exchange policy in this final rule.

Comment: Multiple commenters submitted responses relating the Payer-to-Payer API
data exchange to the HIPAA Privacy Rule exception for TPO disclosures, which do not require
patient authorization. Some commenters stated that the information CMS proposed to require be
made available falls under the scope of that exception and therefore opt in should not be
required. Other commenters believe that some of the data (such as prior authorization

information) would fall under that exception, but other data (such as claims information) would
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not. A few commenters suggested that CMS should reduce the scope of the data exchange to
allow disclosure under the TPO exception. Furthermore, commenters stated that it may confuse
and upset patients who have opted out of sharing their data via the Payer-to-Payer API, but
whose PHI may otherwise be disclosed under the HIPAA Privacy Rule.

Response: We emphasize that our final requirements are not intended to change any
existing obligations under the HIPAA Privacy, Security, and Breach Notification regulations, the
regulations under 42 CFR part 2, or state privacy or other laws, but can and should be
implemented in accordance with those rules. To make a blanket determination that the Payer-to-
Payer API exchange that we are requiring always constitutes a TPO disclosure would go beyond
the scope of this rule and could overstate and conflict with existing HIPAA Privacy Rule
requirements and guidance. Making such a determination could have unintended effects on
covered entities’ ability to disclose PHI. Instead, for the reasons explained previously, it is
appropriate to require patients to opt in for payer to payer data exchange. Our payer to payer data
exchange requirements are disclosures permitted under the HIPAA Privacy Rule as “uses or
disclosures that are required by law,” as defined at 45 CFR 164.103, rather than as a permitted
TPO disclosure. “Required by law” disclosures are limited to the relevant requirements of such
law, not to the HIPAA minimum necessary standard, thereby ensuring that all content required
by our Payer-to-Payer API policy may be disclosed. In addition, the data exchange must not be
prohibited by other law, such as restrictions on patient records related to substance use disorder
at 42 CFR part 2 or state privacy laws.

We emphasize that the opt in process described here applies only to the payer to payer
data exchange in this final rule. That is, it applies only to the requirement for impacted payers to

share individual claims and encounter data (excluding provider remittances and cost-sharing
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data), all data classes and data elements included in a content standard at 45 CFR 170.213 and
certain information about prior authorizations maintained by the payer with a date of service
within 5 years of the request by a patient’s new or concurrent payer. Similar to the discussion in
section II.B.3.b.ii. regarding Provider Access API, a patient’s choice not to opt into the payer to
payer data exchange does not prohibit the payer from using the Payer-to-Payer API to exchange
patient data under another permissible authority. For instance, there may be other permissible
bases for payers to share data, without a patient’s authorization, such as under the HIPAA
Privacy Rule’s permitted uses and disclosures to carry out treatment, payment, or health care
operations. Patients do not have the ability to opt out of a payer using the API itself as a
mechanism for sharing data under such bases for disclosure. We urge payers to inform their
patients of this possibility in the educational resources discussed in section I1.C.3.g. However,
we also note that the HIPAA Privacy Rule, at 45 CFR 164.520, has specific notice requirements
for covered entities to send to individuals. Payers should make clear the differences between the
payer to payer data exchange, which requires patients to opt in, and other permissible
disclosures, which may not require authorization.

We also note that the data that may be shared under other permissible bases, such as the
TPO exception, may overlap with the data required to be shared by our Payer-to-Payer API
policy. For instance, a payer may be permitted to disclose PHI to another covered entity to
coordinate benefits or determine cost-sharing amounts for the covered entity’s payment purposes
under 45 CFR 164.506(c)(3). If that disclosure is permissible, a patient declining to opt into the
payer to payer exchange policy in this final rule would not prohibit a payer from using the Payer-
to-Payer API to make that disclosure. In fact, we encourage payers to leverage the Payer-to-

Payer API as a standardized mode of transmitting this information. Payers may leverage a



CMS-0057-F 297

variety of solutions for exchanging coverage data today and moving to a standard-based API
across the industry could benefit payers by reducing the types of connections they must maintain
to communicate with other payers.

Per 45 CFR 164.506(b), covered entities may create a process to obtain consent from an
individual to use or disclose PHI to carry out treatment, payment, or health care operations. Per
45 CFR 164.522(a), individuals also have the right to request restrictions on how a covered
entity will use and disclose PHI about them for TPO. Except in limited circumstances, a covered
entity is not required to agree to an individual’s request for a restriction. Where covered entities
agree to a restriction, it is bound to the restriction to which it agrees unless the restriction is
subsequently terminated. We emphasize that the opt in process described in this final rule is
specific to the Payer-to-Payer API policy and is therefore not, on its own, a consent mechanism
per 45 CFR 164.506(b) or an agreed-upon restriction per 45 CFR 164.522(a).

These nuances are necessary for patients to understand that their personal health
information may still be shared in some instances, even if they do not opt into the payer to payer
data exchange. Where the requirements of this rule change how covered entities or their business
associates may use or disclose PHI, covered entities should consider their obligations under the
HIPAA Privacy Rule.

Comment: A commenter recommended that CMS assist states with implementing opt in
processes. Another commenter explained that the feasibility of an opt in approach depends on
how it would be implemented. A different commenter recommended that CMS to work with
stakeholders to develop a standard approach for how an opt in requirement will work when the
patient is not the primary insurance holder, noting that a standard approach is necessary to reduce

confusion and ensure that patient information is protected.
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Response: We agree that the feasibility of an opt in approach depends on how it is
implemented, which is why we are leaving the actual implementation process up to the payers.
We expect that payers will implement the most viable processes for themselves. Each of our
policies in this final rule is targeted toward individual patients, not any family members that may
be covered through the same benefits. We note that in some cases, applicable law may allow one
individual (such as a parent or guardian) to act as a personal representative for another individual
covered under the same benefits (such as a minor) and could therefore opt into the payer to payer
data exchange for that individual. Regardless, the opt in is patient-specific and a payer must
make the data request based on the individual’s permission and the previous/concurrent payer
should respond in kind with the individual patient’s record. No data should be shared about any
patient that has not opted in (or whose personal representative has not opted in), regardless of
whether another patient covered under the same benefits has opted in.

Comment: Multiple commenters weighed in on whether patients’ opt in should be
collected electronically and specifically recommended that payers collect the opt in via a patient
portal or mobile device. A commenter explained that payers do not have the means to collect
patients’ opt in via multiple methods. A different commenter noted that payers should collect opt
in data electronically. Another commenter stated that patients should not be required to use a
patient portal or mobile device app to opt into data sharing. A commenter also requested
guidance on how to collect permission from patients who require assistance enrolling or
registering for the patient portal. Another commenter noted the importance of equitable access to
patient data and highlighted the current usage of patient portals as a method to authenticate
patients’ identities and obtain their opt in permission. They recommended a centralized identity

service for patient authentication, verification, or consent for patients who cannot, or prefer not
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to, access the patient portals. A commenter recommended that CMS provide a centralized
security verification through CMS. The commenter noted that a centralized security certification
validation would relieve burden on payers to manage connectivity with other payers and provide
assurances around self-signed certificates.

Response: We are finalizing that all impacted payers must develop and maintain
processes to identify a patient’s previous/concurrent payer(s) and to allow patients or their
personal representatives to opt into the payer to payer data exchange (both with previous and
concurrent payers) no later than 1 week after the start of coverage. As finalized in this rule, each
new payer will be responsible for gathering permission through an opt in process before
requesting data from any previous or concurrent payer. If payers believe that a patient portal or
mobile smart device with appropriate security protections is the best way to gather opt in, it is
permissible to use those methods. We are not being prescriptive about the process or procedures
used by impacted payers for the required opt in process. However, we strongly recommend that
there be a way for patients to record their permission telephonically or otherwise if they do not
have internet access or do not want to sign up for an electronic portal. We agree that equitable
access to patient data is of the utmost importance and emphasize that the Payer-to-Payer API
requirements are intended to allow for other solutions besides patient portals for authentication,
verification, or consent. For those patients who require assistance, a personal representative
would be allowed to assist. However, we do note that 45 CFR 92 requires impacted payers (as
health programs or activities under that section) to provide meaningful access to individuals with
limited English proficiency and accessibility requirements for individuals with disabilities. The

requirements of that part apply to impacted payers, as described at 45 CFR 92.3.
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We also are working closely with ONC on how the Individual Access Services exchange
under TEFCA could support patient access to their data on the network, which could include via
payer APIs. We appreciate the suggestion of a centralized security process and will consider our
authority in this area.

Comment: Multiple commenters generally supported the proposed requirement for payers
to implement procedures to allow patients to withdraw permission for the payer to payer data
exchange after initially opting in. Several commenters requested clarification from CMS on what
action payers must take in such instances. Specifically, multiple commenters recommended that
CMS explain whether payers are expected to delete data that have already been received through
the Payer-to-Payer API if a patient withdraws their opt in permission after the data exchange has
occurred. Another commenter recommended that CMS explain whether patients with concurrent
payers will be able to withdraw their opt in permission to stop the quarterly concurrent payer
data exchange.

Response: Our opt in policy is only prospective. If a patient opts in, their impacted payers
would be required to exchange data via the Payer-to-Payer API, if all other requirements are met.
If that patient subsequently withdraws permission, payers will not need to take any additional
steps with regard to patient data that have already been received from another payer.
Specifically, there is no requirement in our regulations to delete those data from their records.
We acknowledge that it may not be possible in all cases to clearly delineate which entity created
each part of the patient record and trying to do so would put a burden on payers without benefit
to patients. Payers are permitted to identify the previous or concurrent payer as the source of
data, but are not required to do so. If a patient withdraws their permission for the payer to payer

data exchange after first opting in, the payer will not be permitted to request that patient’s data
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from another payer, including a concurrent payer, unless the patient subsequently opts in again.
As discussed previously, payers may exchange information for other purposes not related to the
policies described herein, such as for benefit coordination in the case of concurrent payers or
other permissible purposes under the HIPAA Privacy Rule, and may still use the Payer-to-Payer
API as the mechanism to exchange data for those purposes, even if a patient has not opted in.

Comment: Multiple commenters made recommendations related to CMS monitoring and
oversight of the opt in approach. A commenter suggested that CMS conduct oversight to ensure
that payers implement the opt in process and provide appropriate messaging to patients. A
commenter recommended that CMS require payers to submit data on the number of patients who
opted into the data exchange and how they were educated to do so. The commenter stated that
this would help CMS understand if the API is meeting its intended goals. Another commenter
recommended that CMS consider including Payer-to-Payer API claims in the Healthcare
Effectiveness Data and Information Set (HEDIS) measure. Another commenter recommended
that CMS monitor the percentage of patients that do not opt into these data exchanges via the
Payer-to-Payer API and assess whether those patients are concentrated in certain populations and
whether there are equity issues that CMS should address in the future.

Response: We did not propose to require impacted payers to report any metrics regarding
the number of patients who opt into data sharing, but we appreciate the recommendation and will
consider it for future rulemaking. We note that the specifications of HEDIS measures are out of
scope for this rule. We received comments on many of our proposals about the need for specific
compliance and enforcement efforts pertaining to each API and we address these comments in

section I.D. of this final rule. Oversight and compliance procedures and processes vary among
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these CMS programs and may have different implications based on a payer’s status in the
program, previous compliance actions, and corrective action plans.

Comment: Multiple commenters supported our proposal to require state Medicaid and
CHIP programs to collect patients’ permission for payer to payer data exchange in lieu of their
contracted managed care plans and managed care entities. Commenters stated that Medicaid and
CHIP agencies are in the best position to collect information from all beneficiaries during
eligibility and enrollment. However, commenters warned that if sister agencies within the state
perform eligibility and enrollment processes, there would be additional coordination required to
collect patients’ permission.

Response: We agree with commenters that state Medicaid and CHIP agencies are the
logical entity to hold Medicaid and CHIP beneficiaries’ permission for payer to payer data
exchange. We note that MCOs, PIHPs and PAHPs are still responsible for collecting
previous/concurrent payer information and requesting the data exchange. However, nothing in
this rule would prevent a Medicaid or CHIP agency from collecting that information and passing
it along to their MCOs. We also acknowledge the specific difficulties that states may face to
implement the requirements of this rule and refer readers to section II.E. of this final rule for
discussion about available extensions and federal funding for IT expenditures related to these
requirements.
d. Requesting Data Exchange from a Patient’s Previous/Concurrent Payer(s) and Responding to
such a Request
1. Timeframe for Requesting Data

We proposed to require impacted payers to request a patient’s data from their

previous/concurrent payer(s) no later than 1 week after the start of coverage, as defined
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previously. We stated that 1 week should be sufficient time for payers to complete their process
for identifying patients’ previous/concurrent coverage and to request data from the other
payer(s). We proposed that if, after the start of coverage, a patient opts into the data exchange or
provides previous/concurrent payer information or requests a payer to payer data exchange for
another reason, then the current payer would be required to request data from the
previous/concurrent payer(s) no later than 1 week after the payer received the
previous/concurrent payer information and the patient has opted in, or the patient makes the
request. We acknowledge that the obligation to request data is contingent on the patient
supplying the necessary information about a previous/concurrent payer to enable the new payer
to conduct the required exchange. An impacted payer cannot comply with these requirements if
the patient has not provided timely or accurate information about their previous/concurrent
payer. In that case, payers are required to make reasonable efforts to gather this information from
patients. For example, we recommend payers follow-up one time before determining that the
patient has not opted in. We are finalizing a modification to the proposed regulatory text to
clearly establish that the 1 week timeframe for requesting patient data begins when the impacted
payer has sufficient identifying information about previous/concurrent payers and the patient has
opted in.

Comment: Many commenters supported our proposal to require impacted payers to
request data from a patient’s previous payer no later than 1 week after the start of coverage or
obtaining previous/concurrent payer information and opt in permission from the patient. Other
commenters suggested a variety of alternative timeframes for payers to request patient data from
previous/concurrent payers. A few commenters recommended that CMS allow 2 weeks after the

start of coverage to request the data. Other commenters recommended that CMS extend the
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timeframe for a data exchange to be within 30 or 90 days after enrollment to allow payers time to
confirm the patient’s information, especially during peak volumes such as open enrollment. A
commenter highlighted that a 90-day timeframe would allow time for the previous payer to
process outstanding claims. Conversely, other commenters recommended a 3-day timeframe for
a new payer to request the patient’s data from their previous payer to expediate the data
exchange.

Response: We continue to believe that 1 week is the appropriate period to require payers
to make a request for patient data after they have sufficient identifying information about the
previous/concurrent payer and the patient has opted in. The longer the period between the time a
patient enrolls with a new payer and that payer receives patient data, the less relevant those data
could be. This is particularly true for patients who have chronic conditions or ongoing treatment
for life-threatening conditions. For these patients, it is more important that their new payer get
information as soon as possible. If necessary, additional information can be exchanged as it
becomes available. See our discussion in section II.C.3.d.i. regarding optional additional data
exchanges between previous and new payers. For instance, the CY 2024 MA and Part D final
rule requires MA coordinated care plans to provide a minimum 90-day transition period when an
enrollee switches to a new MA plan. During that time, the new MA organization may not require
prior authorization for an active course of treatment. Establishing a 90-day timeline for payer to
payer exchange could largely negate the utility of the data to comply with that requirement. Even
a shorter period, such as 2 weeks or 30 days, could require patients to provide separate
information about active courses of treatment, which would add burden to patients rather than
reducing it. Regardless of whether impacted payers are subject to that rule, it is important to

exchange data quickly so that patients can maintain a continuity of care.
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However, we also determined that our proposed data request deadline was no longer
feasible with the modified deadline for requesting previous/concurrent payer information and the
patient’s opt in to be no later than 1 week after the start of coverage. Therefore, we are also
finalizing a modification to our proposal to require impacted payers to request data from a
patient’s previous/concurrent payer(s) no later than 1 week after the payer has sufficient
identifying information and the patient has opted in, or within 1 week of a patient’s request. We
encourage payers to request these data as expeditiously as possible. Specifically in regard to
periods of peak volume for payers, we encourage payers to use the Bulk Data Access IG to send
bulk requests and responses for multiple patients at once. As discussed in section II.G. of this
final rule, we are finalizing our proposal to require payers to implement the Bulk Data Access IG
for the Payer-to-Payer API for this very purpose.

Comment: Multiple commenters suggested that CMS explain the meaning of within 1
week of the start of coverage. A commenter highlighted how Medicaid policy requires that they
grant eligibility retroactively up to 3 months and recommended that the data request within 1
week of the start of coverage be based on the date that the eligibility update is received into their
MMIS, not the effective date of coverage, which could be 3 months prior. Another commenter
recommended that only QHP policies that have been effectuated with a binder payment be
subject to the payer to payer data transfer requirement, which should leave 1 week after the date
that benefits begin for the new payer to request the data transfer.

Response: As noted previously, we are changing the deadlines for payers to request
information from other payers by tying them more closely to the date when the payer has
sufficient information about a patient’s previous and concurrent payers and the patient has opted

in. As such, the data request deadline is no longer linked to the start of coverage or enrollment.
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Further, as explained previously, the term “start of coverage,” as used in the preamble to this
rule, means when coverage begins or when the patient enrolls, as applicable. For cases when
there may be retroactive coverage, such as in Medicaid, the payer will be required to seek a
patient’s opt in for Payer-to-Payer API data exchange and to request information about a new
patient’s previous/concurrent payer(s) no later than 1 week after the patient’s enrollment. In
Medicaid, the patient’s “enrollment” is the date the beneficiary is enrolled in the state’s MMIS
(or equivalent process), not the date that coverage takes retroactive effect. For that reason, the
regulation text in Medicaid FFS reflects this by referring to “enrollment” instead of “start of
coverage.”

Comment: Multiple commenters requested clarification that timing requirements are
flexible to the extent reasonable and necessary to verify that privacy and security requirements
are met. A commenter emphasized that this timeframe could only be followed if it begins after
the member has provided sufficient information as determined by the impacted payer to identify
a concurrent payer (for example, payer name, member enrollment number, group number).

Response: We agree that the timeframe for sending a request only begins when a payer
has sufficient information to send a request to another payer and the patient whose data are being
requested has opted in. We are finalizing that the request must be made no later than 1 week after
the payer has sufficient identifying information and the patient has opted in. We note that, as
discussed previously, payers have an obligation to request that information from their patients no
later than 1 week after the start of coverage, as that term is defined previously specific to each

impacted payer type.



CMS-0057-F 307

Comment: A commenter suggested that if payer endpoints are not publicly available or
accurate information on a previous payer is not available, payers should only be required to make
reasonable efforts to complete the data exchange.

Response: Existing requirements require payers to make technical documentation about
their API, including digital endpoint information, on a publicly accessible section of their
website.®* In section I.D. of this rule we discuss an NDH that could serve as a centralized place
for impacted payers to find other payers’ digital endpoints. Commenters indicated that such a
directory would significantly improve the process for requesting patient data.

Payers are required to request patient information from previous and concurrent payers if
the conditions in the rule are met, and we encourage payers to make a reasonable effort to locate
information about a patient’s previous payer. If a payer is unable to obtain a valid endpoint or
accurate information for a previous or concurrent payer, we recommend they document the
efforts they took to gather the information from the other payer. Doing so could establish a
record for future oversight, or in case of a dispute, that the payer made a reasonable effort to
comply with the requirements of this rule and the patient’s desire for their data to be exchanged.
As discussed, payers are not responsible for determining whether the patient’s previous payer is
an impacted payer, but are required to request previous/concurrent payer information from the
patient and to make the data request to the other payer. We encourage payers that are not subject
to the requirements in this rule to participate in the Payer-to-Payer API exchange in order to

allow their patients to benefit from this policy. However, a payer not subject to this regulation

83 See 42 CFR 422.119(d) for MA organizations, 42 CFR 431.60(d) for Medicaid FFS, 42 CFR 438.242(b)(5) for
Medicaid managed care, 42 CFR 457.730(d) for CHIP FFS, 42 CFR 457.1233(d) for CHIP managed care, and 45
CFR 156.221(d) for QHP issuers on the FFEs. These requirements are cross referenced in the regulations requiring
impacted payers to apply the same technical specifications to all the APIs required under this final rule.
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may not have a FHIR API or want to exchange the required information, which would be outside
of the impacted payer’s control.

Comment: Multiple commenters flagged that impacted payers will need time to establish
the necessary technology linkages, data use agreements, and security protocols to exchange
information with another payer in a manner compliant with the HIPAA standard transaction and
code set requirements. A commenter noted that the data exchange would take longer than 1 week
if a payer needs to set up a new connection, as feeds may differ.

Response: We understand that a functional technological connection with other payers to
meet the requirements for the Payer-to-Payer API policy can and sometimes will take more than
a week to complete. However, there is no applicable HIPAA standard transaction or code set for
the payer to payer data exchange we are finalizing in this final rule. The required standards are
those being established in this final rule. Giving impacted payers sufficient time to coordinate
with other payers to establish the capability to exchange data is one rationale for delaying the
compliance dates from the proposed 2026 to 2027. We expect that payers will use that additional
time not only to build the requisite API technology, but to coordinate with other payers to
establish those linkages. We encourage payers to establish connections and perform testing with
other payers before the compliance dates for the Payer-to-Payer API to ensure that the data
exchange will work as expected. Payers should also set up a testing or sandbox instance of their
Payer-to-Payer API as early as possible for other payers to test against. We also encourage
payers to establish data use agreements and register with each other’s APIs prior to the
compliance dates in order to facilitate exchange as quickly as possible after the compliance
dates. We expect that those technological and legal requirements will be most burdensome when

one payer connects with another for the first time. Subsequent exchanges should rely on that
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same foundation, and it should not be necessary to repeat those steps. Finally, we suggest payers
prioritize other payers that they are most likely to exchange with, such as those that overlap with
their geographical coverage area.
ii. Additional Data Exchange

In the proposed rule, we solicited comments on whether additional data exchanges would
be warranted to account for data received or processed by the previous payer after the patient’s
coverage ends and, if so, what the appropriate parameters would be. Outside the context of
concurrent payers, we generally expect our policy to require a one-time data exchange between a
previous and new payer. Once the new payer has received the patient’s data from the previous
payer, we do not generally expect there to be additional exchanges with the previous payer.
However, we want to allow patients to request subsequent data exchanges to account for any
outlier situations. We are also aware that claims take time to process and may be processed after
patients have enrolled with a new payer, thus creating additional data within the patient’s record
for some time period after the patient has changed payers. We considered proposing a policy
where, if the patient opts in, a previous payers would be required to send any additional data
within the required dataset to the new payer no later than 1 week of receiving the additional data.
However, keeping in mind the burden this could impose on payers, we sought comment on such
a policy. We sought comment on whether additional data could be helpful for the new payer in
the weeks or months after enrollment, and which specific data could be most pertinent, or
whether additional data exchange would be overly burdensome and not provide value to the new
payer. We asked whether it would be appropriate to limit such a requirement to send updated
data to a certain period after the initial data exchange, for instance within 30 or 90 days.

Additionally, we asked whether impacted payers should be required to make an additional data
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exchange within a week of receiving any new data or on a set cadence, such as monthly or
quarterly, to allow payers to streamline transactions for multiple patients.

Comment: We received varying comments around additional data exchanges with
multiple commenters supporting a one-time additional data exchange to promote continuity of
care. Some commenters thought it would not be feasible to share additional data within 1 week
of each update but supported a single exchange at 30-, 60- or 90-days after the patient has moved
to a new payer. A commenter stated it would be difficult to track when additional data need to be
sent after the initial exchange.

Response: We agree that it could be helpful for payers to supplement the data exchange
required under this rule, to account for any claims or data that are received after the initial data
are sent to the new payer. While we are not requiring it, we encourage payers to do so in order to
pass along a complete patient record. Likewise, we encourage the new payer to send an
additional request for data within 90 days of receiving the initial data response. The previous
impacted payer would be required to respond to such a request.
1i1. Authorization and Authentication Protocols

We proposed that impacted payers would be required to use the OpenlD Connect Core
authorization and authentication protocols at 45 CFR 170.215(e)(1) to authenticate the identity of
the requesting payer. We wanted to ensure payers would not have to send data unless they are
confident that the requesting payer is identified. The ONC Cures Act final rule adopted content
and vocabulary standards to provide the foundation needed and were finalized for use in the
CMS Interoperability and Prior Authorization final rule to support implementation of the policies
(85 FR 25521-25522). Thus, we proposed OpenlD Connect Core in effort to align standards

across API implementations.
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Comment: Multiple commenters sought clarification on the general authentication and
authorization process and flagged that requiring OpenID Connect Core will not be sufficient for
the Payer-to-Payer API. A commenter recommended that CMS consider UDAP or the PDex IG,
which uses a SMART framework instead. Another commenter flagged that the OpenID Connect
Core standard requires a log-in, whereas the proposal suggested that payers are required to
provide these APIs without a user login or credential. A commenter highlighted that the Bulk
Data Access IG requirement relies on portal credentials and user logins created by the
individuals to be linked to their identity in the payer system.

Response: Upon consideration, we agree that it would not be appropriate to require
OpenID Connect Core for the Payer-to-Payer API. OpenlD Connect Core is a means to identify
individuals and because the Payer-to-Payer API is a business-to-business interaction, OpenlD
Connect Core is not adequate to meet this use case. Although OpenID Connect Core can be
utilized for the Payer-to-Payer API, it is not a scalable approach because it requires user
credentials. For similar reasons, we are finalizing a modification to our proposal to not require
OpenID Connect Core for the Provider Access, Payer-to-Payer and Prior Authorization APIs.%
The SMART App Launch IG can also provide a method for authentication within the Payer-to-
Payer API; though we note that we are not finalizing our proposal to require that IG, it remains
available to payers as an option. However, as part of the Payer-to-Payer API, payers still need to
authenticate bi-directionally using industry best practices to ensure that patient data are only
shared appropriately. We refer readers to Table H3 in section II.G. for an updated listed of

required and recommended standards and IGs. We also advise that the Bulk Data Access IG,

84 In the proposed rule, that requirement was included for MA organizations at 42 CFR 422.121(b)(1)(i), for
Medicaid FFS at 42 CFR 431.61(b)(1)(i), for CHIP FFS at 42 CFR 457.731(b)(1)(i), for Medicaid managed care
plans through cross reference at 42 CFR 438.242(b)(7), for CHIP managed care entities through cross reference at
42 CFR 457.1233(d) and for QHP issuers on the FFEs at 45 CFR 156.222(b)(1)(i).
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which is a required IG for the Payer-to-Payer API, contains a “SHOULD” (that is, strongly
recommended) conformance statement to use SMART Backend Services. We also note that
SMART Release 2.0.0, which has since been adopted in the HTI-1 final rule at 45 CFR
170.215(c)(2) includes SMART backend services. Though in this final rule we are requiring
impacted payers to support the Bulk Data Access IG in their Provider Access and Payer-to-Payer
APIs, this requirement does not obligate them to use it for every data exchange if it is not
necessary.

Comment: A commenter recommended that CMS collaborate with industry stakeholders
to identify best practices for user authentication and authorization with the Payer-to-Payer API.
Another commenter highlighted that guidance on how to trust and verify inbound data requests
via the Payer-to-Payer API will be essential.

Response: We will continue to collaborate with industry stakeholders through HL7 FHIR
workgroups and through HL7 FHIR Connectathons as the standards to support the Payer-to-
Payer API continue to be refined to support these final policies. We also will continue to work
closely with ONC on the required authentication and authorization standards under 45 CFR
170.215. While we are not specifically requiring an IG or method be used for authentication and
authorization, as part of the Payer-to-Payer API payers still need to authenticate the other payer
they are exchanging data with.
1v. Attestation

We proposed to require the requesting impacted payer to include an attestation with the
request for data affirming that the patient 1) is enrolled with the requesting payer and 2) has
opted into the data exchange in a manner that meets the applicable legal requirements. As

explained in section II.G. of this final rule, we recommended certain HL7 FHIR IGs to support
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the data exchange between payers. The recommended PDex IG has been developed to include
both the technical and business processes of capturing and sharing a patient’s permission for data
exchange with the payer to payer data request. Because that IG is recommended and not
required, impacted payers could also exchange an attestation regarding patient permission with
other implementations, which could meet or exceed the requirements of the PDex IG.

Comment: Multiple commenters supported the attestation proposals for the Payer-to-
Payer API. Multiple commenters provided recommendations for processes to share patients’ data
sharing permission. Multiple commenters suggested processes for payers to verify that a patient
opted into data sharing with another payer before giving that payer access to patient data. A
commenter requested clarification on whether patients must opt in for each subsequent payer. A
commenter recommended that patients’ data sharing permission be shared with secondary and
tertiary payers. Commenters requested clarification on which payer (the requestor or requestee)
is responsible for obtaining patients’ permission. A commenter highlighted that an attestation
process will not resolve the risks of incorrectly matching data to the patient. Another commenter
asked whether FHIR can be used to send the attestation. Another commenter requested
clarification on using standards and IGs to facilitate the opt in process. A commenter sought
guidance on where a patient’s opt in would be indicated on the electronic transmission and how
they could verify that the payer provided educational information to the patient.

Response: We appreciate the recommendations for sharing a patient’s opt in but leave
that exact process up to payers. The impacted payer requesting the data from the
previous/concurrent payer is responsible for obtaining the patient’s opt in and must include an
attestation with that request for data affirming that the patient 1) is enrolled with the requesting

payer and 2) has opted into the data exchange in a manner that meets the necessary legal
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requirements. Patients would have to opt in for each subsequent payer to request their data from
a previous/concurrent payer. The purpose of the attestation is not to match the data to the patient,
but to affirm that the patient has enrolled with the requesting payer and has opted into the data
exchange in a manner that meets the necessary legal requirements. We highly recommend using
the IGs discussed in further detail in section II.G. of this final rule to support the Payer-to-Payer
API. The latest published version of the PDex 1G (STU 2.0.0) includes a means for a payer to
communicate that the member has opted in—through a FHIR Consent resource—when
requesting data from another payer. An attestation or verification that the requesting payer
provided educational information to the patient is not required to be sent with the request.

Comment: A commenter recommended that CMS more clearly explain the Payer-to-
Payer API process to ensure that prospective or potential payers are not requesting a patient's
data. Another commenter suggested that an attestation from another payer is not sufficient proof
to demonstrate a patient’s decision to opt in and suggested that some assignment of legal liability
be considered for the requesting payer, as it might assuage these concerns.

Response: A prospective or potential payer should not request a patient’s data under this
rule. Under this rule, a payer must attest that the patient is enrolled with that payer as part of its
request for the patient’s data from a previous/concurrent payer. We emphasize that the impacted
payers must implement an authentication process (discussed previously) that verifies the
requesting payer’s identity as a legitimate health care coverage entity. If an entity includes a
fraudulent attestation that the patient is enrolled with the payer and has opted in to payer to payer
data exchange in its request for patient data, that entity could be subject to criminal or civil

penalties.
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v. Timeframe for Responding to a Request

We proposed that impacted payers that are previous/concurrent payers would be required
to respond to a current payer’s request, if specified conditions are met, within 1 business day of
receiving the request. We explained that 1 business day would be the appropriate timeframe to
complete this process to send the data, as new payers need timely access to previous/concurrent
payer data to facilitate care coordination and make the information available to providers within
their new network. We noted that this timeframe also would align with the 1 business day
response time for the Patient Access and Provider Access APIs.

We sought comment on whether the proposed timeframes for the previous/concurrent
payer to send these data, are appropriate or whether other timeframes would better balance the
benefits and burdens. We sought comment on whether payers need more than 1 business day to
respond to a request and sought comments on what might be a more appropriate timeframe if
commenters thought a different timeframe was warranted. We explained that it is important for
patient data to move to the new payer as soon as possible to send their patient record and to
ensure care continuity.

Comment: Multiple commenters expressed support for the 1 business day response time
for the Payer-to-Payer API. A commenter recommended a modification that data should be
available within 1 calendar day. Another commenter stated that the purpose of standardized API
data exchange is to have real-time data availability. A commenter requested that CMS provide at
least 24 hours for data from the Prior Authorization API to be available via the Payer-to-Payer
API. Some commenters expressed general concern with our proposed response timeframe and
suggested that payers may become overwhelmed, especially during open enrollment periods. A

commenter expressed concern that the proposed timeframe does not consider the degree of
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manual effort required to ensure compliance with applicable state laws and regulations regarding
health privacy and confidentiality. Multiple commenters recommended that CMS require a
response time of 2 business days for the Payer-to-Payer API and another suggested 3 business
days.

Response: After reviewing the comments, we believe that keeping the response
timeframe at 1 business day is appropriate. This expedient data exchange will support care
continuity and still allow time for the processes for payers to appropriately send patient data. We
note that this timeframe also aligns with the finalized 1 business day response time for the
Patient Access and Provider Access APIs. We acknowledge that some periods may have
increased data exchange requests, such as during open enrollment period, and note that the
purpose of the required Bulk Data Access IG is to efficiently exchange large volumes of data for
multiple individuals and can be utilized for both requesting and sending data.

The data content we are finalizing that must be included in the payer to payer data
exchange is generally the same as the current requirements for the Patient Access API,
notwithstanding the addition of prior authorization information. Claims and encounter data and
all data classes and data elements included in a content standard at 45 CFR 170.213 (USCDI) are
structured data, which will help payers identify particular items that are subject to additional
privacy requirements. We are also finalizing 2027 compliance dates, in part, to give payers
additional time to develop internal processes and train staff. That includes processes make the
necessary determinations as to which data are permitted to be shared via the Payer-to-Payer API.
For instance, payers may use this time to develop processes that flag certain data elements with
metadata — as the payer receives them — if they require special permissions or are prohibited to

disclose under other law. We highly encourage payers to engage in this process as they receive
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data to ease any manual review and decision-making that might be necessary when a payer
requests patient data.

Comment: A commenter recommended that CMS address the need for a legal governance
framework for the payer to payer data exchange because the technical standards proposed would
not enable the requesting payer to substantiate the patient’s authorization. The commenter stated
the need to provide legal assurances that the payer requesting a patient’s records has obtained
appropriate authorization to request the records and without a standardized governance
framework, payers would struggle to fulfill the requirement to respond within 1 business day of
receiving a request.

Response: We understand the importance of legal assurance between payers to ensure the
patient has provided appropriate authorization before sharing data across payers. The
recommended PDex IG STU 2.0.0, which has since been published since the publication of the
CMS Interoperability and Prior Authorization proposed rule, includes both the technical and
business processes to capture and share a patient’s permission as part of the payer to payer data
request. We believe 1 business day is sufficient to fulfill the request for data exchange because
the IG is a means for payers to electronically send a record of the patient’s permission to receive
data from the other payer. We are also working closely with ONC as to how TEFCA could
support scalable governance for payer to payer data exchange. We reiterate that we are requiring
that the new payer provide an attestation with the request for data affirming that the patient has
enrolled with that requesting payer and has opted into the data exchange.

vi. Payers Not Subject to this Regulation
If a previous/concurrent payer is not an impacted payer, they are not subject to our final

requirements and, therefore, are not required to send or request data through the Payer-to-Payer
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API. For example, an employer-based commercial plan would not be subject to this rulemaking.
If the previous/concurrent payer is not an impacted payer, they are not subject to our
requirements to respond to the request. A new or concurrent impacted payer is not obligated to
determine whether the previous/concurrent payer is an impacted payer under this final rule or to
limit its requests for a patient’s data (or its responses to requests for a patient’s data) to only
impacted payers. Therefore, we proposed that an impacted new payer would be required to
request the data from the patient’s previous/concurrent payer, regardless of whether the other
payer is an impacted payer. Conversely, we proposed that if an impacted payer receives a request
for patient data that meets the requirements of this rule, they would be required to respond by
making available the required data through their Payer-to-Payer API, regardless of whether the
requesting payer is an impacted payer (which the payer may or may not know).

If a payer not subject to this regulation does not have the capability or refuses to
exchange the required data with an impacted payer or is willing to exchange the data but is
unable or unwilling to do so through a FHIR API, the impacted payer will not be required to
exchange data with that payer. Payers that have not implemented the Payer-to-Payer API would
not have accessible digital endpoints to make the required request. We emphasized in the
proposed rule that impacted payers would not need to spend resources determining whether other
payers are subject to this rulemaking, but would be required to request patient data, if possible,
and respond to all requests that are made within the requirements. However, we encourage all
payers to implement a Payer-to-Payer API to support data exchange with other payers, even if
they are not subject to our final requirements to support care coordination and more efficient

operations.
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Comment: Multiple commenters flagged concerns regarding interoperability with payers
not subject to this regulation. A commenter stated that it is unclear what value would be derived
from the investment if there is no response or reciprocation from payers not subject to this
regulation. Another commenter noted that payers need to build a connectivity system with other
payers, including payers not subject to this regulation.

Response: We disagree that the burden of connecting with a payer not subject to this
regulation that has implemented a Payer-to-Payer API in conformance with our requirements is
any different than connecting with an impacted payer. Regardless of whether they are covered by
an impacted payer, there is value in maintaining a patient’s data and exchanging those data when
a patient transitions to a new payer or between concurrent payers. Furthermore, requiring
impacted payers to exchange data only with other impacted payers would require impacted
payers to expend effort to determine whether the other payer is an impacted payer. That effort
can be eliminated by simply treating any payer as a possible exchange partner. Furthermore, not
requiring impacted payers to exchange data with payers not subject to this regulation would
mean that there would be no incentive for those payers to adopt the requirements of payer to
payer data exchange. In addition, impacted payers are not required to exchange data outside of
the process finalized in this final rule, including using a standards-based API. If a payer not
subject to this regulation requests data in a format that is not compatible with the Payer-to-Payer
API and specific data formatting, content and vocabulary standards established in regulation,
impacted payers will not be required to send data via a different method, unless other law
requires them to do so.

We understand that impacted payers may have additional difficulty ascertaining that

another payer is not subject to this regulation (or not compliant), as that payer would not have
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digital endpoints to discover. Payers are required to take reasonable steps to determine whether
they can exchange data with the other payer. We encourage payers to contact the previous payer
directly to determine whether they support the Payer-to-Payer API. Other solutions could also be
explored to help payers determine whether the previous payer supports the Payer-to-Payer API,
such as using TEFCA. In section I.D. of this final rule we discuss an NDH that could serve as a
centralized place for payers to find other payers’ digital endpoints and identify payers that
support the Payer-to-Payer API. Once a payer knows that another payer is not capable of payer
to payer data exchange, they would not be required to inquire every time they receive a new
patient who identifies that previous payer. However, it would be prudent to occasionally (such as
annually) check whether the other payer has implemented a Payer-to-Payer API and is now
capable of data exchange.
e. Ongoing Data Exchange Requirements for Concurrent Coverage
1. Concurrent Coverage Data Exchange

For individuals who have concurrent coverage with multiple payers, we proposed to
require impacted payers to collect identifying information about any concurrent payer(s) from
patients before the start of coverage with the impacted payer (consistent with how “start of
coverage” is explained previously). Because we believed it would be beneficial for all of a
patient’s current payers to maintain a complete record of the care that the patient has received,
we proposed to require impacted payers to request the same patient data described in section
II.C.3.b. of this final rule from all of a patient’s concurrent payers, and to send those data in
response to a request that meets all the requirements of this final rule. We stated that this would

ensure that the patient’s concurrent impacted payers maintain a complete patient record and can
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provide all the information proposed to be required under the Patient Access and Provider
Access APIs.

Specifically, we proposed to require impacted payers, no later than 1 week after the start
of a patient’s coverage,® to request data from any concurrent payers that the patient reports.
Because all payers will update patient records while a patient is enrolled with those payers, we
proposed that when a patient has concurrent coverage with two or more payers, the impacted
payers would be required to exchange with every other concurrent payer, at least quarterly. We
proposed that should an impacted payer receive a request for a current patient’s data from a
concurrent payer for that patient, the receiving payer would have to respond with the appropriate
data within 1 business day of receiving the request. Operationally, this proposed exchange would
function the same as the data exchange with a patient’s previous payer.

We also proposed that any impacted payer that receives patient data from another payer
under these regulations must incorporate those data into the recipient payer’s records about the
patient. The required data content we proposed are the same claims and encounter data
(excluding provider remittances and cost-sharing information), all data classes and data elements
included in a content standard at 45 CFR 170.213 (USCDI), and certain information about prior
authorizations that the payer maintains with a date of service on or after January 1, 2016. We
stated that that proposal would require impacted payers to both request patients’ data from other
concurrent payers and to respond to requests from other payers to share patients’ data.

Comment: A commenter recommended that we only require concurrent payers making

quarterly data transmissions to send data that have been updated since the last data exchange.

8 For QHP issuers on the FFEs, no later than 1 week after the effectuation of enrollment.
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The commenter stated that this would reduce burden by allowing them to exchange a smaller set
of data that can more easily be integrated into their patient records.

Response: We agree that this is a reasonable solution to reduce burden. We are finalizing
a modification to our proposal to allow concurrent payers to agree to exclude from ongoing
quarterly data exchange any data that were previously transferred to or originally received from
the other concurrent payer. We leave it to payers to determine the best process to effectuate this
option, as it is intended to reduce payer burden. If exchanging only new data would increase
burden on payers versus exchanging all patient data, they are not required to do so. Ultimately,
the exchange should result in both concurrent payers having a complete set of patient data to
support patient care and care coordination.

Comment: A commenter suggested that CMS require payers to clearly document, in the
payer systems, which payer is primary, and which is secondary to ensure providers receive
accurate and timely coordination of benefit information.

Response: Coordination of benefits is an established process (though the exact process
may vary by payer and jurisdiction) that we specifically did not propose to affect. As discussed
previously, if payers find it beneficial to use the Payer-to-Payer API for purposes other than the
data exchange finalized in this rule, such as coordinating coverage, they are welcome to do so.
To the extent that such coordination information would benefit patients or providers by being
available via the Patient Access and Provider Access APIs, we encourage payers to do so.

Comment: Several commenters expressed opinions on the appropriate timeframe for
payers to request data from another concurrent payer and for payers to respond to such a request.
Multiple commenters stated their general support for timely information exchange between

concurrent payers to help minimize unnecessary administrative paperwork and other
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inefficiencies. Several commenters supported our proposed timeframes. Other commenters
suggested that payers have up to 30 days to request patient information. A commenter stated that
the data should be available within 1 calendar day instead of 1 business day. A commenter
recommended CMS allow at least 3-5 business days for a response.

Response: There should be no procedural or technical difference between requesting data
from a previous payer or a concurrent payer, other than the requirement that concurrent payers
engage in ongoing quarterly exchange. Similarly, responding to such a request should be the
same process, using the same FHIR standards. Therefore, we believe it is prudent to establish the
same timeframes for the initial requests to and all responses from concurrent payers as for
previous payers. Therefore, we are finalizing that for concurrent payers, the initial request for
data must be made no later than 1 week after the payer has sufficient identifying information
about concurrent payers and the patient has opted in and quarterly thereafter. We are finalizing
our proposal that impacted payers must respond within 1 business day to a request for patient
data from a concurrent payer that meets all the requirements of this final rule.
i1. Concurrent Payer Exchange Timeframe

We also considered whether to propose more frequent exchanges (weekly or monthly), or
less frequent exchanges (semi-annually or annually) for the required data exchanges between
concurrent payers; however, we explained in the proposed rule that we believed a quarterly data
exchange would strike the right balance between providing accurate, timely data and payer
burden. We believed that sharing data quarterly would be frequent enough to allow new health
data to accumulate and still be timely, but not so frequent that it causes unnecessary burden on
the payers. We requested comment on this proposal, including on the appropriate frequency for

this payer to payer exchange for patients with concurrent coverage.
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Comment: A significant majority of commenters supported our proposal to require
quarterly data exchange between concurrent payers because it would facilitate care coordination.
Some commenters suggested that a more frequent data exchange could benefit patients. Some
commenters noted that even quarterly data exchange may miss key clinical events that would be
useful for care coordination and recommended that the data exchange should take place monthly.
On the other hand, a few commenters stated that impacted payers should only request additional
data from concurrent payers when initiated by a member.

Response: We agree with the majority of commenters that a quarterly cadence
appropriately balances the benefits and burdens on payers. Payers may make arrangements with
each other to exchange information more frequently, if they believe it would benefit their mutual
patients. The burden of initiating the exchange should not fall on the patient, especially at times
when they are dealing with specific health issues that would most benefit from care coordination.
As some commenters recommended more frequent data exchange, we will consider whether to
propose amendments to this policy in future rulemaking after the industry has experience
meeting the requirements of this final rule.

We note that when a patient has concurrent coverage, the payers must communicate
regularly to ensure that the proper payer is responsible for that patient’s claims. Nothing in this
final rule, including a patient not opting into the Payer-to-Payer API data exchange, is intended
to alter payers’ ability to exchange data as they do today for that purpose, in accordance with

applicable law.
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f. Data Incorporation and Maintenance
1. Data Incorporation

We proposed that data received by an impacted payer through this data exchange must be
incorporated into the patient’s record with the new payer. We stated that those data could then be
part of the patient’s record maintained by the new payer and should be included as appropriate in
the data available through the Patient Access, Provider Access, and Payer-to-Payer APIs. In this
way, a patient’s data could follow them between payers and be available to them and their
providers. We stated that this proposal would not obligate payers to review, utilize, update,
validate, or correct data received from another payer, but we encouraged impacted payers to do
so, at least to the extent it might benefit the patient’s ongoing care. We explained that payers
could choose to indicate which data were received from a previous payer so a payer, provider, or
the patient looking at the record, would know where to direct questions (such as how to address
contradictory or inaccurate information), but would not be required to do. Regardless, all data
received, maintained, used, or shared via the proposed Payer-to-Payer API would be required to
be received, maintained, used, or shared in a way that is consistent with all applicable laws and
regulations.

Comment: Multiple commenters supported our proposal to require payers to incorporate
data they receive from other payers via the Payer-to-Payer API into their own patient records in
order to ensure that a patient’s record is not lost. Other commenters stated that they do not
believe that payers are the appropriate holders of a patient’s full medical record and that
providers or patients themselves should be the maintainers of those data.

Response: We agree that in some cases a payer is not the best entity to hold a patient’s

longitudinal record and that there is other technology available for patients to download their
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data, for example, using the Patient Access API, and to store it independently of their payer. As
discussed previously, we are finalizing a policy that limits the payer to payer data exchange to
data with a date of service within 5 years of the request. After considering public comments, we
determined that a 5-year period balances the benefits of new payers having access to recent
patient data and the patient not losing recent information against the burden of integrating and
maintaining historical data that may or may not be useful to care.

For patients who want to maintain their own information in a PHR, they have that option
through the Patient Access API. While in some cases, a patient may have a provider that can and
will aggregate their records from each other provider that the patient sees, we do not believe this
is a common scenario, as it would require a significant amount of work by the provider. As
discussed, because payers receive claims or encounter data from each provider that sees a
patient, they typically possess the most complete historical patient record. Requiring a payer to
send a patient’s data to their new payer will ensure that recent information that could be
important for care continuity is not lost.

Comment: A commenter cautioned that CMS should not assume that the information
received from a previous payer is whole and/or correct. The commenter noted that the difference
in health plans’ level of diligence could cause some discrepancies in patient coverage. Another
commenter suggested that payers would be incentivized to send incorrect information to another
payer rather than correcting the patient’s record.

Response: We acknowledge that any set of patient data may have errors or omissions.
However, we do not believe that the appropriate response to this issue is to discard data when a
patient moves between payers. As stated, we do not wish to burden payers to proactively verify

patient records when they receive them from another payer. However, under the HIPAA Privacy
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Rule, at 45 CFR 164.526, individuals generally have the right to have a covered entity amend
PHI or a record about the individual in a designated record set for as long as the PHI is
maintained in the designated record set, with certain exceptions. That right exists regardless of
whether the covered entity created the PHI itself or received it from elsewhere. That requirement
is consistent with our policy, as it does not require proactive verification, but must be addressed
upon request by an individual.

We also do not believe that there is any risk of payers intentionally proliferating
inaccurate information. There is no reason for a payer to maintain inaccurate records with the
ultimate goal of passing that information to another payer when the patient leaves their coverage.
Finally, payers are only responsible for maintaining their own records, including that which has
been received from another payer. If there is an error to be corrected in data received from a
previous payer, neither the patient nor their payer will need to contact the previous payer to
correct it and have the patient’s record resent. A patient’s current payer is required, by the
HIPAA right to amend and correct data in its records, even if that incorrect information was
initially received from a previous payer.

Comment: A few commenters recommended that all the APIs should support optional
provenance resources that could be added by either the sender or the receiver to indicate the
source of data. A commenter recommended that instead of CMS recommending payers to note
where the data originated, CMS instead propose that specific provenance resources be required
to indicate which data came from a previous payer, which could also be included in subsequent
data exchanges.

Response: When incorporating the data from an old or concurrent payer, payers are free

to indicate the provenance of that information, which would then be included in the data
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available through the Patient Access or Provider Access APIs. As discussed in section I1.G., we
are recommending, but not requiring, the PDex 1G for the Payer-to-Payer API. The PDex 1G
requires provenance information be included in outbound FHIR transactions and that a payer
receiving such a transaction must incorporate any included provenance information. There is also
a “SHOULD” recommendation within the IG that payers create provenance records when the
provenance is not included in a data set (for example, when it was received through non-FHIR
mechanisms). We highly recommend that payers use the 1G for several reasons, including that it
would help address this issue and help payers, providers, and patients understand the source of
data. We will consider whether to propose to require provenance information through future
rulemaking.

Comment: Multiple commenters highlighted that our Payer-to-Payer API policy would
require extensive data translation and de-duplication. They suggested that CMS encourage
payers to work with HIEs to determine the best solutions to avoid data duplications and
associated errors. A commenter expressed concern regarding the potential for duplicate data to
be transmitted throughout the health care system.

Response: We appreciate commenters’ suggestions that there are existing marketplace
solutions to address some of the concerns about data duplication. We understand the concern
over duplicative information. There are IT solutions, such as EHR vendors and HIEs, available
that can make the data actionable and help payers avoid receiving duplicative information via the
Payer-to-Payer API. To the extent it would benefit payers, we encourage them to work with
HIEs and HINs to facilitate payer to payer data exchange. We note that nothing in our policies
prohibits a payer from using an intermediary to aid with various functions, such as patient

matching, data exchange, or data hygiene.
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Comment: A commenter stated that they believe data acquired via Payer-to-Payer APIs
should be dated with the original date of service to prevent duplication in future Patient Access
or Provider Access API requests, if a patient or provider already had that information from the
previous payer.

Response: We agree that it is important to maintain the fidelity of data received via the
Payer-to-Payer API. While creating additional metadata is recommended to be able to track
where the data came from and when it was acquired, payers should not be changing the
underlying data itself. For example, the “date of service” or “date claim processed” should not be
updated to the date that the new payer receives the record of the claim from a previous payer.

Comment: A commenter stated claims are not typically considered “patient records” and
suggested CMS define the “patient record” into which information from a previous/concurrent
payer must be incorporated.

Response: We do not need to define “patient record” as we are defining the set of data
that must be shared between payers, that is, claims and encounter data (excluding provider
remittances and patient cost-sharing information), all data classes and data elements included in a
content standard at 45 CFR 170.213 (USCDI), and certain information about prior authorizations
maintained by the payer with a date of service within 5 years of the request by a patient’s new or
concurrent payer. Furthermore, we have defined maintain in the Interoperability and Patient
Access final rule “to mean the payer has access to the data, control over the data, and authority to
make the data available through the API” (85 FR 255380). Payers must incorporate patient data
into the appropriate place where they maintain that type of information that they generate while
covering a patient. We understand that payers will store that information in a variety of ways,

depending on their own data infrastructure.
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Comment: A commenter requested clarification as to how payers should integrate data
into a patient's records if the data from their previous payer includes information from other
individuals who were on the same coverage plan (for example, a family health plan).

Response: Each of our policies in this final rule are tailored toward individual patients,
not any family members that may be covered through the same benefits. In some cases,
applicable law may allow one individual (such as a parent or guardian) to act as a personal
representative for another individual covered under the same benefits (such as a minor) and
could therefore opt into the Payer-to-Payer API data exchange for that individual. Regardless,
the opt in is patient-specific and a payer must make the data request based on the individual
permission and the previous/concurrent payer should respond in kind with the individual
patient’s record. No data should be shared about any patient that has not opted in, regardless of
whether another patient covered under the same benefits has opted in.

Comment: A commenter cautioned that when a new payer takes on another payer’s
information, this may cause a significant amount of risk for patients as they may get billed for
services that are not approved under their new payer.

Response: We are not requiring impacted payers to honor another payer’s prior
authorization decision, nor do our final rules require reprocessing claims submitted to previous
payers. If payers believe that sending these data will be confusing for patients, they should
include information in their educational resources that makes clear what the data exchange is and
is not used for.

ii. Data Retention
In the proposed rule, we noted that our proposals would not impact any payer’s data

retention requirements. Specifically, we did not propose to require impacted payers to maintain
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data for unenrolled patients any longer or differently than they do today under current law,
regulation, or policy. We understand that if a patient is uninsured or moves to a payer not subject
to this regulation that does not request information from the previous payer, after a period of
time, the previous payer may discard information, which would make it unavailable to the patient
or other payers in the future.

We acknowledged that imposing requirements that would require payers to alter their
data retention policies based on the actions of other payers would be a significant burden that
would outweigh the benefits of such a policy. We considered proposing a minimum period
during which a payer must maintain patient records after disenrollment, such as 1 or 2 years.
However, we stated that most payers have policies in place that would maintain patient data for
at least that long, and thus, such a requirement would be unnecessary and duplicative. We
requested comment on whether our understanding is correct and whether there is a benefit to
considering a data retention requirement in the future.

Comment: Multiple commenters supported our decision not to propose or establish a data
retention requirement for patient records that would be different or longer than that required by
current laws, regulations, and policies. Other commenters recommended that CMS set a
minimum data retention timeframe. A commenter suggested that a payer should have to retain
data until they are requested by a subsequent payer or after a minimum period of years,
whichever occurs first. Other commenters recommended data be maintained for 5 or 10 years
after a patient is unenrolled. Some commenters requested further guidance regarding the time for
which impacted payers should maintain the data received from previous/concurrent payers.

Response: We do not believe that additional data retention requirements are necessary at

this time, as we do not wish to change or create conflict with existing rules. For example, under
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42 CFR 422.504(d), 438.3(u), and 457.1201(q), MA organizations, Medicaid managed care
plans, and CHIP managed care entities, respectively, must retain records for at least 10 years.
Similarly, most states require 5-10 years of data retention. Nothing in this final rule would
extend existing data retention requirements or create an obligation for perpetual maintenance.
We emphasize that once a payer receives patient data from another payer, it becomes part of the
patient’s record and should be treated the same as data in the patient record created by the
current payer. There should be no difference for data retention or data availability, as well as the
same obligation to update or correct the data. The only difference is that payers may attach
provenance information designating where the data originated.

Comment: A commenter noted that a patient’s previous payer should not be required to
respond to requests from the patient’s current payer more than 90 days after the patient has
disenrolled from the previous payer.

Response: We disagree with setting a 90-day limit on the initiation of a payer to payer
data exchange by a patient’s new payer. Patients should have access to their data for a
significantly longer period than that. Some patients may not learn about payer to payer exchange
for more than 90 days after the start of coverage. Others may move to payers that are not subject
to this rule and do not have a Payer-to-Payer API or become uninsured for a period before
moving back to an impacted payer. However, we do expect that a significant majority of the
payer to payer data exchanges will be near the beginning of a patients’ new coverage,
particularly if the required patient educational resources clearly present the option at or shortly
after enrollment. Impacted payers are required to exchange the data they maintain on a patient,
with a date of service within 5 years of the request. We note that we discuss the timeframe for

data retention in this section, for which we are not changing any regulation or requirement. We



CMS-0057-F 333

may consider, in future rulemaking, establishing a time period for the data to be available via
Payer-to-Payer API, but such a timeframe would likely be a matter of years, not days or months.
g. Patient Education Resources

Consistent with our proposals for the Provider Access API, we proposed that impacted
payers (excluding including Medicaid managed care plans and CHIP managed care entities)
would be required to provide patients with educational resources in non-technical, simple, and
easy-to-understand language, explaining at a minimum: the benefits of the Payer-to-Payer API
data exchange, patients’ ability to opt in or withdraw their permission, and instructions for doing
so. We proposed that state Medicaid and CHIP programs would provide this information to
beneficiaries to be consistent with our proposal that states would be responsible for collecting
beneficiaries’ permission for payer to payer exchange. We proposed that those impacted payers
would be required to provide these educational resources to patients at or before requesting
permission for the Payer-to-Payer API data exchange. As discussed previously, currently
enrolled patients must be given the opportunity to opt into the payer to payer data exchange and
to provide previous/concurrent payer information before the API compliance dates. We proposed
that impacted payers would be required to provide these educational resources to those currently
enrolled patients at or before requesting their opt in as well. In addition, we proposed that similar
resources would have to be provided annually to all covered patients in mechanisms that the
payer regularly uses to communicate with patients. Impacted payers would also be required to
post these resources in an easily accessible location on the payer’s public website. We requested
comment on whether it would reduce payers’ burden to only be required to provide these
resources annually to any patients who have not opted in and those with known concurrent

payers.
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Because we are finalizing a modification to our proposal and establishing Payer-to-Payer
API compliance dates in 2027 this requirement to provide educational resources is also being
moved from the proposed 2026.

Comment: Multiple commenters expressed support for CMS’s proposed requirements
related to resources to educate patients about the benefits of data exchange between payers, the
patient’s right to opt in and to withdraw their permission, and instructions for doing so. Multiple
commenters supported CMS’s proposals to require that patient educational resources be in non-
technical, simple, and easy to understand language. A commenter noted health literacy is the
single largest barrier to health care access for those with coverage. A commenter recommended
that CMS amend the patient resources requirements to require impacted payers to write resources
at the fourth to sixth grade reading level.

Response: We are slightly modifying the final regulation text to require that this
information be provided in “plain language” instead of using the longer, more cumbersome
phrase “non-technical, simple, and easy-to-understand language.” This modification does not
change the meaning of the requirement that the educational information be non-technical and
easy-to-use, but is intended to be more straightforward and to encourage impacted payers to
follow the federal government’s plain language guidelines. Those guidelines were informed by
the Plain Writing Act of 2010, which requires federal agencies use clear government
communication that the public can understand and use. That statute applies only to federal
government agencies, but we believe that the plain writing guidance developed for the federal

government will be useful for impacted payers when developing educational resources for
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patients. We also encourage payers to review and utilize the health literacy resources that the
AHRQ makes available on their website.

We do not believe that it is prudent to establish a specific “grade level” requirement. A
grade level score is based on the average length of the words and sentences. Readability
formulae vary and the grade level scores for the same text can differ depending on how it is used.
Furthermore, edits that are done to make text score at a lower grade level can produce choppy
text that lacks cohesion.

However, we do note that 45 CFR 92 requires impacted payers (such as health programs
or activities under that section) to provide meaningful access to individuals with limited English
proficiency and accessibility requirements for individuals with disabilities. The requirements of
that part apply to impacted payers, as described at 45 CFR 92.3.

Comment: Multiple commenters recommended that CMS develop resources, such as
standardized language, tools, and delivery models, that payers could customize to ensure a
consistent message to patients on what will be a confusing and complicated topic. A commenter
noted that if CMS led the development, then the educational resources and programs for the
Payer-to-Payer API could be standardized across carriers, FFS program administrators, and
enrollment administrators to support consistent messaging and improve engagement with the
APL

Response: In an effort to assist payers in meeting these requirements, we intend to
provide templates or outlines for educational resources after this final rule is published and in
time for payers to review and use prior to the compliance dates. However, we do not expect

those resources to be fully sufficient to meet the requirements of this rule without additional

8 Agency for Healthcare Research and Quality. (2023, May). Patient Education and Engagement. Retrieved from
https://www.ahrq.gov/health-literacy/patient-education/index.html.
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content and customization by payers to include their specific processes for patients to opt in or
withdraw their permission. To the extent possible, we encourage payers to collaborate on
standardized resources to ensure consistent messaging to patients, regardless of the payer with
whom they are enrolled. However, we also expect each payer to have to customize their
resources with their own information and opt in process.

Comment: A commenter suggested that it would benefit both patients and providers for
us to allow third parties, such as an HIE or HIN, to provide educational resources to patients on
the payer’s behalf. The commenter stated that if multiple payers use the same third-party
resources, it could simplify the solution across the industry.

Response: Nothing in this rule will prevent a payer from working with a third party to
develop the educational resources discussed here or from using subcontractors or downstream
entities to the extent that program-specific laws permit that. As discussed in this section, payers
may use an HIE or HIN to facilitate the Payer-to-Payer API exchange. However, we encourage
payers to make it clear that any resources disseminated to patients under this requirement are
from the payer. Patients are unlikely to devote attention to resources they receive from entities
with which they are not familiar. While we expect that patients would recognize the name, logo,
and other markings of official correspondence from their payer, they are unlikely to recognize
their payer’s partners. Therefore, while a third party may develop (and send on the payer’s
behalf) the required educational resources, we strongly recommend that these resources be
clearly branded as communications from the patient’s payer.

Comment: Multiple commenters highlighted the need to educate patients specifically on
the opt in framework. Specifically, these commenters encouraged CMS to ensure that those

educational resources are easy for patients to find. Some commenters recommended including
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that information in the patient’s enrollment resources, while others disagreed and believe that
that information may be easily missed within the larger quantity of information. A commenter
recommended that in addition to payers, federal agencies should play a role in patient education
regarding data sharing. Another commenter recommended that CMS engage in testing patient
education and opt in notifications before the compliance dates.

Response: We agree that it is particularly important for patients to understand what they
are opting in to. The educational information should highlight the benefits of API-based data
exchange and explain patients’ permission rights. Additionally, we emphasize that that
information should be communicated in a way that is conspicuous and makes clear to patients
that this policy provides them rights as consumers. However, each payer has different processes
and modalities for communicating with patients and we do not want to be prescriptive in a way
that may add unintended and unnecessary burden to payers.

As stated previously, we are committed to providing outlines or templates for these
educational resources. In developing those resources, we will prioritize using plain language for
patients. In addition, we have stated that Medicare FFS intends to conform to the requirements of
this rule, which includes patient educational resources. Beyond that, we will consider what role
CMS may play in patient education. However, we know that patients have a relationship with
their payers and expect to receive various communications from their payer relating to their
coverage. Therefore, patients are more likely to consider educational resources that come directly
from their payer. Further, these educational resources will need to include instructions for how
patients can opt into Payer-to-Payer API data exchange and withdraw their permission; such
instructions will need to be tailored to the specific procedures for each payer. While additional

education from federal agencies may supplement information from payers, it is not a substitute.
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Comment: Multiple commenters recommended that CMS limit the dissemination of
annual Payer-to-Payer API educational resources to only those patients who have not opted in
and those with known concurrent payers. A commenter recommended that making patient
educational resources available on a payer’s website should be sufficient and CMS should not
require payers to send that information on an annual basis.

Response: While we understand that there may be additional burden to send all patients
educational resources annually, we believe that such a requirement is necessary. As discussed
previously, in section I1.C.3.c.iv. of this final rule, patients must have the opportunity to
withdraw their permission for payer to payer exchange at any time. While we generally expect
exchange between a previous and new payer to be a one-time transaction, we do allow for the
possibility of additional data exchanges, as discussed in section II.C.3.d.ii. of this final rule.
Therefore, the opportunity to withdraw permission needs to be offered to all patients at any time.
In order to be aware of this right, patients need to be informed of it. Payers are already required
to send information to patients annually and including information about payer to payer data
exchange should not be a significant burden to include with those resources. We do not believe
that it would serve patients to have resources and information about the Payer-to-Payer API data
exchanges and the patients’ rights to opt into and out of those data exchanges available only on a
payer’s website. That would require patients to affirmatively seek out that information on their
own, or to stumble across it by chance.

Comment: Multiple commenters encouraged CMS to use community outreach and
education campaigns to encourage patients to opt into sharing their data via the Payer-to-Payer

APL
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Response: We will look into opportunities to educate patients on opting into data sharing.
As mentioned previously, we are committed to providing outlines or templates for these
educational resources. In developing those resources, we will prioritize patient comprehension.
Beyond that, we will consider what role CMS may play in patient education.

4. Payer to Payer Data Exchange in Medicaid and CHIP
a. Inclusion of Medicaid and CHIP Fee-for-Service

As discussed in the CMS Interoperability and Prior Authorization proposed rule (87 FR
76267), we did not require state Medicaid and CHIP FFS programs to comply with the payer to
payer data exchange policies in the CMS Interoperability and Patient Access final rule (85 FR
25568).

We proposed to make the payer to payer data exchange policies in this rule applicable to
state Medicaid and CHIP FFS programs. We stated that requiring state Medicaid and CHIP FFS
programs to implement the Payer-to-Payer API data exchange in this rule would not be as
burdensome as the non-API-based payer to payer data exchange that was finalized in the CMS
Interoperability and Patient Access final rule (85 FR 25524), which we are now rescinding. That
is because this new API would be leveraging the same data and technical standards as the Patient
Access API. State programs should have already implemented Patient Access APIs and should
thus be able to leverage the work done for that API to make implementing this new API more
manageable. Additionally, in the proposed rule we discussed the various benefits that the Payer-
to-Payer API could produce for state Medicaid and CHIP programs, including creating
efficiencies, reducing burden, and improving health outcomes (87 FR 76276).

Comment: Commenters supported applying the proposed requirements to Medicaid and

CHIP FFS and agreed that such a policy would benefit Medicaid and CHIP beneficiaries who are
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covered by FFS by improving care coordination and continuity of care. Other commenters stated
that the Payer-to-Payer API would reduce burden on patients and providers and allow state
Medicaid agencies to operate more efficiently.

Response: We appreciate the support for including state Medicaid and CHIP FFS as
impacted payers and are finalizing that proposal.

Comment: A commenter questioned the expected value of the Payer-to-Payer API to state
Medicaid agencies and the return on investment for the time and effort to implement systems.

Response: Data exchange from one payer to another as patients transition between payers
is a powerful way to support care coordination and continuity of care during coverage
transitions, particularly in the Medicaid program where patients often churn in and out of the
program and between payers. Electronic data exchange between payers would support payer
operations and a patient’s coverage transition to a new payer efficiently and accurately.
b. Medicaid and CHIP — Seeking Permission Using an Opt In Approach in the Payer-to-Payer
API

We proposed that state Medicaid and CHIP agencies, like other impacted payers,
establish a process to allow beneficiaries to opt into the payer to payer data exchange. We stated
that an opt in framework means that the beneficiary or their personal representative would need
to affirmatively permit state Medicaid and CHIP agencies to share their data, and without first
obtaining that permission, the agency could not engage in the payer to payer data exchange for
that beneficiary. In contrast, we proposed an opt out policy for the Provider Access API, in part,
based on the existence of a treatment relationship between the beneficiary and provider.
Specifically, our policy to only require the Provider Access API data exchange with enrolled

Medicaid and CHIP providers and require a process to attribute a patient to that provider before
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data can be exchanged creates a level of assurance for the Medicaid or CHIP agency that it is
sending patient data to an appropriate party. Two payers exchanging information may not have a
direct relationship but would be exchanging data based on a patient’s separate relationship with
each payer. Therefore, in the proposed rule, we stated that it would make sense for the patient to
have a larger gatekeeping role and be required to provide affirmative permission for the Payer-
to-Payer API data exchange.

We proposed that state Medicaid and CHIP agencies, rather than their managed care
plans or managed care entities, would be responsible for obtaining the required permission. We
also proposed that the requirement to identify patients’ previous/concurrent payers would apply
to state Medicaid and CHIP agencies rather than managed care plans or managed care entities.
For clarity and consistency with existing Medicaid and CHIP rules, we also proposed that a
patient’s permission would not be necessary to exchange data between a state Medicaid or CHIP
agency and its contracted managed care plans or entities.

We explained in the proposed rule that the opportunity for newly enrolling patients to opt
in could take place through a single streamlined application, or at some later point of contact
with the beneficiary prior to enrollment, but in no instance would our proposals permit a delay in
the enrollment process or a beneficiary’s coverage.

We sought comments, specifically from states and contracted managed care plans and
entities, how we could establish standards for patient data exchange for state Medicaid and CHIP
agencies and their contracted managed care plans and entities without creating additional barriers
or burden. We requested comment on the workflow and data exchanges that occur when a
Medicaid or CHIP beneficiary is enrolled into a managed care plan or entity and the feasibility of

sending patient permission during the enrollment process.
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We considered proposing that the Payer-to-Payer API requirements would not apply for
beneficiaries moving between or with concurrent coverage with a state Medicaid or CHIP
agency and its contracted Medicaid or CHIP (as applicable) managed care plan or entity for the
reasons outlined previously. However, we are concerned that many states today do not exchange
data between their Medicaid or CHIP FFS programs and managed care programs. We requested
comments on whether there are other ways we can ensure patient data are exchanged in this case
in a manner that would reduce burden on states.

Comment: Multiple commenters recommended that CMS reexamine whether its
interpretation of 42 CFR 431.306(d) and 42 CFR 457.1110(b) would prohibit Medicaid agencies
from participating in HIEs. A commenter encouraged CMS to explain whether requirements at
42 CFR 431.306(d) and 42 CFR 457.1110(b) prohibits Medicaid and CHIP programs from
sharing beneficiary information with HIEs for the purposes of the Payer-to-Payer API. The
commenters advocated for CMS to make a change to privacy regulations to support an opt out
model consistent with industry standards. Multiple commenters that agreed with the proposal
specifically recommended that state Medicaid and CHIP agencies leverage current solutions by
HIEs and HINs to implement the proposed opt in requirement.

Response: We do not agree that 42 CFR 431.306(d) and 42 CFR 457.1110(b) prohibit
Medicaid or CHIP agencies from contracting with an entity that offers the technology to allow
for digital access and transfer of a patient's medical records, often referred to as an HIE. Section
1902(a)(7) of the Social Security Act (the Act), which our regulations at 42 CFR part 431,
subpart F implement, requires that a state’s Medicaid plan provide safeguards that restrict the use
or disclosure of information concerning Medicaid applicants and beneficiaries to purposes

directly connected with administration of the state plan. Our regulations at 42 CFR part 431,
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subpart F set forth requirements for states to safeguard Medicaid applicants’ and beneficiaries’
information in accordance with section 1902(a)(7) of the Act, including requirements for
safeguarding the information, what types of information must be safeguarded, and when and how
to release otherwise safeguarded information. The same requirements also apply to separate
CHIPs through a cross reference at 42 CFR 457.1110(b). The disclosures of beneficiary data to
an HIE contracted to implement and maintain the required Payer-to-Payer API would be directly
related to the administration of the state plan because sharing beneficiary data through the Payer-
to-Payer API supports the provision of services for beneficiaries, as described at 42 CFR
431.302(c). States that share information about Medicaid beneficiaries or former beneficiaries
with their concurrent and new payers support opportunities for improved care coordination,
reduce time needed to evaluate beneficiaries’ current care plans, their health risks, and their
health conditions at the time they enroll with the Medicaid program, or another payer. Further,
under section 1902(a)(4) of the Act, Medicaid agencies may contract with organizations to
enhance the agency's capability for effective administration of the program.

The regulation at 42 CFR 431.306(d) generally requires states to obtain permission from
an individual Medicaid applicant or beneficiary, or their personal representative, before
responding to a request for information from an outside source to disclose that applicant’s or
beneficiary’s data safeguarded under 42 CFR 431.305. State Medicaid and CHIP agencies may
share Medicaid and CHIP beneficiary information with entities with which the agency has
contracted to support the administration of its Medicaid or CHIP state plan. Such contractors
would not be considered “outside sources” because they are contracted to carry out functions
directly related to administration of the state Medicaid or CHIP plan. Thus, if a Medicaid or

CHIP agency contracts with an HIE to carry out administrative functions of the state’s Medicaid
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or CHIP program, including implementing and maintaining the required Payer-to-Payer API, the
HIE would not be considered an “outside source” and the state Medicaid or CHIP agency could
share Medicaid or CHIP beneficiary information with the HIE for purposes directly connected to
administration of the state plan without prior permission from the Medicaid or CHIP beneficiary
required by 42 CFR 431.306(d) and 42 CFR 457.1110(b), respectively. Regardless, whether a
Medicaid or CHIP agency contracts with an HIE to develop and maintain the required Payer-to-
Payer API, the Medicaid or CHIP agency is responsible for ensuring the contracted entity
implements a Payer-to-Payer API that meets all regulatory requirements, which includes that an
individual or their representative has provided permission (opted in) prior to their information
being shared with other payers via the Payer-to-Payer API.

In addition, to receive beneficiaries’ information from the Medicaid or CHIP agency,
Medicaid or CHIP providers, plans, or contractors must be subject to standards of confidentiality
comparable to those of the state Medicaid and CHIP agency in accordance with 42 CFR
431.306(b) and 42 CFR 457.1110(b) respectively. Furthermore, Medicaid regulation at 42 CFR
434.6(a)(8) requires that each of the state Medicaid agency’s contracts must provide that the
contractor safeguards information about beneficiaries as required by 42 CFR part 431, subpart F.
Under these requirements, if a state Medicaid or CHIP agency contracted with an HIE or other
entity, the contractor would be required to meet the same standards of confidentiality as the state
Medicaid agency (as set forth in section 1902(a)(7) of the Act and our implementing regulations
at 42 CFR part 431, subpart F), including but not limited to:

e Providing safeguards that restrict the use or disclosure of information concerning
applicants and beneficiaries to purposes directly connected with the administration of the plan in

accordance with section 1902(a)(7) of the Act and 42 CFR 431.300 and 431.302; and
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e Not disclosing data to an outside source, such as non-Medicaid or non-CHIP payers
with whom the HIE might exchange data, without prior permission from the individual in
accordance with 42 CFR 431.306(d).

We did not propose any changes to Medicaid or CHIP confidentiality regulations at 42
CFR part 431, subpart F and 42 CFR 457.1110(b), but we appreciate the comment and will
consider it for any future rulemaking.

Comment: A commenter stated that an opt in process implemented within its system
would not authorize another payer (particularly payers not subject to this regulation) to release
patient information to the commenter or for the commenter to release a patient’s data to a
patient’s subsequent payer.

Response: All data received, maintained, used, or shared via this proposed Payer-to-Payer
API must be received, maintained, used, or shared in a way that is consistent with all applicable
laws and regulations. As discussed previously, our regulation for Medicaid at 42 CFR 431.306
(incorporated via cross reference for CHIP at 42 CFR 457.1110(b)) sets forth certain
requirements for release of Medicaid and CHIP applicant and beneficiary data. Consistent with
our proposal, we are finalizing that when another payer (including a payer not subject to this
final rule) is requesting a former Medicaid or CHIP beneficiary’s information from the state
Medicaid or CHIP agency, an attestation from a requesting payer that the patient or their
representative has opted into data exchange with the requesting payer (that is, given permission
for the Medicaid or CHIP agency to share the beneficiary’s data) is sufficient to meet the
requirements at 42 CFR 431.306 and 42 CFR 457.111(b) to allow the state Medicaid or CHIP

agency to respond to the data request, though such permission must be received prior to the state
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Medicaid or CHIP agency sharing any beneficiary data. For more information about how the
HIPAA Privacy Rule interacts with Payer-to-Payer API, see section I11.C.3.c.iv.

Comment: Multiple commenters agreed with the proposal for state Medicaid and
CHIP agencies to collect and manage patient decisions to opt into the payer to payer data
exchange when beneficiaries are enrolled in Medicaid or CHIP managed care. Multiple
commenters agreed that collecting a beneficiary’s choice to opt into the payer to payer data
exchanges as part of existing Medicaid and CHIP eligibility and enrollment processes would be
the most effective and technically feasible approach for most states operating managed care
programs in Medicaid and CHIP and would streamline the process for beneficiaries.

Response: For many reasons, we agree that the state Medicaid or CHIP program is the
appropriate custodian of the patient’s permission record, rather than the particular managed care
plan or managed care entity through which a patient receives Medicaid or CHIP covered
services. A Medicaid or CHIP beneficiary may switch between FFS and managed care delivery
systems within the same state’s Medicaid or CHIP program. Despite these shifts, an eligible
beneficiary remains a beneficiary of the state program. States may also change the Medicaid or
CHIP managed care plans or entities with which they contract. Thus, a Medicaid or CHIP
beneficiary’s opt into the payer to payer data exchange, should be obtained by the state and will
apply regardless of the delivery system in which the beneficiary is enrolled. Furthermore, we
understand that in many states, managed care plans may not have any contact with beneficiaries
prior to their enrollment in the Medicaid managed care plan or CHIP managed care entity.

We believe the ideal time to allow patients to opt into the payer to payer data exchange is
during their application for Medicaid or CHIP. As stated previously, obtaining a patient’s opt in

permission and identifying the previous/concurrent payer(s) cannot delay an applicant’s
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eligibility determination or start of coverage. If a state has all the information necessary to
determine an individual’s eligibility before it obtains the individual’s permission for the payer to
payer data exchange, the state must determine the individual’s eligibility and enroll the
individual in Medicaid or CHIP coverage, if determined eligible, while continuing to follow the
Payer-to-Payer API requirements as expeditiously as possible post-enrollment.

Because we expect higher rates of patients to opt in when they are presented with the
option at a point when they are already providing information (such as at application or plan
selection), we highly encourage states to leverage any touchpoints before patients are enrolled in
Medicaid or CHIP rather than expecting patients to opt in through a separate process.

We are finalizing our proposal to require the state to establish a process for obtaining opt
into the payer to payer data exchange prior to the state Medicaid or CHIP agency’s Payer-to-
Payer API compliance dates, and prior to the enrollment of new beneficiaries after that date, and
that the state Medicaid and CHIP agencies will be responsible for obtaining the required
permission.

To the extent that doing so is consistent with federal Medicaid and CHIP requirements,
including those at section 1902(a)(7) of the Act and implementing regulations at 42 CFR part
431, subpart F and applied to separate CHIPs through a cross reference at 42 CFR 457.1110(b),
Medicaid and CHIP agencies are welcome to contract with HIEs or HINs, especially those
operating under TEFCA, to facilitate payer to payer data exchange. Some HIEs may already
have the technical framework to manage patient consent or engage in standardized data exchange
via FHIR APIs in ways that Medicaid or CHIP agencies’ systems do not. Nothing in this rule

would prohibit a Medicaid or CHIP agency from partnering with an HIE to meet its
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requirements, but Medicaid and CHIP agencies must continue to comply with all other federal
requirements applicable to the operation of Medicaid and CHIP.

Comment: Multiple commenters expressed concerns about state Medicaid and CHIP
agencies’ resources to collect and manage patient decisions to opt into the exchange of their data
via the Payer-to-Payer API. A commenter stated that it may need to build separate functionality
to support implementation of the opt in requirement if it is unable to support the requirement
within the state’s existing eligibility system. A commenter noted that it will require significant
work to implement an opt in process in states and territories where the Medicaid agency does not
complete eligibility and enrollment processes and recommended that CMS ensure an appropriate
implementation timeline in these instances. A commenter suggested that CMS work with states
to implement a consistent solution to avoid inconsistencies in what data are collected and how to
address the concern about resources. Another commenter specifically expressed that the process
to identify a previous/concurrent payer would be challenging for Medicaid.

Response: We understand and appreciate that state Medicaid and CHIP agencies will
need to create new processes to request a patient's permission to exchange data and identifying
information about their previous/concurrent payer(s), and then to share that information with
their managed care plans and managed care entities. States have different eligibility and
enrollment processes, and a one-size-fits all approach may not be optimal. We are not being
prescriptive on this process, as we want each program to implement the requirements in the least
burdensome, most efficient way for them.

We also understand that making changes to applications can be a significant
administrative process, and for states where Medicaid or CHIP eligibility is determined by a state

or regional agency other than the Medicaid or CHIP agency, there will be additional
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administrative steps to implementation. We are extending our compliance dates for the Payer-to-
Payer API from our proposed 2026 to 2027 in order to provide adequate time for payers to
implement these requirements. Further, there may be other places where a state could obtain a
patient’s data exchange permission for the Payer-to-Payer API data exchange. For instance, a
state could leverage an online portal or app, if beneficiaries frequently use those pathways for
other purposes, such as reporting a change in circumstance or providing information for
eligibility renewal. However, the option should be equally available for all beneficiaries and if
only a small portion of the Medicaid or CHIP population uses these tools to communicate with
the Medicaid or CHIP agency, that subset would be self-selected for greater technology literacy
and taking this approach could exacerbate inequality.

We note that the single streamlined application, which for Medicaid and CHIP purposes
is described at 42 CFR 435.907(b)(1) and 457.330, respectively, and is also used for applications
through the FFEs, includes questions about concurrent coverage information. We also expect that
some states that do not use the single streamlined application already ask for this information for
Coordination of Benefits and Third-Party Liability purposes. We believe that it would generally
make sense to gather permission for payer to payer data exchange at the point the state collects
concurrent payer information. We note that the patient permission provisions in this rule will
apply only to the payer to payer data exchange discussed here and would not affect states’ ability
to perform Coordination of Benefits or Third-Party Liability activities as they do today.

Comment: Multiple commenters stated that CMS should ensure that regulatory language
clearly makes the opt in requirement applicable to Medicaid managed care plans.

Response: We intentionally did not include regulatory text requiring Medicaid managed

care plans and CHIP managed care entities to meet the requirement to collect patient permission
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for payer to payer data exchange. As discussed in section II.C.4.b. of this final rule, we are
finalizing that requirement for state Medicaid and CHIP agencies because we believe that they
are the proper entity to hold a patient’s opt in decision. State Medicaid and CHIP agencies may
work with their managed care plans and entities to gather that information, but ultimately the
requirement to gather and maintain that information is the responsibility of the state Medicaid or
CHIP agency. As proposed and discussed in section II.LE.2.a., we are finalizing that the
responsibility to collect patient permission for the Payer-to-Payer API data exchange is not
eligible for exemption from the API requirements. Therefore, even if a state receives an
exemption from the Payer-to-Payer API, it is still responsible for collecting and maintaining a
record of patient opt in permission for this data exchange. We note that we are also finalizing
that state Medicaid and CHIP programs, rather than their managed care organizations, are
responsible for providing educational resources at the time of requesting permission for payer to
payer data exchange and for collecting identifying information about patients’
previous/concurrent payer(s).

Comment: A commenter requested clarification on whether a patient’s opt in permission
is required to share data between impacted payers within the same state Medicaid program.
Another commenter asked us to explain what types of managed care plans are included in this
statement (for example, MCOs, PIHPs, PAHPs, Primary Care Case Managers (PCCMs),
integrated plans for patients dually eligible for Medicare and Medicaid).

Response: As we explained in the preamble to the proposed rule (87 FR 76238), we know
that state Medicaid or CHIP agencies regularly exchange data with their managed care plans and
entities. We do not intend the opt in requirements for the Payer-to-Payer API to interfere with or

affect this permissible exchange. Medicaid managed care plans, and CHIP managed care entities
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are not outside sources as described at 42 CFR 431.306(d), but are part of a state’s Medicaid
and/or CHIP programs as a whole, because these entities are contracted to support the agency’s
administration of its Medicaid or CHIP state plan. Specifically, Medicaid managed care plans
and CHIP managed care entities are contracted with the Medicaid state agency to deliver
Medicaid program health care services to beneficiaries under the state plan.

Hence, we are finalizing our proposal that if a Medicaid or CHIP agency is exchanging
information per our Payer-to-Payer API proposals with a managed care plan or managed care
entity with which they have a contract, the requirement to obtain patient opt in would not apply.
We consider any plan and entity that has a contract with the state Medicaid or CHIP agency to
deliver Medicaid program health care services to beneficiaries under the state plan, including
state Medicaid agency contracts with D-SNPs under 42 CFR 422.107, to be part of the state’s
Medicaid or CHIP programs, regardless of the coverage model. We note that this policy and opt
in requirement to share data between impacted payers would not replace regulatory requirements
as described at 42 CFR Part 422, including as they relate to integrated D-SNPs.

We note that permissible data exchange only covers data that facilitate that plan’s
contracted services. For instance, it would be inappropriate to share patient data with a managed
care plan or entity other than the one with which the patient is enrolled. The other Payer-to-Payer
API requirements, such as the requirement to use a FHIR API and the authorization and
authentication protocols would apply to data exchange required in this final rule between state
Medicaid and CHIP agencies and their managed care plans or managed care entities. The

exchange must also not be prohibited by other law.
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c. Federal Matching Funds for State Medicaid and CHIP Expenditures on Implementation of
Payer to Payer Data Exchange

In section IL.E. of this final rule, we discuss federal matching funds for certain state
Medicaid and CHIP FFS programs’ expenditures related to implementation of the payer to payer
data exchange (this was also addressed in the proposed rule, at 87 FR 76278).
d. Medicaid Expansion CHIP

In section IL.E. of this final rule, we discuss implementation for states with Medicaid
Expansion CHIP programs (this was also addressed in the proposed rule, at 86 FR 76279).
5. Extensions, Exemptions, and Exceptions

See section II.E. of this final rule for a discussion of extensions and exemptions and the
final policies for the Payer-to-Payer API for state Medicaid and CHIP FFS programs and
exceptions for the Payer-to-Payer API for QHP issuers on the FFEs (this was also addressed in

the proposed rule, at 86 FR 76279).
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TABLE D1: PAYER TO PAYER DATA EXCHANGE FINAL POLICIES
Section of Regulations for Each Impacted Payer
the Final : o
Tl Requirement i\:[i‘v";‘:f;gee Medicaid FFS Med‘cag’axa“age" CHIP FFS ManngefiPCare QHPs on FFEs

II.C3.a. Technical 42 CFR 42 CFR Through cross 42 CFR Through 45 CFR
Standards 422.121(b)(1) 431.61(b)(1) reference to 42 CFR 457.731(b)(1) existing cross 156.222(b)(1)
(Compliance date 431.61(b)(1) at 42 reference to 42
January 1, 2027) CFR 438.242(b)(7) CFR 438.242 at

42 CFR
457.1233(d)

II.C.3.c. Opt In (Compliance | 42 CFR 42 CFR N/A 42 CFR N/A 45 CFR
date January 1, 422.121(b)(2) 431.61(b)(2) 457.731(b)(2) 156.222(b)(2)
2027)

II.C3.c. Identify Previous 42 CFR 42 CFR N/A 42 CFR N/A 45 CFR
and Concurrent 422.121(b)(3) 431.61(b)(3) 457.731(b)(3) 156.222(b)(3)
Payers (Compliance
date January 1,

2027)

II.C3.d. Data Exchange 42 CFR 42 CFR Through cross 42 CFR Through 45 CFR
Requirement 422.121(b)(4) and | 431.61(b)(4) reference to 42 CFR 457.731(b)(4) existing cross 156.222(b)(4)
(Compliance date %) and (5) 431.61(b)(4) and (5) at | and (5) reference to 42 | and (5)

January 1, 2027) 42 CFR 438.242(b)(7) CFR 438.242 at

I.C.3.b. Accessible Content | 42 CFR 42 CFR Through cross 42 CFR 42 CFR 45 CFR
and API 422.121(b)(4)(ii) 431.61(b)(4)(ii) | reference to 42 CFR 457.731(b)(4)(ii) | 457.1233(d) 156.222(b)(4)(ii)
Requirements 431.61(b)(4)(ii) at 42
(Compliance date CFR 438.242(b)(7)

January 1, 2027)

II.C.3.1f. Data Incorporation | 42 CFR 42 CFR Through cross 42 CFR 45 CFR
(Compliance date 422.121(b)(4)(v) 431.61(b)(4)(v) | reference to 42 CFR 457.731(b)(4)(v) 156.222(b)(4)(v)
January 1, 2027) 431.61(b)(4)(v) at 42

CFR 438.242(b)(7)

II.C3.e. Concurrent 42 CFR 42 CFR Through cross 42 CFR 45 CFR
Coverage Data 422.121(b)(6) 431.61(b)(6) reference to 42 CFR 457.731(b)(6) 156.222(b)(6)
Exchange 431.61(b)(6) at 42
Requirements CFR 438.242(b)(7)

(Compliance date
January 1, 2027)
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Section of Regulations for Each Impacted Payer
the Final : R
Rule Requirement i\fi‘v";‘:f‘;gee Medicaid FFS Medlcag'axa“aged CHIP FFS Mang;fiPCare QHPs on FFEs

II.C3.g. Patient Educational | 42 CFR 42 CFR Through cross 42 CFR Through 45 CFR
Resources 422.121(b)(7) 431.61(b)(7) reference to 42 CFR 457.731(b)(7) existing cross 156.222(b)(7)
Regarding API 431.61(b)(7) at 42 reference to 42
(Compliance date CFR 438.242(b)(7) CFR 438.242 at
January 1, 2027) 42 CFR

457.1233(d)

I.C.5. Extension for N/A 42 CFR N/A 42 CFR N/A N/A
Medicaid and CHIP 431.61(c)(1) 457.731(c)(1)
FFS (Effective Date
of the Final Rule)

II.C.5. Exemption for N/A 42 CFR N/A 42 CFR N/A N/A
Medicaid and CHIP 431.61(c)(2) 457.731(c)(2)
FFS (Effective Date
of Final Rule)

I.C.5. Exceptions for QHP | N/A N/A N/A N/A N/A 45 CFR
Issuers on the FFEs 156.222(c)
(Effective Date of

the Final Rule)
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6. Final Action

After considering the comments received, and for the reasons discussed in the CMS
Interoperability and Prior Authorization proposed rule and our response to those comments (as
summarized previously), we are finalizing our proposal with the following modifications:

e Impacted payers must implement and maintain a Payer-to-Payer API beginning in
2027 (by January 1, 2027 for MA organizations and state Medicaid and CHIP FFS programs; by
the rating period beginning on or after January 1, 2027 for Medicaid managed care plans and
CHIP managed care entities; and for plan years beginning on or after January 1, 2027 for QHP
issuers on the FFEs) rather than in 2026.

e Impacted payers are not required to share the quantity of items or services used under
a prior authorization via the Payer-to-Payer API.

e The data exchange between a previous payer and a new payer is limited to data with a
date of service within the previous 5 years.

e Impacted payers are required to request patients’ permission for payer to payer data
exchange and identifying information about patients’ previous/concurrent payers no later than 1
week after the start of coverage, as that term is defined for each type of impacted payer, rather
than at enrollment.

See further discussion for the exact details of the final requirements for impacted payers.

We are finalizing the rescission of the payer to payer data exchange policy previously
finalized in the CMS Interoperability and Patient Access rule (85 FR 25568) at 42 CFR
422.119(f)(1) and 438.62(b)(1)(vi) and (vii) and 45 CFR 156.221(f)(1).

We are finalizing a requirement that, beginning in 2027 (by January 1, 2027 for MA

organizations and state Medicaid and CHIP FFS programs; by the rating period beginning on or
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after January 1, 2027 for Medicaid managed care plans and CHIP managed care entities; and for
plan years beginning on or after January 1, 2027 for QHP issuers on the FFEs), impacted payers
must implement and maintain a Payer-to-Payer API that is conformant with certain technical
standards, documentation requirements, and denial or discontinuation policies. Specifically,
those technical standards are HL7 FHIR R4 at 45 CFR 170.215(a)(1), US Core IG at 45 CFR
170.215(b)(1)(i), and Bulk Data Access I1G at 45 CFR 170.215(d)(1).

We are also finalizing a requirement that, by the deadlines, impacted payers (except
Medicaid managed care plans and CHIP managed care entities) must establish and maintain a
process to gather patient permission for payer to payer data exchange no later than 1 week after
the start of coverage. We are finalizing an opt in framework whereby a patient or personal
representative must affirmatively agree to allow that data exchange. Impacted payers must also
have a process for patients to change their permission at any time.

We are finalizing a requirement that, by the deadlines, impacted payers must establish
and maintain a process to identify a patient’s previous/concurrent payer(s) no later than 1 week
after the start of coverage. As part of this process, impacted payers are required to allow a patient
to report multiple previous/concurrent payers if they had (or continue to have) concurrent
coverage. If a patient does report multiple previous payers, impacted payers are required to
request that patient’s data from all previous/concurrent payers. If a patient does not respond or
additional information is necessary, the impacted payer must make reasonable efforts to engage
with the enrollee to collect this information.

We are also finalizing a requirement that, no later than the compliance dates, impacted
payers must establish and maintain a process to gather permission and previous/concurrent

payer(s) information from patients who are already enrolled.



CMS-0057-F 357

We are finalizing a requirement that, by the deadlines, impacted payers must request a
patient’s data from a patient’s previous/concurrent payer(s) no later than 1 week after the payer
has sufficient identifying information and the patient has opted in. Impacted payers must also
request data from a patient’s previous/concurrent payers(s) within 1 week of that patient’s
request to do so. Impacted payers must include an attestation with this request for data affirming
that the patient is enrolled with the requesting payer and has opted into the data exchange in a
manner that meets the legal requirements.

Additionally, we are finalizing a requirement that, by the deadlines, when an impacted
payer has sufficient identifying information and the patient has opted in, they must request data
from any concurrent payers at least quarterly. Impacted payers who receive a request for a
patient’s data from a known concurrent payer must respond with the required data within 1
business day of receiving the request.

We are finalizing a requirement that, by the deadlines, upon receiving a request that
meets the legal requirements, impacted payers must make any of the required information that
they maintain available to new payers no later than 1 business day after receiving the request.

We are finalizing a requirement that, by the deadlines, impacted payers must make
available via the Payer-to-Payer API, by request from payer that meets certain requirements,
claims and encounter data (excluding provider remittances and patient cost-sharing information),
all data classes and data elements included in a content standard at 45 CFR 170.213, and certain
information about prior authorization requests and decisions (excluding those for drugs and those
that were denied) that the payer maintains with a date of service within 5 years of the request.
The required information is--

e The prior authorization status;
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e The date the prior authorization was approved;

e The date or circumstance under which the prior authorization ends;

e The items and services approved; and

e Structured and unstructured administrative and clinical documentation submitted by a
provider.

We are finalizing a requirement that impacted payers are required to make this
information about prior authorizations available for the duration that the authorization is active
and for at least 1 year after the prior authorization’s last status change.

We are finalizing a requirement that, by the deadlines, information received by an
impacted payer through the payer to payer data exchange must be incorporated into the payer’s
patient record.

We are finalizing a requirement that, by the deadlines, impacted payers (except Medicaid
managed care plans and CHIP managed care entities) must provide educational resources to their
patients about the Payer-to-Payer API in plain language. These resources must include
information about the benefits of Payer-to-Payer API data exchange, the patient’s ability to opt
in or withdraw that permission, and instructions for doing so. Impacted payers must make this
information available to patients when requesting the opt in decision. Thereafter, impacted
payers must provide this information to patients annually, in mechanisms the payer ordinarily
uses to communicate with patients. These resources must also be available in an easily accessible
location on payers’ public websites.

These final policies apply to MA organizations, state Medicaid and CHIP FFS programs,
Medicaid managed care plans, CHIP managed care entities (excluding NEMT PAHPs), and QHP

issuers on the FFEs at the CFR sections listed in Table D1.
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7. Statutory Authorities for Payer to Payer Data Exchange Proposals

We note that we received no public comments on the statutory authorities for our Payer-
to-Payer API policies.
a. MA Organizations

For MA organizations, we are finalizing these Payer-to-Payer API requirements under
our authority at section 1856(b) of the Act to adopt by regulation standards consistent with and to
carry out Part C of Title XVIII of the Act (such as section 1852(d)(1)(A) of the Act). In addition,
section 1857(e)(1) of the Act authorizes the Secretary to adopt contract terms and conditions for
MA organizations that are necessary, appropriate, and not inconsistent with the statute. In total,
the regulations we are adopting in this final rule for MA organizations and MA plans are
necessary and appropriate because they address and facilitate continued access to enrollees’
medical records and health information when they change payers, which will support consistent
and appropriate coordination of coverage when enrollees have concurrent payers and will
support coordination of care and continuation of active courses of treatment when enrollees
change payers.

In regulations establishing the MA program,®” CMS described it as a program designed
to: provide for private plan options available to Medicare beneficiaries, especially those in rural
areas, enrich the range of benefit choices, provide incentives to plans and add specialized plans
to coordinate and manage care in ways that comprehensively serve those with complex and
disabling diseases and conditions, use competition to improve service and benefits, invest in
preventive care, hold costs down in ways that attract enrollees, and advance the goal of

improving quality and increasing efficiency in the overall health care system. This final rule

87 Medicare Program: Establishment of the Medicare Advantage Program, 70 FR 4588 (January 28, 2005) (to be
codified at 42 CFR part 417).
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supports these goals and enables the MA program to advance services for its enrollees by
providing greater access to information in a way that will improve care management for payers,
providers, and the patient.

Section 1856(b) of the Act requires the Secretary to establish regulatory standards for
MA organizations and plans that are consistent with, and carry out, Part C of the Medicare
statute, Title XVIII of the Act. The Payer-to-Payer API proposals support MA organizations
sharing certain claims, encounter, and clinical data, as well as prior authorization requests and
decisions, with another payer that, as identified by the enrollee, has or does cover the enrollee.
Such exchanges of data about patients could facilitate continuity of care and enhance care
coordination. As discussed for the Provider Access API in section II.B. of this final rule,
allowing payers to share health information for one or more patients at once could increase
efficiency and simplicity of administration. Though we are not requiring payers to share data for
more than one patient at a time, there are efficiencies to doing so, both for communicating
information and for leveraging available technology.

Further, providing MA organizations with additional data about their enrollees through
these data exchanges will increase the scope of data that the MA organizations must make
available to enrollees through the Patient Access API. It will give payers access to all their
enrollees’ information with limited effort and enable the payer to then make that information
available to providers and to enrollees through the Provider Access and Patient Access APIs. It
may reduce the amount of time needed to evaluate a patient’s current care plan and possible
implications for care continuity, which may introduce efficiencies and improve care. As
discussed earlier, if a new payer receives information and documentation about prior

authorization requests from a previous payer, the new payer can review this information and
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determine that a new prior authorization may not be necessary for an item or service that was
previously approved. Instead, the same care may be continued, reducing burden on both payers
and providers, and improving patient care. While the statutory provisions governing the MA
program do not explicitly address sharing data with other payers that cover or have covered an
enrollee, the benefits to be gained by sharing data make adoption of Payer-to-Payer API policies
necessary and appropriate for the MA program. Further, requiring use of the API and the
specifications for the data to be shared provides a step toward greater interoperability among
payers. Ultimately, using the Payer-to-Payer API is anticipated to ensure that payers receive
patient information in a timely manner, which could lead to more appropriate service utilization
and higher patient satisfaction. Such goals are consistent with the MA statute.

Section 1852(h) of the Act requires MA organizations to provide their enrollees with
timely access to medical records and health information as far as MA organizations maintain
such information. As technology evolves to allow for faster, more efficient methods of
information transfer, so do expectations as to what is generally considered “timely.” Currently,
consumers across public and private sectors have become increasingly accustomed to accessing a
broad range of personal records, such as bank statements, credit scores, and voter registrations,
immediately through electronic means and with updates received in near real-time. Thus, we to
align our standards with current demands, we must take steps for MA enrollees to have
immediate, electronic access to their health information and plan information. The information
exchanged via the Payer-to-Payer API will ultimately be accessible to enrollees via the Patient
Access API and will therefore improve timeliness to medical records and health information as

enrollees will no longer have to spend time contacting previous payers to access their
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information. These data will be accessible as needed by the enrollee’s current payer and would
therefore support timely access.

Section 1852(d)(1)(A) of the Act requires MA organizations to, as a condition of using a
network of providers, make covered benefits available and accessible to enrollees in a manner
which assures continuity in the provision of benefits. In implementing section 1852(d)(1)(A) of
the Act, we adopted a regulation, at 42 CFR 422.112(b), that requires MA organizations to
ensure the continuity of care and integration of services through arrangements with providers
that include procedures to ensure that the MA organization and the contracted providers have
access to the information necessary for effective and continuous patient care. Consistent with
section 1852(d)(1)(A) of the Act, the final requirement here for MA organizations to implement
and maintain a Payer-to-Payer API will facilitate exchanges of information about enrollees that
are necessary for effective and continuous patient care. Under this final rule, the data received
from other impacted payers will become part of the data the MA organization maintains and will
therefore be available (subject to other law authorizing the disclosure) to providers via the
Provider Access API discussed in section II.B. of this final rule; the data could then be used for
treatment and coordination of care purposes.

The finalized policies in this rule are necessary, appropriate, and consistent with Part C of
Title XVIII of the Act. Overall, establishing these regulatory requirements for MA organizations
will improve enrollee’s quality of care by ensuring that they do not lose their patient records
when they change payers.

b. Medicaid and Children’s Health Insurance Program
Our provisions in this section fall generally under our authority in the following

provisions of the Act.
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e Section 1902(a)(4) of the Act, which requires that a state Medicaid plan provide such
methods of administration as are found by the Secretary to be necessary for the proper and
efficient operation of the state Medicaid plan.

e Section 1902(a)(8) of the Act, which requires states to ensure that Medicaid services
are furnished with reasonable promptness to all eligible individuals.

e Section 1902(a)(19) of the Act, which requires states to ensure that care and services
are provided in a manner consistent with simplicity of administration and the best interests of the
recipients.

The final requirements related to the Payer-to-Payer API are authorized by sections
1902(a)(4), (a)(8), and (a)(19) of the Act for the following reasons. First, because the Payer-to-
Payer API is designed to enable efficient exchange of data between payers, we anticipate that it
will help state Medicaid programs improve the efficiencies and simplicity of their own
operations under a Medicaid state plan, consistent with sections 1902(a)(4) and (a)(19) of the
Act. It will give Medicaid agencies and their managed care plans access to their beneficiaries’
information in a standardized manner and enable states to then make that information available
to providers and patients through the Patient Access and Provider Access APIs. It may also
reduce the amount of time needed to evaluate a patient’s current care plan and have possible
implications for care continuity, which may introduce efficiencies and improve care. Receiving
patient information at the start of coverage will lead to more appropriate service utilization and
higher beneficiary satisfaction by Medicaid agencies and those managed care plans considered
impacted payers under this final rule by supporting efficient care coordination and continuity of

care, which could lead to better health outcomes.
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As discussed in section II.C.3.b. of this final rule, when a state Medicaid program has
access to a previous payer’s prior authorization decisions, the Medicaid program may choose to
accept the existing decision and support continued patient care without requiring a new prior
authorization or duplicate tests. This information exchange might also improve care continuity
for beneficiaries who have concurrent coverage in addition to Medicaid by improving the
coordination of health coverage they receive, reducing gaps, or duplication of coverage.

Our final rule is expected to help states and managed care plans furnish Medicaid
services with reasonable promptness and in a manner consistent with beneficiaries’ best interests,
consistent with sections 1902(a)(8) and (a)(19) of the Act. A significant portion of Medicaid
beneficiaries experience coverage changes and churn in a given year.® Therefore, exchanging
this information with a beneficiary’s next payer may also better support care continuity for
Medicaid beneficiaries. When states share information about Medicaid beneficiaries or former
beneficiaries with their concurrent and next payers, they can support opportunities for improved
care coordination for Medicaid beneficiaries and former beneficiaries. Exchanging information
about Medicaid beneficiaries and former beneficiaries between payers might also reduce the
amount of time needed to evaluate beneficiaries’ current care plans, their health risks, and their
health conditions at the time they enroll with the Medicaid program, as well as with another
payer. This information exchange might be of particular value to improve care continuity for
beneficiaries who might churn into and out of Medicaid coverage. The final rule may also

improve the provision of Medicaid services, by potentially helping to ensure that Medicaid

88 Churning occurs when people lose Medicaid coverage and then re-enroll within a short period of time. Medicaid
beneficiaries frequently experience churning. See U.S. Department of Health and Human Services, Assistant
Secretary for Planning and Evaluation (2021, April 12). Medicaid churning and continuity of care: Evidence and
policy considerations before and after the COVID-19 pandemic (issued April 12, 2021). Available at:
https://aspe.hhs.gov/reports/medicaid-churning-continuity-care.
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beneficiaries who may require coordinated services with concurrent payers can be identified and
provided case management services, reduce duplication of services, and improve the
coordination of care, as appropriate.

In addition, section 1902(a)(7) of the Act requires that states must provide safeguards that
restrict the use or disclosure of information concerning Medicaid applicants and beneficiaries to
purposes that are directly connected with the administration of the Medicaid state plan. The
implementing regulations at 42 CFR part 431, subpart F for section 1902(a)(7) of the Act list
purposes that CMS has determined are directly connected with administration of Medicaid state
plans (42 CFR 431.302) and require states to provide safeguards meeting certain requirements to
restrict uses and disclosures of Medicaid beneficiary data, including requirements about releasing
applicant and beneficiary information at 42 CFR 431.306.

Requiring the data described in this section to be shared via the Payer-to-Payer API is
consistent with states’ requirements to provide safeguards meeting certain requirements to share
these data since it is related to providing services for beneficiaries, a purpose listed at 42 CFR
431.302(c). As described previously in sections II.A.5.b. and I1.B.6.b. of this final rule related to
authority under sections 1902(a)(8) and 1902(a)(19) of the Act, states that share information
about Medicaid beneficiaries or former beneficiaries with their concurrent and next payers, may
support opportunities for improved care coordination, reduction in the amount of time needed to
evaluate beneficiaries’ current care plans, their health risks, and their health conditions at the
time they enroll with the Medicaid program, as well as with another payer. This information
exchange might be of particular value to improve care continuity for beneficiaries who churn
into and out of Medicaid coverage, described in more detail previously. When state Medicaid

agencies share medical records or any other health or enrollment information pertaining to
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individual beneficiaries, they must comply with the requirements of 42 CFR part 431, subpart F,
including 42 CFR 431.306.

For Medicaid managed care, and in addition to the general authorities cited previously
regarding Medicaid programs, the finalized exchange of adjudicated claims and encounter data,
all data classes and data elements included in a content standard at 45 CFR 170.213 (USCDI),
and certain information about prior authorizations maintained by the payer with a date of service
within 5 years of the request by a patient’s new or concurrent payer will greatly enhance an
MCQO’s, PIHP’s, or PAHP’s ability to fulfill its obligations under 42 CFR 438.208(b), which
require them to: implement procedures to deliver care to and coordinate services including
ensuring that each enrollee has an ongoing source of appropriate care; coordinate services
between settings of care, among Medicaid programs, and with community and social support
providers; make a best effort to conduct an initial screening of each enrollee's needs; and share
with the state or other MCOs, PIHPs, and PAHPs serving the enrollee the results of any
identification and assessment of that enrollee's needs to prevent duplication of those activities.
The data provided via the Payer-to-Payer API in this final rule will give managed care plans the
information needed to perform these required functions much more easily, thus enhancing the
effectiveness of the care coordination, and helping enrollees receive the most appropriate care in
an effective and timely manner.

For CHIP, we finalized these requirements under our authority in section 2101(a) of the
Act, which states that the purpose of Title XXI of the Act is to provide funds to states to provide
child health assistance to uninsured, low-income children in an effective and efficient manner
that is coordinated with other sources of health benefits coverage. The provisions in this final

rule can strengthen our ability to fulfill these statutory obligations in a way that recognizes and
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accommodates using electronic information exchange in the health care industry today and will
facilitate a significant improvement in the delivery of quality health care to our beneficiaries.

As with the Medicaid FFS and Medicaid managed care programs, the provisions in this
section of the final rule for CHIP FFS and CHIP managed care entities require using a Payer-to-
Payer API to exchange claims, encounter, clinical and prior authorization data at a beneficiary’s
request, or any time a beneficiary changes payers, using a FHIR API. The current payer can use
data from the previous payer to respond to a request for a prior authorization more effectively or
accurately, because under this final rule, a new payer will have historical claims or clinical data
upon which they may review a request with more background data. Access to information about
new patients will enable appropriate staff within the CHIP program to coordinate care and
conduct care management more effectively because they will have better data available to make
decisions for planning. In many cases, patients do not remember what services they have had, or
other possibly relevant encounters that could help payers manage their care. This final rule is
consistent with the goal of providing more informed and effective care coordination, which will
help to ensure that CHIP services are provided in a way that supports quality care, which aligns
with section 2101(a) of the Act.

Finally, the safeguards for applicant and beneficiary information at 42 CFR part 431,
subpart F are also applicable to CHIP through a cross reference at 42 CFR 457.1110(b). As
discussed previously for Medicaid, CHIP agencies’ data exchange through the Payer-to-Payer
API is related to providing services to beneficiaries, which is described at 42 CFR 431.302(c) as
a purpose directly related to state plan administration. We remind states that when they share

medical records or any other health or enrollment information pertaining to individual
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beneficiaries, they must comply with the privacy protections at 42 CFR 457.1110 and the release
of information provisions at 42 CFR 431.306.
c. Qualified Health Plan Issuers on the Federally-Facilitated Exchanges

For QHP issuers on the FFEs, we finalized these new requirements under our authority in
section 1311(e)(1)(B) of the Affordable Care Act, which affords the Exchanges the discretion to
certify QHPs if the Exchange determines that making available such health plans through the
Exchange is in the interests of qualified individuals in the state in which the Exchange operates.

Requiring QHP issuers on the FFEs to implement and maintain a Payer-to-Payer API will
allow the seamless flow from payer to payer of adjudicated claims, and encounter data, all data
classes and data elements included in a standard at 45 CFR 170.213 (USCDI), and certain
information about prior authorizations, that are maintained by the payer with a date of service
within 5 years of the request by a patient’s new or concurrent payer. Ensuring a means for an
enrollee’s new issuer to electronically obtain the enrollee’s claims, encounter, and other data, as
well as prior authorization information with corresponding medical records, from the previous
issuer will reduce administrative burden and result in more timely and efficient care coordination
and responses to prior authorization requests.

We believe that it is in the interest of qualified individuals that QHP issuers on the FFEs
have systems in place to send information important to care coordination to a departing
enrollee’s new payer, and that QHP issuers on FFEs also have systems in place to receive such
information from other payers on behalf of new and concurrent enrollees, as appropriate and
consistent with the provisions in this section. Having patient information at the beginning of a

new plan may assist the new payer in identifying patients who need care management services,
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which could reduce the cost of care. We encourage SBEs to consider whether a similar
requirement should be applicable to QHP issuers participating in their Exchange.

Though we are not requiring the exchange of all enrollees’ data at one time between
impacted payers, we encourage QHP issuers on the FFEs to use the Bulk Data Access 1G for the
Payer-to-Payer API once it is available, as it will improve the efficiency and simplicity of data
transfers between issuers by enabling the exchange of all data for all patients at once. The
opportunity to support the exchange of data from multiple patient records at once, rather than

data for one patient at a time, may be cost effective for the issuers.
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D. Prior Authorization API and Improving Prior Authorization Processes

1. Background

This section of the final rule addresses the topic of prior authorization and includes both
technical and operational requirements intended to improve the prior authorization process for
payers, providers, and patients. Here, we finalize our proposals for payers to implement and
maintain an API to support and streamline prior authorization processes; respond to prior
authorization requests within certain timeframes; provide a specific reason for prior authorization
denials; and publicly report on prior authorization approvals, denials, and appeals.

In the CMS Interoperability and Prior Authorization proposed rule (87 FR 76286) we
provided a comprehensive review of the work HHS conducted regarding prior authorization
processes and their associated burden to identify the primary issues that needed to be addressed
to alleviate the burdens of these processes on patients, providers, and payers. We cited studies
from ONC® which highlighted the burdens associated with prior authorization including
difficulty determining payer-specific requirements for items and services that require prior
authorization; inefficient use of provider and staff time processing prior authorization requests
and information (sending and receiving) through fax, telephone, and web portals; and
unpredictable wait times to receive payer decisions.

We referenced American Medical Association (AMA) physician surveys from 2018,
2020, and 2022°° which noted issues with prior authorization, and we used these studies to

estimate the costs and savings for this final rule. Please see the CMS Interoperability and Prior

8 Office of the National Coordinator for Health Information Technology. (2020). Strategy on Reducing Burden
Relating to the Use of Health IT and EHRs. Retrieved from https://www.healthit.gov/topic/usability-and-provider-
burden/strategy-reducing-burden-relating-use-health-it-and-ehrs.

% American Medical Association. (2022). AMA prior authorization (PA) physician survey. Retrieved from
https://www.ama-assn.org/system/files/prior-authorization-survey.pdf.
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Authorization proposed rule (87 FR 76286 - 76287) for the detailed context of these industry
surveys as well as the reports from the 2019 meetings of the two federal advisory committees,
the Health Information Technology Advisory Committee (HITAC)®! and the National
Committee on Vital and Health Statistics (NCVHS),”? which conducted joint hearings to discuss
persistent challenges with prior authorization workflows and standards; and the follow up 2020
task force on the Intersection of Clinical and Administrative Data (ICAD) Task Force at 87 FR
76287.

We use the term prior authorization to refer to the process by which a provider must
obtain approval from a payer before providing certain covered items and services to receive
payment for delivering those items or services to a covered individual. As we stated in the CMS
Interoperability and Prior Authorization proposed rule, prior authorization has an important place
in the health care system, but the process of obtaining prior authorization can be challenging for
patients, providers, and payers. Interested parties, including payers and providers, say that
dissimilar payer policies, inconsistent use of electronic standards, and other technical barriers
have created provider workflow challenges and an environment in which the prior authorization
process is a primary source of burden for both providers and payers, a major source of burnout
for providers, and can create a health risk for patients if inefficiencies in the process cause delays
in medically necessary care. The prior authorization policies in this final rule apply to any formal

decision-making process through which impacted payers render an approval or denial

%l Office of the National Coordinator for Health Information Technology. (2023). Health Information Technology
Advisory Committee (HITAC). Retrieved from https://www.healthit.gov/topic/federal-advisory-committees/health-
information-technology-advisory-committee-hitac-history.

92 National Committee on Vital and Health Statistics. (2022). Charter. Retrieved from
https://ncvhs.hhs.gov/about/charter/.
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determination in response to prior authorization requests based on the payer’s coverage
guidelines and policies before services or items are rendered or provided.

As discussed in section I.D. of this final rule, we exclude drugs from the provisions in
this section, meaning any drugs that could be covered by the impacted payers affected by these
provisions. Thus, the policies herein do not apply to prescription drugs that may be self-
administered, administered by a provider, or that may be dispensed or administered in a
pharmacy or hospital, or OTC drugs that may be covered by an impacted payer. We include a
definition of drugs for purposes of this exclusion for each impacted payer in the CFR where
applicable to provisions for implementation of the Prior Authorization API. For MA
organizations, the definition of drugs also includes any products that constitute a Part D drug, as
defined by 42 CFR 423.100, and are covered under the Medicare Part D benefit by MA-PDs; this
part of the definition specific to MA organizations provides a clear dividing line for MA-PD
plans that must comply with this new rule. However, payers may voluntarily incorporate their
business rules for prior authorizations for drugs using the Prior Authorization API now being
finalized in this rule.

As noted in section I1.D., although Medicare FFS is not directly affected by this final rule,
we will evaluate opportunities to improve automation of prior authorization processes in the
Medicare FFS program as feasible.

We received nearly 900 letters in response to the CMS Interoperability and Prior
Authorization proposed rule, with hundreds of individual comments specific to the importance of
the topic of prior authorization and the critical timing of addressing this issue. Most of the
comments were relevant to the proposals and others were out of scope. The majority of

commenters supported our proposals which are intended to mitigate longstanding issues with
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prior authorization processes and many commenters stressed the importance of finalizing the
policies in this final rule as soon as practicable to resolve patient access to care issues. Some
commenters identified concerns with the timing of compliance for the policies (too soon or too
late), with prior authorization decision timeframes (too short or too long), and with reporting of
metrics (too little or too much). We carefully reviewed each comment and considered the input
to inform the policies now being described in this final rule. To be fully responsive to the public
comment process, yet avoid creating an overwhelming final rule, we have consolidated input
from all of the comments and summarized the contents with our responses for each provision.
We value the diverse commentary provided by all interested parties as the volume and scope
helped shape our approach to these final policies which advance our commitment to
interoperability, burden reduction, process improvement for prior authorization, and transparent
rulemaking. Comments that were out of scope for this final rule are not addressed here.

Comment: Multiple commenters stated that, while prior authorizations may improve the
safety or efficiency of care in some circumstances, they can lead to negative effects for patients
and providers. A commenter suggested that CMS implement a broader set of changes to prior
authorization processes to correct current abuses, specifically noting that improving the speed of
prior authorizations without addressing the content of prior authorization requests will not
improve outcomes of inappropriate use of prior authorizations. Another commenter
recommended that CMS further evaluate prior authorization burdens and make additional
proposals.

Response: We appreciate that there are still concerns about the general use of prior
authorization in the health care system. However, prior authorization continues to have a place in

the health care system and can support functions such as utilization management, cost-effective
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care delivery, patient safety, and preventing unnecessary treatment. The policies we are
finalizing in this rule are intended to improve the transparency and efficiency of the process.
Regarding suggestions for us to implement broader policy changes for prior
authorization, we acknowledge that federal policies alone cannot control all payer specific
processes or patient health outcomes. Policies must be applied with good medical judgment and
review, and we reiterate that we, in the administration of its programs® and implementation of
programmatic authority, continue to evaluate opportunities for future rulemaking to alleviate
burdens, mitigate harm, and improve patient care. For example, in the CY 2024 MA and Part D
final rule (88 FR 22120), we finalized several provisions to ensure that utilization management
tools, including prior authorization requirements, are used in ways that ensure timely and
appropriate access to medically necessary care for beneficiaries enrolled in MA plans.**
Specifically, we explained current rules related to acceptable coverage criteria for basic benefits
that require MA organizations to comply with national coverage determinations (NCDs), local
coverage determinations (LCDs), and general coverage and benefit conditions included in
Traditional Medicare regulations. In addition, under new regulations adopted in that final rule,
when coverage criteria are not fully established, MA organizations may create internal coverage
criteria based on current evidence in widely used treatment guidelines or clinical literature made
publicly available to us, enrollees, and providers. The CY 2024 MA and Part D final rule also
streamlines prior authorization requirements, including adding continuity of care requirements

and reducing disruptions for beneficiaries. First, we finalized that prior authorization policies for

93 CMS’s oversight and administration authority and roles for MA, Medicaid, CHIP, and the FFEs vary with each
program.

%4 National Archives. (2022, December 27). Federal Register. Retrieved from
https://www.federalregister.cov/documents/2022/12/27/2022-26956/medicare-program-contract-year-2024-policy-
and-technical-changes-to-the-medicare-advantage-program.
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coordinated care plans may only be used to confirm the presence of diagnoses or other medical
criteria that are the basis for coverage determinations and/or ensure that an item or service is
medically necessary based on standards specified in that final rule (see 42 CFR 422.138(b)).
Second, we finalized that for MA coordinated care plans,’ an approval granted through prior
authorization processes must be valid for as long as medically necessary to avoid disruptions in
care in accordance with applicable coverage criteria, the patient’s medical history, and the
treating provider’s recommendation, and that plans provide a minimum 90-day transition period
when an enrollee who is currently undergoing an active course of treatment switches to a new
MA plan or is new to MA (see 42 CFR 422.112(b)(8)). Finally, to ensure prior authorization and
other utilization management policies are consistent with CMS rules, we finalized a requirement
that all MA plans that use utilization management policies must establish a Utilization
Management Committee to review all utilization management policies, including prior
authorization, annually and ensure they are consistent with regulatory standards for MA plan
coverage, including compliance with current, Traditional Medicare’s NCDs and LCDs (see 42
CFR 422.137).
a. Compliance Dates

We proposed compliance dates for most impacted payers in 2026 (by January 1, 2026 for
MA organizations and state Medicaid and CHIP FFS programs; by the rating period beginning
on or after January 1, 2026 for Medicaid managed care plans and CHIP managed care entities;
and for plan years beginning on or after January 1, 2026 for QHP issuers on the FFEs). There

was one exception for some of the Medicaid FFS fair hearing and notice requirements, as

% An MA coordinated care plan is a plan that includes a network of providers that are under contract or arrangement
with the organization to deliver the benefit package approved by CMS; this includes MA plans that are HMOs,
PPOs, and MA plans for special needs individuals.
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discussed in the CMS Interoperability and Prior Authorization proposed rule (87 FR 76299-
76300), which would take effect upon the effective date of this final rule.

Based on commenter feedback, we are extending the compliance dates for the Prior
Authorization API for all impacted payers consistent with the compliance dates for the Provider
Access and Payer-to-Payer APIs to 2027 (by January 1, 2027 for MA organizations and state
Medicaid and CHIP FFS programs; by the rating period beginning on or after January 1, 2027
for Medicaid managed care plans and CHIP managed care entities; and for plan years beginning
on or after January 1, 2027 for QHP issuers on the FFEs). Throughout this rule, we generally
refer to these compliance dates as “in 2027 for the various payers. The prior authorization
business process improvements, or those provisions that do not require API development or
enhancement, including the requirement to communicate a specific reason for a denial, reduced
decision timeframes for standard and expedited prior authorization decisions, and public
reporting of certain prior authorization metrics are being finalized as proposed with a compliance
dates in 2026 (by January 1, 2026 for MA organizations and state Medicaid and CHIP FFS
programs; by the rating period beginning on or after January 1, 2026 for Medicaid managed care
plans and CHIP managed care entities; and for plan years beginning on or after January 1, 2026
for QHP issuers on the FFEs). Throughout this rule, we generally refer to these compliance dates
as “in 2026 for the various payers.

We received comments on the compliance dates for both the Prior Authorization API and
process improvement proposals that do not require API development or enhancement. Overall
compliance timeline comments are addressed in greater detail in section I.B. of this final rule. In
this section, we discuss comments more specifically related to the Prior Authorization API and

process improvement policies.
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Comment: Multiple commenters recommended that CMS require the shortened prior
authorization decision timeframes earlier than 2026, with some noting that payers, specifically
MA organizations, already have the technological capability to implement these new decision
timeframes in 2024. These commenters did not provide additional context for the reference to
technological capabilities. Other commenters recommended that CMS should require compliance
with all requirements that are not contingent on implementation of the Prior Authorization API
by January 2025 (for example, decision timeframes, providing specific denial reasons, and
reporting of metrics). Commenters said payers should not have trouble adapting their processes
to meet the requirements related to decision timeframes and communication with patients and
providers by that date, and that patients and providers should not have to wait any longer to
benefit from the proposals in this rule. Other commenters cited reasons for implementing the
Prior Authorization API proposal as soon as possible or in 2024 or 2025, such as to ensure that
bidirectional flow of electronic prior authorization information is fully operational by January 1,
2026 and to protect patients from delays in, and restricted access to, cancer care.

Other commenters indicated that transitioning to use the API-facilitated process for prior
authorization will require significant development and implementation efforts. A commenter
explained that developers would need 12 to 18 months following publication of the final rule to
design, develop, test, and release updated software. The commenter went on to state that payers
would likely need this same amount of time following publication of the final rule to build their
specific coverage and prior authorization criteria and rules into the system for each of their
impacted health plans for the Prior Authorization API. This commenter explained that providers

and payers will also need time to work together to reconcile variances in the FHIR
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implementations to ensure that they can engage in accurate exchange of prior authorization
information.

Response: We appreciate the comments in support of the proposed compliance dates in
2026 for the business process improvement provisions of the CMS Interoperability and Prior
Authorization proposed rule that do not require API development or enhancement, specifically
the requirement to communicate a specific reason for a denial, reduced decision timeframes for
standard and expedited prior authorization decisions, and public reporting of certain prior
authorization metrics. We are finalizing those compliance dates for those new requirements in
this final rule. We agree that those prior authorization process improvements will initiate burden
reductions and support both payers and providers.

Although there are several early implementations and pilots of the Prior Authorization
API in place today, it is important to take into account the capabilities of all payer types and
sizes to implement the requirements of the Prior Authorization API, including internal resource
allocation for implementation and testing. All payers must identify relevant prior authorization
coverage criteria and rules and program these criteria and rules into the appropriate format for
the API in accordance with the IG. Subsequent programming and testing for the questionnaires
within the API must take place to ensure functionality. To accommodate these development
efforts, CMS is finalizing 2027 compliance dates for the Prior Authorization API. The
compliance timeframe should enable the industry to establish a strong technical framework to
support the development and scalability of the API-based solution. We anticipate that this
timeframe will provide more time for development and testing to enable the integration of the
Prior Authorization API between payers, providers, and EHR developers. Additional time for the

API implementation also supports state efforts to process the extraordinarily high volume of
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renewals and other eligibility and enrollment actions that need to be conducted following the end
of the Medicaid continuous enrollment condition at section 6008(b)(3) of the Families First
Coronavirus Response Act (FFCRA),® which has consumed both staff and technical resources.
2. Requirement to Implement an API for Prior Authorization

a. Prior Authorization API

To help address prior authorization process challenges and continue our roadmap to
interoperability, we proposed that certain payers implement and maintain a PARDD API to be
used by providers to facilitate the prior authorization process. As we explained in section [.B. of
this final rule, for consistency with the naming conventions of the other APIs, we have elected to
finalize the name of this API to the Prior Authorization API rather than the PARDD API. The
purpose of the API is to support the full prior authorization process, as described in the CMS
Interoperability and Prior Authorization proposed rule. We believe this revised name best
reflects that purpose in this final rule.

In this section, we are finalizing policies to improve the prior authorization process
between payers and providers using a Prior Authorization API. The purpose of the API is to
streamline the process and ensure that payers use technology to provide more useful information
about when and how to obtain a prior authorization and the status of an approved or denied prior
authorization.

In the CMS Interoperability and Prior Authorization proposed rule, we discussed the

anticipated benefits of the Prior Authorization API and explained how this API would automate

% As described in prior CMS guidance, states have up to 12 months to initiate, and 14 months to complete, a
renewal for all individuals enrolled in Medicaid, CHIP, and the Basic Health Program (BHP) following the end of
the Medicaid continuous enrollment condition that ended on March 31, 2023—this process has commonly been
referred to as the “unwinding period.” For more details see CMS (2023, January 27). State Health Official letter
#23-002. Retrieved from https://www.medicaid.gov/sites/default/files/2023-08/sh023002.pdf.
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certain tasks, thereby mitigating some of the obstacles of the existing process. We stated that the
API would allow a provider to query the payer’s system to determine whether prior authorization
was required for certain items and services and identify documentation requirements. The Prior
Authorization API would send the prior authorization request from the provider’s EHR or
practice management system to the payer. In this final rule, we are finalizing the requirement to
use certain standards and making recommendations to use certain IGs to support development of
the FHIR API. Use of the Prior Authorization API will enable automation for the prior
authorization request and response within the clinical workflow of the provider. The 1Gs and
relevant standards, which are discussed in section II.G. of this final rule, serve as the
instructional manuals for the functional capability of the API. When operational, the API enables
a provider to submit a request about a medical item or service, determine if additional
information is required, submit that information, and additionally assemble the necessary
information to submit a prior authorization request. The response from the payer must indicate
whether the payer approves (and for how long) or denies the prior authorization request or
requests more information from the provider to support the request.

To support the implementation and maintenance of the Prior Authorization API, we are
requiring certain standards and recommending certain IGs, as discussed elsewhere and in section
II.G. With the publication of the HTI-1 final rule (89 FR 1192), our cross references to 45 CFR
170.215 have been updated to reflect the updated citations as needed. Changes to the structure of
45 CFR 170.215 and versions of the API standards codified there are discussed further in section
II.G. and reflected throughout this final rule. For the Prior Authorization API, impacted payers
must use the following standards: HL7 FHIR Release 4.0.1 at 45 CFR 170.215(a)(1), US Core

IG STU 3.1.1 at 45 CFR 170.215(b)(1)(i), and SMART App Launch IG Release 1.0.0 at 45 CFR
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170.215(c)(1). Impacted payers are permitted to voluntarily use updated standards,
specifications, or IGs that are not yet adopted in regulation for the APIs discussed in this final
rule, should certain conditions be met. For the standards at 45 CFR 170.215 required for the
Prior Authorization API, updated versions available for use under our policy include, but are not
limited to, US Core IG STU 6.1.0 and the SMART App Launch IG Release 2.0.0, which have
been approved for use in the ONC Health IT Certification Program.®” We refer readers to section
I1.G.2.c. of this final rule for a full discussion on using updated standards. We are also
recommending payers use the CRD IG STU 2.0.1, HL7® FHIR® Da Vinci Documentation
Templates and Rules (DTR) IG STU 2.0.0, and PAS 1G STU 2.0.1. We refer readers to Table H3
for a full list of the required standards and recommended IGs to support API implementation.
Comment: Many commenters supported the proposal to require impacted payers to
implement and maintain a Prior Authorization API to improve automation of the prior
authorization process. Many commenters stated that the API has the potential to support the
needed transition to electronic prior authorization. Commenters also stated that the Prior
Authorization API would reduce the burden for providers and speed up the prior authorization
process for patients to improve care and access treatment options. A commenter stated that the
API would offer much-needed transparency for rural providers around the prior authorization
process. Other commenters stated that the API would potentially replace old ways of conducting
the prior authorization process and give way to new ways of conducting prior authorization and
explained that the prior authorization provisions laid out in the CMS Interoperability and Prior

Authorization proposed rule could provide a good return on investment for payers. Multiple

97 Office of the National Coordinator for Health Information Technology. (2023, September 11). Standards Version
Advancement Process (SVAP). Retrieved from https://www.healthit.gov/topic/standards-version-advancement-

process-svap.
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commenters supported CMS’s efforts to implement a standardized API that makes payers’ prior
authorization and other documentation requirements electronically accessible to providers and
that supports a more streamlined prior authorization request and response process. Multiple
commenters believe this change will offer many benefits for patients and providers, including
increasing access to care for patients and increasing providers’ understanding of prior
authorization requirements by providing upfront information about which services require prior
authorization and what type of documentation is required to support approval of a prior
authorization request; and increasing automation in the submission, receipt, and processing of
requests, which could support more timely responses. Commenters also stated that this
automation will help decrease administrative costs and that the Prior Authorization API would
improve the efficiency of providing services to patients due to the request and response being
automated and in real-time, as well as the quality of patient care. A large group of commenters
expressed their support for the proposed requirement for payers to implement the Prior
Authorization API because it will make their physical therapy businesses more efficient and
allow them to focus on treating patients.

Response: We agree that these policies will serve to mitigate some of the burdens that
exist in the prior authorization process today. This is the reason we are finalizing a modification
to the compliance dates. Our proposal did not include a requirement for the Prior Authorization
API to provide real-time processing of the prior authorization request, but we agree that
incorporating a level of automation and facilitating electronic prior authorization processing
could improve processing timelines in the future. Though we anticipate that some of the

responses or decisions potentially may be made in real-time, other decisions will continue to
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necessitate review and evaluation by clinical staff. The complete automation of a complex
process such as prior authorization is an ongoing process of continuous improvement.

Comment: Multiple commenters stated that the Prior Authorization API would not do
enough to resolve existing issues surrounding prior authorization burden and turnaround times. A
commenter stated that the amount of data to be transmitted and used by payers and providers
through the API is burdensome and impractical. This commenter wrote that the continued
transmission of medical information from non-FHIR systems (for example, administrative
transactions) will require payers to translate such information into a format that is useable for the
Prior Authorization API, which would only shift the manual prior authorization burden, not
alleviate it. The commenter stated it is important to maintain industry flexibility around prior
authorization to continue industry innovation in interactive decision-making processes with
providers to ensure the best care experience possible for patients. Multiple commenters
expressed concern that the required implementation of the Prior Authorization API might
increase the burden for both providers and payers. A commenter expressed concerns that what
time may be saved through the API may end up being redirected to maintain the API, field
questions from patients and providers, and support external development when requests are
incomplete, which may even require a dedicated team to answer provider questions throughout
the electronic prior authorization lifecycle. This commenter provided insight into their
experience with their current online portal and provider submissions of prior authorizations, and
continued reliance on electronic faxes. A commenter expressed concerns that the maintenance of
the API will also place significant burdens on payers to translate all coverage criteria to
questions suitable for the electronic prior authorization process and to keep such information up

to date. Another commenter also stated that the work involved in identifying all policies and
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authorization processes that would be included in the Prior Authorization API will be a
significant effort as it will require significant resources, staff, and time.

Response: We acknowledge concerns about the new technology and processes associated
with the Prior Authorization API, including implementation challenges, potential conflicts with
existing workflows, and increased workload for initially implementing the Prior Authorization
API. Payers will need to identify the policies, conduct the analysis, and do the necessary
programming for the next few years. Providers will also experience an initial implementation and
data collection burden associated with translating records into FHIR-compatible formats. It is in
part based on these considerations that we decided to modify our proposed compliance dates so
that the impacted payers and providers alike will have sufficient time to conduct testing on the
newly structured prior authorization process. We disagree with commenters who indicated that
the Prior Authorization API would not do enough to resolve existing issues surrounding prior
authorization burden and turnaround times, and with those who were concerned that the
transmission of medical information from systems would shift the prior authorization burden to
manual processes rather than alleviate it. The benefits of using an electronic prior authorization
process improve the manual and burdensome process used today. Making the prior authorization
process electronic will reduce the time and burden associated with the current process, allowing
providers to put time back into direct patient care, and ultimately will reduce provider burnout.
Once the Prior Authorization API is in place and a provider can connect to a payer’s system
using that API, the manual effort for both payers and providers should decrease because clinical
and administrative staff will be able to leverage the technology to conduct a more streamlined
process for submitting prior authorization requests. Payers should be able to shift resources to

review the requests more efficiently. While payers may have their policies documented, these are
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not in any standard formats, nor are they readable in any structured way. Providers must often
download documents from different portals and then interpret them individually. The API will
centralize and automate this process for both payers and providers. Further, we have included
several significant policies that do not require API development or enhancement in this final
rule, one of which relates to shortening the deadline by which impacted payers must respond to
prior authorization requests from providers. The policies being finalized in this rule have been
developed over time with input from providers, payers, and patients to address the technical and
operational issues described to us as the most significant issues in the prior authorization process.
b. FHIR Implementation Guides

In the CMS Interoperability and Prior Authorization proposed rule, we proposed to
require the use of certain technical specifications (that is, IGs adopted as implementation
standards) adopted at 45 CFR 170.215 (87 FR 76239). We also proposed that the same
documentation requirements and discontinuation and denial of access standards as we proposed
for the Patient Access API (discussed in section I1.A.2. of this rule), the Provider Access API
(discussed in section I1.B.2. of this rule), and the Payer-to-Payer API (discussed in section II.C.3.
of this rule) would apply to the Prior Authorization API. Additionally, for the Prior
Authorization API, we specifically recommended using certain FHIR IGs that have been

developed to support the functionality of the Prior Authorization API. These IGs are as follows:

e The CRD IG
e The DTRIG
e The PASIG

These three IGs are designed to be used by the payer, or implementer, to develop and

implement the Prior Authorization API. The IGs undergo regular development and testing to
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support implementation and use of the Prior Authorization API and to improve the API’s
functionality in support of an improved prior authorization process. Technical information and
website access are provided in section II.G. of this final rule.

The first IG recommended for use to develop the Prior Authorization API is the CRD IG.
As described on the HL7 webpage, the CRD IG defines a workflow to allow payers to provide
information about coverage requirements to providers through their clinical systems.”® Use of
this IG improves the transparency of specific coverage rules specific to the patient and the
provider based on the payer’s prior authorization policies, and, when implemented, provides
decision support to providers when they are ordering services. This is the first stage of the
process for determining whether authorization is required for certain items or services. The CRD
IG provides the functionality to enable the API to inform the provider if a prior authorization is
required, and information about the payers’ prior authorization coverage rules, so the provider
knows what information is necessary to support a request. The functionality of the CRD may
return a decision to the provider if there is sufficient information and the payer supports early
determinations.

The second IG recommended for use by payers to develop the Prior Authorization API is
the DTR IG. On the HL7 IG webpage, the description explains how this IG specifies how payer
rules can be executed in a provider context to ensure that documentation requirements are met.”’
This IG is a companion to the CRD IG. Its purpose is to automate the process of assembling
documentation to support a prior authorization request for a specific payer. The instructions will

allow the provider to download questionnaires and populate them automatically with information

%8 Health Level Seven International. (2024, January 8). Da Vinci — Coverage Requirements Discovery. Retrieved
from https://www.hl7.org/thir/us/davinci-crd/.

% Health Level Seven International. (2023, November 7). Da Vinci — Documentation Templates and Rules.
Retrieved from https://www.hl7.org/fhir/us/davinci-dtr/.
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from the EHR or other systems for the completion of documentation requirements needed to
demonstrate medical necessity for a proposed item or service, based on payer rules. The DTR IG
enables the return of completed templates with specific FHIR resources identified as required to
support the medical necessity of the service or item that is being requested for a prior
authorization. This process replaces the need to manually request, gather, and submit
documentation.

The third IG recommended for the Prior Authorization API is the PAS IG. On the HL7
webpage, the description explains that the PAS IG enables direct transmission of prior
authorization requests (and can request/receive immediate authorization) from within EHR
systems using the FHIR standard and that it can create the mapping between FHIR and HIPAA
compliant X12 transactions.'? The PAS IG ensures that the API takes the information from the
CRD and DTR and allows provider systems to send (and payer systems to receive) requests
using FHIR. Providers and payers can still meet separate regulatory requirements, where
required, to use the X12 278 transaction standard for prior authorization(s) to transport the prior
authorization request and response. The PAS IG is the basis for: (1) assembling the information
necessary to substantiate the clinical need for a particular treatment; and (2) submitting the
assembled information and prior authorization request to an intermediary before it is sent to the
intended recipient. As these IGs have been expanded and improved, the workgroup has enhanced
the graphic display depicting the workflow and made it available on the HL7 website.!%!

Most importantly, use of the instructions from the IG and the API provides the necessary

information about the status of the prior authorization request - the response indicates whether

100 Health Level Seven International. (2023, December 1). Da Vinci — Documentation Templates and Rules. Retrieved
from https://www.hl7.org/thir/us/davinci-pas/.

101 Health Level Seven International. (2023, November 20). Da Vinci Coverage Requirements: Technical
Background. Retrieved from https://build.fhir.org/ig/HL7/davinci-crd/background.html.
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the payer approves (and for how long) or denies (and the reason) the prior authorization request,
or requests more information from the provider to support the prior authorization request. The
PAS IG also defines capabilities around the management of prior authorization requests,
including checking on the status of a previously submitted request, revising a previously
submitted request, and canceling a request. Section II.G. of this final rule provides additional
discussion of both the required and recommended standards and IGs to support the Prior
Authorization API.

Comments regarding requiring versus recommending the IGs, maturity of the IGs, and
technical implementation challenges are addressed in section II.G. of this final rule. For example,
commenters recommended that the FHIR IGs should be required rather than recommended, as
merely recommending the IGs would lead to an additional burden for both payers and providers
as they may use varied implementations of the required APIs that would ultimately reduce
interoperability. We also received multiple comments about technical implementation challenges
and the maturity of the recommended IGs. Technical comments such as these are addressed in
section II.G. Here we respond to the comments specific to the standards and I1Gs for
implementation of the Prior Authorization API.

Comment: Multiple commenters recommended that CMS and HL7 ensure the
recommended CRD, DTR, and PAS IGs are fully tested before the effective date of the final
rule, as the IGs have not been adequately or widely tested in real-time clinical settings. The
commenter noted that these IGs have data elements and processes that are listed as optional
despite their utility for automation. Another commenter cautioned that the IGs have several data
elements and processes that are optional, which means payers could meet decision requirements

with vague responses, hence jeopardizing CMS’s prior authorization reform goal. Multiple
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commenters supported using the PAS IG and stated that the IG is well-positioned to support the
development of the proposed Prior Authorization API. A commenter noted that many of the
proposed requirements are covered in the PAS IG STU 2.0.0, which is targeted for publication in
calendar year 2023. The commenter continued by stating that based on functional requirements,
additional updates can be made to the IG to ensure it fully supports the proposed Prior
Authorization API once finalized in preparation for compliance in 2026. However, other
commenters expressed some concerns about recommending these IGs. Multiple commenters
noted that hospitals and insurers may need to use more than one technology solution to
participate and track activity using the Prior Authorization API. A commenter expressed concern
with the proposed IGs, which seem to require fast responses, within 5 seconds, and encouraged
CMS to monitor technical standards as they are developed to avoid excessive burdens that the
agency did not intend to create.

Response: CMS is recommending the three IGs to implement the Prior Authorization
API. These IGs, the CRD, DTR, and PAS IGs, were created to be used together to provide
implementation flexibility. Several optional or “situational” elements were included in these
guides as a means to connect them in a single workflow while allowing for the decoupling of
these processes where necessary. For example, the CRD IG might be used to develop an API
specific to prior authorization coverage requirements, and a separate API, linked to that one,
built using the DTR 1G. Some hospitals and providers will need more than one technology
solution to connect to the payer’s Prior Authorization API endpoint based on the architectures
and systems of the provider organization. Impacted payers and providers may have separate and
unconnected systems that address coverage and eligibility, documentation, and prior

authorization. Since publication of the CMS Interoperability and Prior Authorization proposed
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rule, updated versions of the CRD, DTR, and PAS IGs have all been published. We refer readers
to Table H3 for the required standards and recommended IGs to support API implementation.

In response to the specific comment about implementation strategies, we refer
implementers to the HL7 Da Vinci workgroups for technical guidance; however, we understand
that payers may need to pull multiple technology solutions together to meet the overall Prior
Authorization API requirements. Concerning the response time of 5 seconds, which is near real-
time, we anticipate that most systems can accommodate this communication exchange when the
information is available. The PAS IG has a recommended_synchronous response time of 15
seconds. Instructions are available in the IG for how systems should respond in a timeframe with
the best possible information. For further technical details, we encourage interested parties to
reach out to the appropriate HL7 workgroups.

Comment: Multiple commenters stated that there are potential technological challenges
for the implementation of the Prior Authorization API. A commenter noted that the proposed
rule does not specify what technology hospitals need to support or implement the API, nor what
technology is needed to track participation or be required to participate in the API once finalized.
This commenter noted that providers will be using the Prior Authorization API without any
meaningful testing. Another commenter noted that they currently offer providers an option to
submit electronic prior authorizations through an online portal, but utilization is low as most
providers still favor fax as their preferred method to send prior authorizations, and portal prior
authorizations often require corrections to incorrect data entries.

Multiple commenters said CMS should do more to support the implementation of the
Prior Authorization API. A commenter supported regulatory efforts to require payers to build

APIs to automate prior authorization, but questioned whether the CMS Interoperability and Prior
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Authorization proposed rule goes far enough to accomplish that goal. Another commenter noted
that the Prior Authorization API will require payers, providers, and vendors to connect but noted
that multiple infrastructure challenges will have to be resolved to ensure API implementation
success and cited the work of the HL7 FAST Accelerator to identify and address scalability
issues to avoid duplication of efforts, including security and authentication.

Response: The regulations we are finalizing in this rule require impacted payers to
implement a Prior Authorization API, and providers are encouraged to use the technology in
their CEHRT to take advantage of the improvements in prior authorization processes that will be
available through use of the Prior Authorization API. As we noted in the proposed rule, HL7
launched an implementation division in 2021, specifically to provide support for implementers,
including education and technical support. This division will provide payers, providers, and
vendors with access to information about the types of technology and software that will address
implementation, education, and testing of the standards, IGs, and APIs. Furthermore, the HL7
workgroups, which are open to the public, continue to be the best resources to learn about
implementation. We will continue to work with associations, developers, and HL7 on identifying
or supporting the development of appropriate resources for education.

The HL7 FAST Accelerator is addressing the scalability issues of the FHIR standard
through its work on security and the directory IGs. We and ONC participate in the HL7 FAST
Accelerator and will monitor progress on the IGs being developed by that project.

The policies in this final rule are an important component of the overall CMS strategic
plan to reduce burden, advance interoperability, and improve patient care. This rule finalizes
significant changes to improve the patient experience and alleviate some of the administrative

burden by applying policies which address both technical and process barriers. These policies
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represent foundational regulatory steps toward addressing the longstanding challenges of prior
authorization.

Comment: A commenter, writing from the provider perspective, stated that the Prior
Authorization API would complicate clinical and administrative workflows by requiring some
combination of staff time and additional technological advances and recommended the FHIR
API be combined with the HIPAA transaction standard.

Response: We do not agree that using the Prior Authorization API will complicate
clinical work. Rather, time will be saved across all personnel tasks, including researching the
requirements for prior authorization across multiple payers, entering information into systems,
submitting requests, processing approvals, or determining next steps if a denial is received. The
Prior Authorization API is capable of conducting the prior authorization request as a FHIR only
data exchange, or in combination with the HIPAA transaction standard.

Comment: Multiple commenters urged CMS to name the CDex IG as one of the
recommended IGs to use in support of the Prior Authorization API and stated that it is a critical
part of burden reduction and plays an important role in supporting FHIR prior authorization
transactions as proposed. To support the attachments for the Patient Access, Provider Access,
and Payer-to-Payer APIs, as well as the supporting documentation requirements for the Prior
Authorization API, this IG provides the instructions to enable the exchange of structured

102

documents '~ — meaning those which could be read and interpreted by a computer. This

functionality to attach documents to support a prior authorization is currently missing from the

192 General comparison of structured versus unstructured documents: Structured documents are organized and fit
into spreadsheets and relational databases. Structured documents often contain numbers and fit into columns and
rows and are easily searchable. Examples are ICD-codes, Star Ratings, and other discrete data elements.
Unstructured documents include traditional business files, word processing documents, presentations, notes, and
PDFs.



CMS-0057-F 393

other FHIR IGs and standards. A commenter stated that the PAS IG could support existing
federal and state requirements to exchange attachments if implementers also added the
functionality of using the CDex IG. Use of this IG would further support efficiencies in the prior
authorization process.

Response: We are aware that early adopters have begun testing with the CDex 1G for
attachments to advance additional use cases for the Prior Authorization API. This final rule does
not address standards for attachments and does not prohibit using the CDex IG or other
attachment standards.

c. Implementation, Automation, and Other General Considerations for the Prior Authorization
API and Processes

We proposed and are finalizing requirements for impacted payers to implement a Prior
Authorization API to improve the prior authorization process. The policy would require use of
new standards for some impacted payers and some changes in procedures. We received
comments on the use of new standards, technology, and automation with considerations for
implementation and have grouped them here.

Comment: A commenter stated that they support the proposed requirements for the Prior
Authorization API; however, they believe much more needs to be done to achieve the CMS
objectives for this policy. Multiple commenters shared potential concerns and challenges with
the implementation of a Prior Authorization API. A commenter wrote that the Prior
Authorization API use case will not work without provider participation, as the API requires
bidirectional exchange between impacted payers and providers. A commenter expressed concern
regarding the resource development needed for providers and noted this needs to be more widely

understood before the implementation of the Prior Authorization API. The commenter
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recommended CMS work with interested parties to ensure practices can utilize and leverage this
API. The commenter encouraged CMS to work with ONC to extend the applicability of the Prior
Authorization API requirements to providers and EHR vendors to ensure technical readiness and
enable greater adoption of the Prior Authorization API and electronic prior authorization. A
commenter suggested that CMS require plans to provide to each contracted physician, upon
request and regardless of their use of the API, the references to the clinical research evidence that
underlie medical policy determinations when they approve or deny a service. The commenter
noted that some physicians may not be able to adopt these systems by the compliance dates.
Response: We are finalizing compliance dates in 2027 for payers to implement the Prior
Authorization API which should provide sufficient time for payers to implement the APIs,
collaborate with EHR vendors to support appropriate connections for their providers, and
develop outreach materials. Ongoing pilots demonstrate that payers and providers can implement
the necessary infrastructure by those compliance dates. While providers are not required by this
final rule to use the Prior Authorization API, in section II.F. of this final rule we are incentivizing
providers to use this API by finalizing new electronic prior authorization measures for MIPS
eligible clinicians under the MIPS Promoting Interoperability performance category and for
eligible hospitals and CAHs under the Medicare Promoting Interoperability Program. To
promote Prior Authorization API adoption, implementation, and use among MIPS eligible
clinicians, eligible hospitals, and CAHs, we are adding a new measure titled “Electronic Prior
Authorization” under the HIE objective in the MIPS Promoting Interoperability performance
category and the Medicare Promoting Interoperability Program, beginning with the calendar year
(CY) 2027 performance period/2029 MIPS payment year and CY 2027 EHR reporting period.

There could be many benefits for providers for improvements in the prior authorization process,
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and we encourage all providers to evaluate whether use of the Prior Authorization API could
benefit their practices. Payers should also encourage providers in their network to use the Prior
Authorization API, given that it could be timesaving for both parties, and we anticipate that
many payers will begin education and awareness campaigns as more pilots are launched and/or
payer APIs are readied for testing. We are monitoring the activities of existing pilots and
receiving positive reports from participants. ONC may consider developing and making available
additional criteria for EHR certification for electronic prior authorization in future rulemaking.
We did not propose to specifically require payers to make available the references to the
clinical research evidence that underlie medical policy determinations when they approve or
deny a service, but we did propose that when an impacted payer denies a prior authorization
request, the payer must include a specific reason for that denial in a notice to the provider who
requested the prior authorization. See section I1.D.3. regarding that proposal and the final policy.
While we do not oversee contract provisions between payers and providers, the CY 2024 MA
and Part D final rule (88 FR 22120)'* finalized a new requirement at 42 CFR 422.101(b)(6) for
MA plans to make certain information about their internal coverage policies publicly accessible,
including a list of the evidence considered in developing the internal coverage criteria; that final
rule also limits using internal coverage criteria for Part A and Part B benefits to when coverage
criteria are not fully established in Medicare statute, regulation, NCD, or LCD. We anticipate
this information, along with the requirement that MA plans provide a reason for denying a
request for prior authorization (at 42 CFR 422.122 as adopted here and currently in existing 42

CFR 422.568(e)) will address the commenter’s concern about access to clinical research and

103 See 88 FR 22120 - 22345 in, Office of the Federal Register. (2023, April 12). Medicare Program; Contract Year
2024 Policy and Technical Changes to the Medicare Advantage Program, Medicare Prescription Drug Benefit
Program, Medicare Cost Plan Program, and Programs of All-Inclusive Care for the Elderly. Retrieved from
https://www.govinfo.gov/content/pkg/FR-2023-04-12/pdf/2023-07115.pdf.
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evidence supporting denials of coverage in the MA program. In addition, the CY 2024 MA and
Part D final rule adopted a new regulation, at 42 CFR 422.137, that requires a Utilization
Management Committee to annually review the policies and procedures for all utilization
management, including prior authorization, used by the MA plan, and a new regulation at 42
CFR 422.138 that limits how prior authorization may be used by certain MA plans. Per 42 CFR
422.138 coordinated care MA plans (for example, Health Maintenance Organization [HMO],
Preferred Provider Organization [PPO], and point-of-service [POS] plans) may only use prior
authorization to confirm the presence of diagnoses or other medical criteria that are the basis for
coverage determinations for the specific item or service and to ensure that the requested item or
service is medically necessary (for Part A and B benefits) or clinically appropriate (for
supplemental benefits). Finally, we remind readers that MA regulations at 42 CFR 422.202(b)
and 42 CFR 422.136(a) require MA organizations to provide education and outreach about
utilization management policies and engage in consultation with contracted providers.
Comment: Multiple commenters discussed automating prior authorizations, and many
were in support of automation, providing technological suggestions for automation of the prior
authorization process. A commenter stated that, for prior authorization forms, specific clinical
questions require answer formats that are easily understood and automated by a computer.
Another commenter described how payers might automate the prior authorization process by
utilizing existing matrices to create algorithms that would be able to review a large proportion of
their prior authorization requests. A commenter noted that deep learning Al methods for
submitted clinical data could be used to inform the review and electronic prior authorization

approval process to expedite a decision that simulates a consensus of expert human judgment.



CMS-0057-F 397

Multiple commenters recommended that CMS explore automating service “bundle” prior
authorizations for instances where one episode of care needs multiple prior authorizations (for
example, a knee replacement surgery), as this would help ease administrative burden and reduce
delays in patient care.

Response: We are closely following the level of interest in the types of automation that
might be brought to bear on the prior authorization process, particularly around the infrastructure
for communications, and the innovative thinking shared in the public comments. While CMS did
not directly address using Al for purposes of implementing the prior authorization policies, or
any provisions of this final rule, we encourage innovation that is secure; includes medical
professional judgment for coverage decisions being considered; reduces unnecessary
administrative burden for patients, providers, and payers; and involves oversight by an
overarching governance structure for responsible use, including transparency, evaluation, and
ongoing monitoring. We also reiterate that impacted payers must comply with federal and state
policies and the requirements of the standards and recommended IGs in implementing these
APIs. We encourage these and other individuals to participate in the HL7 IG development
groups to share these ideas with the drafters of the 1Gs to further refine their functionality.

Comment: Multiple commenters recommended that CMS include additional requirements
for payers. A commenter recommended that CMS require payers to offer their electronic prior
authorization system at no cost to providers. Multiple commenters stated that health plans should
be required to provide a web-based interface for providers and patients with a standardized, easy-
to-use web page with an up-to-date database that quickly indicates whether prior authorization is
required. The commenter stated that this web page should include prior authorization rules and

medical policies. A commenter requested that the required response to the query on the online
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database include the following data points: transaction ID, group or member ID, date of service,

prior authorization required, instructions, and a medical policy link. A commenter recommended
that, in the case of a technical glitch with the prior authorization process, insurance plans should
develop a backup system.

Response: We did not specifically address whether payers could charge providers for use
of or access to the Prior Authorization API. We would encourage payers not to charge additional
costs beyond those that may exist to conduct prior authorization business functions today,
including the costs of conducting transactions. We do not anticipate that fees would be charged
for use of the API or other services required by this final rule, but are aware that payers will be
funding their own development and vendor related costs.

Concerning the specific functionalities commenters requested be available through
portals, online systems, or the API, such as easy-to-use web pages with an up-to-date database
that quickly indicates whether prior authorization is required or what the medical policies are, we
reiterate that payers are required to implement a Prior Authorization API that allows a provider
to query a payer’s system to determine whether a prior authorization is required, to identify
documentation requirements, and to receive information about whether a specific prior
authorization request has been approved or denied. As part of fulfilling these required functions,
information about the policies and how they have been developed may be available, but we
understand that the level of additional information and detail about the development of prior
authorization and coverage policies could vary by payer. There may be other connected systems
and resources available with information about the medical policies that are associated with the
Prior Authorization API to which the provider will be able to refer to understand how decisions

are being made for certain items and services. Furthermore, under existing federal and state laws,
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such as the HIPAA Privacy and Security Rules, administrative, technical, and physical
safeguards policies and procedures must be in place to ensure that systems have effective backup
controls to protect access to patient data during planned and unplanned downtime. We would
expect impacted payers to already have such procedures in place for reliable backup systems.

Comment: Multiple commenters noted that payers will have to digitize their prior
authorization policies to meet the Prior Authorization API requirements, which will be difficult
and time-consuming. Multiple commenters noted that payers may be concerned that if a
significant amount of their providers do not adopt the new prior authorization API process, the
payer will not receive the full benefit of their investment.

Response: We acknowledge that payers will have to digitize their prior authorization
policies to meet the API requirements. Several organizations have implemented the Prior
Authorization API as pilot projects or as part of the Da Vinci Exception Project, and we are
aware that implementation of the API requires a significant investment of resources. We also
recognize that the full benefit of the API will be achieved when providers use the API to request
information about prior authorization requirements and change existing workflow patterns. The
changes for both payers and providers will maximize the return on investment from the new
electronic exchange. We encourage other impacted payers to engage with these early
implementers to learn from their experience and to begin evaluating their policies to understand
the level of effort that will be required within their organizations. To support the analysis,
implementation, and testing, we are also finalizing compliance dates that are a year later than we
proposed to provide additional time for the necessary work to implement the Prior Authorization

API and to conduct outreach and education to the provider community.
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Comment: A commenter recommended that CMS include a Prior Authorization API opt
out policy and another commenter recommended that CMS explain providers’ responsibilities
related to communicating patients’ right to opt out of the Prior Authorization API and their
responsibility to notify the payer of that decision.

Response: Prior authorization is an administrative process between a payer and provider
that is conducted almost completely electronically today with no direct burden on the patient. We
would anticipate that an individual who wishes to obtain medical services expediently might
wish for their provider to use the most efficient resource available to them. The opt out/opt in
rules that we are finalizing in this rule are for the Provider Access and Payer-to-Payer APIs’ data
exchange requirements, discussed in sections II.B. and II.C., and do not apply to the Prior
Authorization API. While this final rule does require impacted payers to develop and implement
the Prior Authorization API, this rule does not require providers to use the API. As discussed in
section IL.F., this final rule does include policies regarding using the Prior Authorization API for
the Promoting Interoperability performance category of MIPS and the Medicare Promoting
Interoperability Program. As many providers are currently conducting these processes through
EHRs in the office, with the patient present, we would encourage providers to explain any
activity to the patient, as is being done for any electronic transaction, including electronic
prescribing, lab orders, and scheduling. We also anticipate that providers would want to use a
process in which their EHR or other medical record systems are capable of connecting with the
APIs and exchanging certain data and documents using FHIR standards. At a minimum, the Prior
Authorization API will provide a means for providers to identify the prior authorization
requirements for the impacted payers, which will save time and burden associated with having to

research those requirements manually. We do not believe it is necessary to add a new opt out
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process for patients regarding prior authorization. These are administrative tasks already in place
in provider offices. We reiterate that providers are not required by this rule to use the Prior
Authorization API.

Comment: Multiple commenters discussed prior authorization criteria and specifically
referenced the CY 2024 MA and Part D final rule for the enhancements it provides for prior
authorization requirements. A commenter requested that CMS require payers to make their prior
authorization criteria public in advance of the publication of this final rule and to ensure that
physicians with expertise in the services are involved in their development. Other commenters
requested that CMS ensure that prior authorization criteria be peer-reviewed. A commenter
wrote that the Prior Authorization API will increase transparency into payer prior authorization
criteria, and another noted that using an electronic data exchange could improve the accuracy of
prior authorization determinations. A few commenters wrote that the solution to prior
authorizations must include both an expedited prior authorization process as well as appropriate
clinical decision-making, particularly with treatment guidelines supported by clinical evidence.
Another commenter stated that the Prior Authorization API could specifically speed up the
process of prior authorization for key treatments of gynecologic cancers. Commenters noted that
the increased transparency will include better timing for responses and accuracy for treatment
protocols subject to prior authorization.

Response: We agree that if the API can enhance provider understanding of the
requirements for requesting a prior authorization, a provider’s ability to submit a complete and
accurate request electronically will be improved and the manual intervention needed to collect
additional information reduced. This transparency in requirements and criteria should improve

communication between payers and providers during the prior authorization process, which is a
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core element of the functionality of the Prior Authorization API. We also appreciate comments
suggesting that prior authorization criteria should be peer-reviewed and include appropriate
clinical decision-making information with treatment guidelines that are supported by clinical
evidence. Use of such clinical evidence is helpful to reviewers when creating care treatment
plans and evaluating prior authorization requests. We have also heard from many payer
organizations that aligning with clinical guidelines is part of their process when establishing
prior authorization criteria and we encourage this practice for all payers. We did not make
specific proposals related to developing prior authorization criteria, but acknowledge the value of
such clinical involvement.

We also note that the provisions in this final rule on prior authorization will work with
several of the utilization management and prior authorization policies in the CY 2024 MA and
Part D final rule to further CMS’s overall goals of improving prior authorization processes to
serve the needs of payers, providers, and patients. We encourage readers to review that rule as
well (88 FR 22120) to have a greater understanding of the limits on how MA organizations may
use and implement prior authorization.

Comment: Multiple commenters discussed the need for APIs to be integrated with EHR
systems. A commenter expressed concern that current EHR systems will not be set up to
accommodate the requirements of this rule. Another commenter noted that an obstacle to the
effective implementation of the Prior Authorization API is the lack of standardized coding and
structured data in provider EHRs to support adjudication of a prior authorization request. The
commenter stated that it will be important for EHR clinical data to be standardized to

successfully adjudicate prior authorization requests through API interfaces.
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Response: We appreciate comments about standardization and the need for providers and
EHR system vendors to address consistency in the coding of medical records for interoperable
data exchange. Such comments do not reflect a technical readiness issue for the Prior
Authorization API or the standards but rather an industry readiness to meet the requirements to
enable and automate prior authorization processes. Over the next few years, both provider
management systems, as well as certified EHRs, will advance in their use of standards, data
exchange, and connectivity. Implementation of a content standard at 42 CFR 170.213 (USCDI)
for all data classes and data elements will support communication about medical records will
reduce the variation in medical record coding, increase structured data, and support the ability for
interoperable data exchange. The 1Gs that support the Prior Authorization API provide the
framework for exchanging standard information between the payer and provider systems.

We note that ONC previously sought comment on how updates to the ONC Health IT
Certification Program could support electronic prior authorization through an RFT titled
“Electronic Prior Authorization Standards, Implementation Specifications, and Certification
Criteria” (87 FR 3475), which appeared in the January 24, 2022 issue of the Federal Register.
The Unified Agenda, current at the time of this final rule’s publication, includes an entry for a
proposed rule from ONC entitled “Health Data, Technology, and Interoperability: Patient
Engagement, Information Sharing, and Public Health Interoperability” (RIN: 0955-AA06). The
description indicates that this proposed rule aims to advance interoperability, including proposals

to expand the use of certified APIs for electronic prior authorization.'%

104 Office of Information and Regulatory Affairs, Office of Management and Budget, Executive Office of the
President. Reginfo.gov. Retrieved from
https://www.reginfo.gov/public/do/eAgendaViewRule?publd=202304&RIN=0955-AA06.
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Comment: A few commenters recommended that CMS work with states to resolve
conflicts between this rule and existing state regulations. A commenter noted that Arizona has
recently enacted legislation and published guidance establishing a uniform prior authorization
request form. The commenter expressed concern that potentially conflicting policies would
create confusion and operational process challenges for QHP issuers on the FFEs and providers.

Response: We are aware that many states are also attempting to improve prior
authorization processes and have read the Arizona legislation HB 2621 from 2022'% regarding
using standard paper forms and electronic portals. We do not believe there is a conflict between
those requirements and this final rule as the Prior Authorization API required by this final rule
can support the various state required standardized forms for electronic submission of the prior
authorization request. The AMA also provides a list of other state legislation designed to
improve prior authorization processes, many of which support or enhance the provisions in this
final rule, for example, by supporting the establishment of an electronic prior authorization
process. % Should a conflict present between state and federal requirements, the general rule is
that the regulated entity must comply with both requirements unless compliance with one makes
compliance with the other impossible; in such a situation, federal law generally preempts state
law in the absence of statutory direction otherwise.

d. Implementation Timing Considerations
In the proposed rule (87 FR 76290), we stated that we had considered proposing that the

Prior Authorization API be implemented in a phased approach. However, we explained that we

105 Office of the Director Arizona Department of Insurance and Financial Institutions. (2022, January 3). Regulatory
Bulletin 2022-01(INS). Retrieved from
https://difi.az.gov/sites/default/files/Prior%20Authorization%20Bulletin%20with%20forms%202022-01.pdf.

106 American Medical Association. (2022). 2022 Prior Authorization (PA) State Law Chart. Retrieved from
https://fixpriorauth.org/sites/default/files/2022-12/2022%20Prior%20Authorization%20State%20Law%20Chart.pdf.
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did not think a phased implementation strategy would reduce the burden on impacted payers or
providers, but rather could increase burden during the initial implementation. We also explained
that a phased approach could delay the availability of electronic prior authorization for certain
items and services, which could in turn reduce the overall adoption of the Prior Authorization
API by providers who do not see their specialties and services represented in the initial rollout of
the available Prior Authorization API. We sought comment on whether to require payers to make
prior authorization rules and documentation requirements available through the API
incrementally, beginning in 2026. Additional comments and responses regarding the timing and
deadlines for compliance with the Prior Authorization API and those policies that do not require
API development or enhancement are discussed in sections [.B. and I1I.D.1.

Comment: Some commenters supported a phased implementation of the Prior
Authorization API to allow impacted payers sufficient time to build the API and recommended
processes that would use the IGs in a staggered fashion rather than implementing the entire
process for prior authorizations. Other commenters recommended a phased implementation
based on the following order for the IGs: CRD IG first, DTR IG second, and PAS IG third. A
commenter stated there are already states making plans to implement an electronic prior
authorization process and suggested that a staggered approach could help to avoid unnecessary
variation in implementations. A commenter stated that if CMS does not provide an explanation
of terminology (such as “documentation”) and specify IGs and common standards on time for
the Prior Authorization API there may need to be a staggered approach for implementing the
API. A commenter agreed with CMS’s observation that a phased implementation approach
would still result in having to request and process prior authorization requests in at least two

different manners for a provider working with the same impacted payer, which makes little sense
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given the difficulties in the current state to even get the HIPAA Referral Certification and Prior
Authorization transaction adopted under HIPAA Administrative Simplification. Multiple
commenters recommended a 3-year timeframe for phased implementation based on the
specific/common services approach. A commenter recommended that instead of using a
percentage criterion, CMS should use a 3-year timeframe with year 1 requiring authorization
rules, year 2 adding rules to different specialty facilities, and year 3 adding the Prior
Authorization API to specific services and care sectors.

Response: As stated at the beginning of this section, we are finalizing a modification to
our proposed compliance dates for the Prior Authorization API in 2027.). We continue to
believe, for the reasons outlined in the CMS Interoperability and Prior Authorization proposed
rule and in our responses to comments on this issue, that mandating a phased approach is not
necessary. Payers may choose to implement the IGs in a phased approach within their operations,
as long as the API is fully functional by the compliance date. Each payer will evaluate the scope
of work required to program their prior authorization requirements, build the rules and
questionnaires, and develop appropriate testing. For those payers with extensive prior
authorization requirements and less structured documentation policies for different benefit
packages, the scope will be more significant. However, a phased approach will not change the
scope of this work; the IGs provide the road map or instructions for implementation. Use of these
guides will help payers determine the scope and level of effort required for the work that must be
completed for system changes, as well as operational changes for their organizations.

Comment: Multiple commenters stated the phased approach may result in inconsistent
implementation and/or fragmentation when it comes to leveraging the Prior Authorization API,

as different payers and providers may be at different stages of implementation. Multiple
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commenters stated that a phased approach could reduce adoption of Prior Authorization API by
providers, particularly if certain items or services are listed in the initial rollout and others are
not. A commenter noted that the slow and delayed rollout of the Prior Authorization API is
unlikely to result in standardized, streamlined, electronic prior authorization experiences for
physicians, clinicians, providers, and health IT vendors. Therefore, multiple commenters
supported the full implementation of Prior Authorization API on January 1, 2026.

Response: We thank commenters for affirming that a phased approach could result in
inconsistent and fragmented implementation of the Prior Authorization API and reiterate that the
decision to provide an additional year for implementation for all impacted payers was made to
ensure that the organizations would have sufficient time for training, development, testing, and
outreach to providers.

e. Existing Prior Authorization Standards: HIPAA Exceptions for Testing New Standards

In the CMS Interoperability and Prior Authorization proposed rule, we explained that the
X12 278 transaction standard (Version 5010) and NCPDP D.0 are the current standards for
electronic prior authorization transactions, adopted by HHS under provisions of HIPAA. Many
payers and providers do not use the HIPAA transaction standards, and instead use proprietary
payer interfaces and web portals through which providers submit their requests, as well as phone
calls or faxes to complete the process for a response. The prior authorization process remains
inefficient and burdensome and creates service issues for patients. We provided findings from
industry surveys and HHS reports about gaps in the current processes and standards for prior
authorization.

The Council for Affordable and Quality Health Care (CAQH) Committee on Operating

Rules for Information Exchange (CORE) annual report, the CAQH CORE Index, includes data
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on health plan and provider use of HIPAA standard transactions, and as noted in the proposed
rule (at 87 FR 76288), shows that prior authorization using the X12 278 transaction standard was
the least likely to be supported by payers, practice management systems, vendors, and
clearinghouse services.!'%” The 2021 report!%® showed an incremental increase in using the X12
278 transaction standard for prior authorization of 26 percent. CAQH CORE published its 2022
report'? in November 2022 with data showing that while medical plans’ adoption of the X12
278 transaction standard increased by two percentage points (to 28 percent), it was still low as
compared to the other HIPAA transactions.

We received many comments about the adopted HIPAA transaction standard and its
intersection with the proposed rule and address applicable comments here.

The provisions of this final rule will provide enhancements to the electronic prior
authorization process overall. We are finalizing our proposal to require impacted payers to
implement a Prior Authorization API that can provide the necessary data to support a payer’s use
of electronic prior authorization processes.

In the proposed rule, we referenced section 1104 of the Affordable Care Act, which
amended HIPAA to require that HHS adopt operating rules for HIPAA standard transactions.
“Operating rules” are defined at 45 CFR 162.103 as the “necessary business rules and guidelines

for the electronic exchange of information that are not defined by a standard, or its

197 Council for Affordable and Quality Health Care. (2019). 2019 CAQH Index: Conducting Electronic Business
Transactions: Why Greater Harmonization Across the Industry is Needed. Retrieved from
https://www.cagh.org/sites/default/files/explorations/index/report/2019-cagh-index.pdf?token=SP6 YxT4u.

108 Council for Affordable and Quality Health Care. (2021). 2021 CAQH Index: Working Together: Advances in
Automation During Unprecedented Times. Retrieved from
https://www.cagh.org/sites/default/files/explorations/index/202 1 -cagh-index.pdf.

199 Council for Affordable and Quality Health Care. (2022). 2022 CAQH Index: A Decade of Progress. Retrieved
from https://www.cagh.org/sites/default/files/2022-cagh-index-report%20FINAL%20SPREAD%20VERSION.pdf.
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implementation specifications as adopted for purposes of HIPAA Administrative
Simplification.” Operating rules have not been adopted for the X12 278 transaction standard.

The NCVHS reviews operating rules and advises the Secretary as to whether HHS should
adopt them (section 1173(g) of the Act). The Secretary adopts operating rules through regulation
in accordance with section 1173(g)(4) of the Act. In June 2022, CAQH CORE submitted revised
and new operating rules to NCVHS for consideration. In June 2023, NCVHS sent a letter to HHS
recommending adoption of revised operating rules for Eligibility & Benefits, Claim Status, and
Payment & Remittance Advice transaction standards, as well as a Connectivity operating rule. In
that letter, NCVHS recommended that HHS not adopt the proposed CAQH CORE Attachments
Prior Authorization Infrastructure operating rule or the CAQH CORE Attachments Health Care
Claims Infrastructure operating rule. NCVHS wrote that “[t]he need for these operating rules
should be considered only after publication of a final rule adopting a health care attachments
transaction standard under HIPAA.”!'? Should a future proposal or recommendation for adoption
be submitted to HHS, we would evaluate the effect, if any, on the policies included in this final
rule. After the publication of this final rule, CMS will continue to evaluate the impact of any
NCVHS recommendation and any separate actions by HHS in that regard.

We also noted in the CMS Interoperability and Prior Authorization proposed rule (87 FR
76289), that in March 2021, HHS approved an application'!! from an industry group of payers,
providers, and vendors for an exception under 45 CFR 162.940 from the HIPAA transaction

standards to allow testing of an alternative to the adopted HIPAA standard for prior

110 National Committee on Vital and Health Statistics. (2023, June 30). NCVHS Recommendations on Updated and
New CAQH CORE Operating Rules to Support Adopted HIPAA Standards. Retrieved from
https://ncvhs.hhs.gov/wp-content/uploads/2023/07/Recommendation-Letter-Updated-and-New-CAQH-CORE-
Operating-Rules-June-30-2023 Redacted-508.pdf.

' Da Vinci Project. (2021, May 26). Da Vinci HIPAA Exception. Retrieved from
https://confluence.hl7.org/display/DVP/Da+Vinci+HIPA A+Exception.
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authorization.!!? The purpose of this exception is to test an automated exchange of a prior
authorization request and response using only the FHIR standard and the FHIR 1Gs
recommended in the proposed rule and included in this final rule. Under this exception,
participants are testing the prior authorization exchange using a FHIR-to-FHIR exchange using
the FHIR standard without using the X12 278 transaction standard. Preliminary findings suggest
that this alternative standard can be used successfully to conduct the prior authorization request
and response as end-to-end FHIR in a cost-effective, efficient way. Payer and provider groups
have presented these preliminary findings in public forums.

HHS provides information about requests for exceptions from standards to permit testing
of proposed modifications on the HIPAA administrative simplification website.'!?

Comment: Multiple commenters made statements about the HIPAA exceptions process
(45 CFR 162.940) and described various burdens associated with it, including the application
process, lack of clarity for the evaluation criteria, and the time for approval. Commenters noted
the current exceptions process may serve as a barrier for the industry to take advantage of the
opportunity to move interoperability forward and urged CMS to make it less burdensome to
accelerate opportunities for entities to beta test new standards and approaches to more efficient
data exchange. A commenter recommended that CMS work with HHS or other agencies to
improve the HIPAA exceptions process such that it is less onerous and more flexible to facilitate

innovation. Another commenter strongly urged CMS to eliminate the requirement for payers to

12 HHS provides information about requests for exceptions from standards to permit testing of proposed
modifications on the HIPAA administrative simplification website. Centers for Medicare and Medicaid Services.
(2023, September 6). Go-to-Guidance, Guidance Letters. Retrieved from https://www.cms.gov/Regulations-and-
Guidance/Administrative-Simplification/Subregulatory-Guidance/Go-to-Guidance-Guidance-Letters.

113 HHS website with information about 164.940 Exceptions Process and Guidance letters: HHS provides
information about requests for exceptions from standards to permit testing of proposed modifications on the HIPAA
administrative simplification website. Centers for Medicare and Medicaid Services. (2023, September 6). Go-to-
Guidance, Guidance Letters. Retrieved from https://www.cms.gov/Regulations-and-Guidance/Administrative-
Simplification/Subregulatory-Guidance/Go-to-Guidance-Guidance-Letters.
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request an exception to any of the HIPAA transaction and code standards. This commenter stated
that Da Vinci member exceptions should be discontinued, and CMS should work with other
government entities as needed to eliminate the requirement to obtain an exception from the
HIPAA standard for organizations seeking to directly exchange data using the FHIR standard
without X12 translation. A commenter requested that HHS develop an administrative process or
“onramp” for states to request a HIPAA exception for this specific transaction that individual
states could utilize at their discretion.

Response: The opportunity to apply for an exception to test an alternative to an adopted
standard is established in the HIPAA statute and implemented in regulation at 45 CFR 162.940.
Although we appreciate these comments regarding the HIPAA exceptions process, they are out
of scope of this rule.

Comment: Many commenters stated that the CMS Interoperability and Prior
Authorization proposed rule failed to address the limitations of the X12 278 transaction standard.
Many others noted that current industry use of the X12 278 transaction standard is very low,
noting it is complex and outdated, and thus mandating the conversion of FHIR to the X12 278
transaction standard serves no real value beyond compliance. A commenter discussed how the
CAQH CORE Index report consistently reports that full automation for X12 standards for prior
authorization lags far behind payment-related use cases. A commenter noted that because of the
low use of the X12 278 transaction standard, entities would have to develop an implementation
process to complete a FHIR exchange just to convert it to an X12 278 transaction standard.
Another commenter noted the industry will continue to have interoperability challenges around
the Prior Authorization API capability due to a lack of uniformity if existing issues with the X12

278 transaction standard are not addressed. Multiple commenters requested that CMS consider
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certain flexibilities in implementation. A commenter recommended that CMS consider a floor
versus ceiling approach in which the X12 standard is seen as the floor and a standard FHIR
approach using the PAS IG is the ceiling. Multiple commenters recommended that CMS provide
a waiver for the X12 278 transaction standard for payers that can implement end-to-end FHIR
data exchange. A commenter requested that CMS grant such payers a safe harbor that provides
an automatic waiver of the X12 278 transaction standard requirement. A commenter noted these
waivers would preferably be automatic or minimally burdensome to obtain. Another commenter
recommended CMS allow for exceptions to the requirement of converting Prior Authorization
API messages to the X12 278 transaction standard in scenarios where there is no need for the
receiving entity to pass along the prior authorization transaction to another system. A commenter
sought guidance on whether CMS will consider payers that are not currently covered under the
HIPAA administrative simplification exception of having prior authorizations sent through the
PAS phase of the Prior Authorization API, translated into and out of the X12 278 transaction
standard for an exception. A commenter requested clarification on whether CMS proposed that
the Prior Authorization API can be used to transform the provision of a health care attachment
into a valid X12 278 transaction standard for meeting HIPAA requirements or is suggesting that
the Prior Authorization API provides an alternative basis to the proposed X12 278 transaction
standard.

Response: We appreciate stakeholder interest in using the FHIR standard to implement
the Prior Authorization API. Unless an impacted payer is included in the current Da Vinci pilot
to test an exception to the HIPAA transaction, that payer may be required to use the adopted

HIPAA standard when implementing the API. Information on the Da Vinci pilot is available on
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the HL7 Da Vinci website.!!* The participants in the pilot are testing the prior authorization API
over 3 years and will report t