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Abstract 1 

Data classification is the process an organization uses to characterize its data assets using 2 
persistent labels so those assets can be managed properly. Data classification is vital for 3 
protecting an organization’s data at scale because it enables the application of cybersecurity and 4 
privacy protection requirements to the organization’s data assets. This publication defines basic 5 
terminology and explains fundamental concepts in data classification so there is a common 6 
language for all to use. It can also help organizations improve the quality and efficiency of their 7 
data protection approaches by becoming more aware of data classification considerations and 8 
taking them into account in business and mission use cases, such as secure data sharing, 9 
compliance reporting and monitoring, zero-trust architecture, and large language models. 10 

Keywords 11 

data classification; data governance; data labeling; data management; data privacy; data 12 
protection; data security. 13 

Reports on Computer Systems Technology 14 

The Information Technology Laboratory (ITL) at the National Institute of Standards and 15 
Technology (NIST) promotes the U.S. economy and public welfare by providing technical 16 
leadership for the Nation’s measurement and standards infrastructure. ITL develops tests, test 17 
methods, reference data, proof of concept implementations, and technical analyses to advance 18 
the development and productive use of information technology. ITL’s responsibilities include the 19 
development of management, administrative, technical, and physical standards and guidelines for 20 
the cost-effective security and privacy of other than national security-related information in 21 
federal information systems. 22 

Audience 23 

The audiences for this publication include managers and executives with responsibilities related 24 
to data classification or data protection, organization policy makers, cybersecurity and privacy 25 
product and service vendors, cybersecurity and privacy professionals responsible for managing 26 
data across the organization, compliance professionals, and legal professionals. 27 
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Note to Reviewers 31 

NIST welcomes public comments on any aspect of this publication. Existing data classification 32 
practitioners are particularly encouraged to share their insights on how closely the definitions 33 
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and concepts in this publication correspond with their own experience. NIST is also seeking 34 
responses to the following questions: 35 

1. The document currently lists data protection as one of the major elements of data 36 
management. Do you agree with that, or do you feel that data protection is at a lower 37 
level of abstraction? For example, data protection could be considered one component of 38 
data usage, which then would be considered one of the data management elements. 39 

2. Should Section 2.3, Data Governance and Data Management, provide more information 40 
about data policy? If so, what should be added? 41 

Trademark Information 42 

All registered trademarks or trademarks belong to their respective organizations. 43 

Call for Patent Claims 44 

This public review includes a call for information on essential patent claims (claims whose use 45 
would be required for compliance with the guidance or requirements in this Information 46 
Technology Laboratory (ITL) draft publication). Such guidance and/or requirements may be 47 
directly stated in this ITL Publication or by reference to another publication. This call also 48 
includes disclosure, where known, of the existence of pending U.S. or foreign patent applications 49 
relating to this ITL draft publication and of any relevant unexpired U.S. or foreign patents. 50 
ITL may require from the patent holder, or a party authorized to make assurances on its behalf, 51 
in written or electronic form, either: 52 

a) assurance in the form of a general disclaimer to the effect that such party does not hold 53 
and does not currently intend holding any essential patent claim(s); or 54 

b) assurance that a license to such essential patent claim(s) will be made available to 55 
applicants desiring to utilize the license for the purpose of complying with the guidance 56 
or requirements in this ITL draft publication either: 57 

i. under reasonable terms and conditions that are demonstrably free of any unfair 58 
discrimination; or 59 

ii. without compensation and under reasonable terms and conditions that are 60 
demonstrably free of any unfair discrimination. 61 

Such assurance shall indicate that the patent holder (or third party authorized to make assurances 62 
on its behalf) will include in any documents transferring ownership of patents subject to the 63 
assurance, provisions sufficient to ensure that the commitments in the assurance are binding on 64 
the transferee, and that the transferee will similarly include appropriate provisions in the event of 65 
future transfers with the goal of binding each successor-in-interest. 66 
The assurance shall also indicate that it is intended to be binding on successors-in-interest 67 
regardless of whether such provisions are included in the relevant transfer documents. 68 
Such statements should be addressed to: data-nccoe@nist.gov  69 
  

mailto:data-nccoe@nist.gov
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 Introduction 87 

Data are “a representation of information, including digital and non-digital formats.” [NISTPF] 88 
A data asset is “an information-based resource” such as a database, document, webpage, or 89 
service. [CNSSI4009] This publication uses the term “data asset” throughout to indicate the 90 
relative importance of specific data resources, as opposed to data in general. Metadata are 91 
information regarding the context of a specific data asset, like who or what created the data asset 92 
(i.e., data provenance) and when and where the data asset was collected.  93 
Data classification is the process an organization uses to characterize its data assets using 94 
persistent labels so those assets can be managed properly. Examples of possible data 95 
classifications include “protected health information (PHI),” “personally identifiable information 96 
(PII),” and “financial records.” Applying data classification practices can benefit organizations 97 
in:  98 

• enabling application of cybersecurity and privacy protection requirements to the 99 
organization’s data assets; 100 

• securely sharing data assets with partners, contractors, and other organizations; 101 

• knowing which requirements from laws, regulations, contracts, and other sources apply to 102 
a particular data asset; 103 

• maintaining awareness of data assets and the criticality of each asset, which supports 104 
implementation of zero-trust architectures and other cybersecurity and privacy 105 
technologies; 106 

• enforcing restrictions on access to and transfer of an organization’s intellectual property; 107 

• capturing metadata about the source of data assets consumed by generative artificial 108 
intelligence (AI) technologies (e.g., large language models [LLMs]); and 109 

• identifying and recording metadata for data assets when that metadata might not be 110 
needed today but will be needed in the future; an example is for post-quantum readiness 111 
and migration planning. 112 

 Purpose and Scope 113 

This publication has two purposes. First, it defines basic terminology and explains fundamental 114 
concepts in data classification so there is a common language for all to use, thus alleviating 115 
existing confusion and ambiguity regarding what particular terms mean. Second, this publication 116 
can help organizations improve the quality and efficiency of their data protection approaches by 117 
becoming more aware of data classification considerations and taking them into account in 118 
business and mission use cases.  119 
This publication’s terms and concepts will be used throughout the NCCoE’s Special Publication 120 
(SP) 1800-39, Implementing Data Classification Practices series of practice guides [SP1800-39], 121 
and will also be used by other NIST efforts, including the NCCoE’s Data Security and Zero 122 
Trust Architecture projects. This publication also may inform future versions of NIST SP 800-123 
60, Guide for Mapping Types of Information and Information Systems to Security Categories 124 

https://www.nccoe.nist.gov/data-security
https://www.nccoe.nist.gov/projects/implementing-zero-trust-architecture
https://www.nccoe.nist.gov/projects/implementing-zero-trust-architecture
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[SP800-60], as well as help organizations with adopting the NIST Cybersecurity Framework 125 
[NISTCSF], the NIST Privacy Framework [NISTPF], and other NIST frameworks and guidance.  126 
The scope of this publication is data classification considerations to enable data protection. 127 
Details of how technologies enforce data protection requirements are out of scope for this 128 
publication. 129 
This publication applies to any data classifications and data classification schemes that 130 
organizations may use, not just those used by the U.S. government or military. 131 

 Publication Structure 132 

The rest of this publication is comprised of the following sections and appendices: 133 

• Section 2 provides background information on the data lifecycle, data governance and 134 
management, and types of data. 135 

• Section 3 describes the primary practices involved in data classification and discusses 136 
considerations that organizations should take into account for their data classification 137 
practices. 138 

• The References section lists the references cited throughout the publication. 139 

• Appendix A lists the acronyms used in the publication. 140 

• Appendix B provides a glossary with definitions of selected terms from the publication. 141 

 Background  142 

This section defines basic terminology and explains fundamental concepts from data governance 143 
and data management as background for understanding the data classification practices and 144 
considerations explained in Section 3. 145 

 Data Lifecycle 146 

An organization manages its data assets through the data lifecycle. There are many valid data 147 
lifecycles that originate from different technical practices. This publication describes a simple 148 
lifecycle that focuses on those high-level phases important to data classification: Identify, Use, 149 
Maintain, and Dispose. Not all data lifecycle phases occur for every data asset. 150 

• Identify: The organization identifies data assets. Section 3.2 contains more information 151 
on methods for identifying data assets.  152 

• Use: The organization accesses, views, shares, and modifies part or all of a data asset. As 153 
part of use, new data assets may be created by the aggregation (multiple assets joined into 154 
one) or disaggregation (one data asset broken into multiple assets) of existing data assets. 155 
Data assets may also be repurposed (i.e., used for a different reason or in a different way 156 
than originally intended). 157 

https://csrc.nist.gov/
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• Maintain: The organization preserves data assets over time. This may include converting 158 
a data asset to a different format or representation as technologies change so it will 159 
continue to be usable. 160 

• Dispose: The organization disposes of data assets at the end of the data lifecycle. Data 161 
assets that are no longer needed are destroyed or otherwise disposed of to free resources 162 
and to prevent data from being accessed by unauthorized parties—for example, when 163 
storage media is disposed of.  164 

 Structured, Unstructured, and Semi-Structured Data 165 

How a data asset is represented can be described in three broad categories: structured, semi-166 
structured, and unstructured. Each of these terms describes the degree to which a data asset 167 
conforms to a logical or physical data model—a specification for the elements of data contained 168 
within a data asset—within the context of a particular business domain. 169 

• Structured data follow a physical data model that describes in detail how the data are to 170 
be represented and how a representation should be interpreted. Structured data may be 171 
found in a database or other mechanism that clearly indicates what type of information 172 
each data field contains, like customer ID or part number. Structured data can be 173 
validated against the data model to ensure their meaningfulness.  174 

• Semi-structured data describe their own data model (self-describing). Semi-structured 175 
data are expressed in formats like the Extensible Markup Language (XML) and 176 
JavaScript Object Notation (JSON) for sharing proprietary data sets, sensitive 177 
configurations parameters, and other information.  178 

• Unstructured data do not follow a detailed data model that is meaningful to a business 179 
domain. Examples include documents and videos. Unstructured data might be stored in a 180 
specific format, such as a proprietary document format or a standards-based video format. 181 
For example, a video could show a patient’s medical procedure, people entering and 182 
exiting a facility, or a training course for new employees. A document with unstructured 183 
data not only could contain nearly any type of information, but it may also have other 184 
types of data embedded within it, such as graphics, videos, and other documents, each 185 
containing one or more other instances of data.  186 

 Data Governance and Data Management 187 

Data governance encompasses the actions an organization needs to perform to ensure that its 188 
data assets are managed properly. Aspects of data classification that are particularly important 189 
for data governance are defining the organization’s data classification policies and related data 190 
protection requirements, and determining how those policies should be implemented and 191 
enforced, including roles and responsibilities both within the organization and outside the 192 
organization.  193 
Data management is the implementation and enforcement of the policies and practices resulting 194 
from data governance. Data management should occur for all data assets throughout the data 195 
lifecycle. Metadata are a form of data, so metadata also need to be managed. Although 196 
explaining data management in detail is outside the scope of this publication, some basic 197 
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understanding of the following areas of data management is necessary in order to understand 198 
data classification’s role as part of data management: 199 

• Data definition: In order to manage a data asset, an organization first needs to define it. 200 
Data definition varies by data asset, but it usually includes identifying the applicable data 201 
type and data model, as well as collecting metadata regarding the origin, nature, purpose, 202 
and quality of the data asset (data cataloging). Data definition strives to gather sufficient 203 
information about a data asset so that the organization can ascertain its data 204 
classifications. The formality and rigor of data definition varies greatly among data 205 
assets, but it is typically related to whether the data asset is structured, semi-structured, or 206 
unstructured. 207 

• Data classification: The data classifications for a data asset are selected and assigned 208 
based on one or more of the following: its data definition, its catalogued metadata, and 209 
review or analysis of its contents. Section 3 discusses this topic in detail. 210 

• Data protection: Once data classifications are assigned, the organization needs to 211 
enforce the data protection requirements associated with each of those classifications. 212 
These encompass all of the controls needed to protect each data asset in accordance with 213 
its classifications. An example is a data classification associated with requirements to 214 
encrypt the data asset when at rest or in transit, use a data integrity mechanism to detect 215 
tampering, allow access by members of a particular group only, and retain the data asset 216 
for at least two years from the date it was acquired.  217 

• Data monitoring: Data monitoring is needed to identify any changes to the data 218 
definition or the data asset itself that might necessitate changes to data classifications 219 
and/or data protection. Data monitoring can also identify lessons learned from real-world 220 
data classification and protection experiences that may improve data management. 221 

 Data Classification Functions 222 

The process of data classification includes the following functions:  223 
1. Define the organization’s data classification policy, which is the taxonomy of data asset 224 

types and the rules for identifying data assets of each type. 225 
2. Identify the organization’s data assets to be classified. 226 
3. Analyze the data assets and determine the appropriate data classifications for each. 227 
4. Associate data classification labels with each data asset. (Once labels are assigned, the 228 

applicable cybersecurity and privacy requirements can be enforced for each data asset.) 229 
5. Monitor each data asset for changes that may necessitate updating its data classifications 230 

and/or the data classification policy. 231 
This section provides more information on each of the functions, including considerations that 232 
organizations may choose to adopt. Taking these considerations into account can help 233 
organizations improve the quality and efficiency of their data classification implementations, 234 
which can have positive impacts throughout the data lifecycle. 235 
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 Defining the Data Classification Policy 236 

A data classification scheme is a taxonomy of all of an organization’s known data asset types. 237 
For example, part of a classification scheme might involve data classifications that characterize 238 
high-level business data types of a data asset—for instance, “vendor invoices,” “customer 239 
invoices,” “employee records,” etc. Data assets may also be classified based on source 240 
information, like “internally created,” “licensed data,” or “acquired data.” Additional data 241 
classifications could include geopolitical information about the data asset, e.g., “US person” or 242 
“EU entity”. With those three independent classifications applied to a data asset, the organization 243 
can then protect the data asset according to the requirements corresponding to its business data 244 
type, source, and geopolitical origin. When data are shared from one organization to another 245 
organization, the two organizations’ data classification schemes may need to be mapped to a 246 
common, shared taxonomy. 247 
A data classification policy is comprised of the data classification scheme and the formal 248 
description of the data types within an organization. It is used to enable identification of data 249 
types from a data asset. Classification policies can be expressed as digital policies to enable 250 
automated classification determinations. Organizations should define their data classification 251 
policies in such a way that all affected parties, including external parties who share or receive 252 
data assets, have a common understanding of them. Any ambiguity in these policies may cause 253 
errors and inconsistency in how data are classified and protected, which could increase the risk 254 
of compromises and compliance violations.  255 
The data classification scheme and policy do not directly indicate how the data assets must be 256 
protected; instead, each data classification is linked to a set of associated data protection 257 
requirements. Generally, a data asset must be protected in accordance with the consolidated 258 
requirements of all of its data classifications. 259 
The specificity of a data classification scheme will determine the nuance afforded to developing 260 
data protection policies. For instance, classifying a data asset only as “sensitive data” typically 261 
does not provide enough information to identify all the data protection requirements for that data 262 
asset, since many types of data are considered sensitive. Classifying a data asset as “PHI” instead 263 
of “sensitive data” enables more fine-grained protection policies, such as preventing certain 264 
types of PHI from being sent to certain business partners. However, more specificity in the data 265 
classification scheme can make the process of classifying new or modified data more difficult or 266 
costly. An organization should balance the effort and costs of analyzing its data to determine 267 
classifications against the versatility it requires for protecting various types of data assets. 268 
In most situations, three groups of people need to work together to ensure the data assets are 269 
properly protected: 270 

• The data asset’s business owner understands the origin, nature, and purpose of the data 271 
asset and its importance to the organization’s mission. The business owner is key for 272 
determining the data classifications. 273 

• The compliance staff understands the legal and regulatory requirements for protecting 274 
data assets associated with each of the organization’s data classifications. Compliance 275 
staff also perform auditing and reporting to ensure and document adherence to those 276 
requirements. 277 
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• The technology owners understand the technology that houses, interacts with, and 278 
safeguards the data asset throughout the data lifecycle. Cybersecurity and privacy 279 
professionals, system administrators, and others acting on behalf of technology owners 280 
are responsible for implementation and enforcement of the requirements for protecting 281 
data assets based on the assets’ data classifications. 282 

Cybersecurity, privacy, compliance, and business requirements should all be addressed 283 
holistically in the data classification definitions and policies. Personnel from each of these areas 284 
should be involved in developing, reviewing, and updating the definitions and policies. 285 
Generally, data classifications and classification schemes should be defined separately from data 286 
protection requirements. The protection requirements for any particular data asset are highly 287 
likely to change over time, while the data classifications themselves tend to be static. For 288 
example, the text of laws defining what PHI is does not change, but the technologies that house 289 
PHI and the cybersecurity and privacy controls that protect PHI may change over time.  290 
Data classification policies should be monitored and auditable, and changes to the policies 291 
should be controlled to prevent unauthorized changes to the data classification definitions or 292 
assignments. Access, especially modifications, to policy stores should be logged so organizations 293 
can verify and validate the effective state of their data classification processes at any time. Also, 294 
the data classification policies and protection requirements should each be versioned. Over time, 295 
version information will allow individuals and automated systems to quickly and reliably 296 
identify stale or obsolete classification information and take appropriate actions such as flagging 297 
the discrepancy or requesting updated information. 298 

 Identifying Data Assets to Classify  299 

A data asset is identified as needing classification when activities such as the following take 300 
place: 301 

• Creating: Data assets are identified as part of their creation process. Examples include an 302 
employee entering a customer’s personal information into an application, a process 303 
automatically producing new data by analyzing existing data, or a sensor capturing 304 
measurements of environmental characteristics (e.g., temperature). 305 

• Discovering: Existing data assets within an organization that have not been classified are 306 
located. Discovery searches an organization’s technology assets such as desktop 307 
workstations, servers, and cloud services for data. An example is an employee having 308 
written a new ad hoc document. 309 

• Importing: An external organization’s data assets are identified within the organization. 310 
It is responsible for ensuring an organization’s commitments for managing and protecting 311 
data assets belonging to external organizations are met. An example is a business partner 312 
providing a copy of one of its databases for the organization to use. 313 

An organization’s business processes should take all these means into account so that all data 314 
assets are classified promptly and appropriately. 315 
Data assets should be classified as close to the time of their creation, discovery, or importation as 316 
possible. One reason for this is to support properly protecting the data as soon as possible. 317 
Another reason is that capturing the original metadata for a data asset may be particularly helpful 318 
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in providing context and transparency vital for assigning data classifications. The later the 319 
metadata are collected, the less helpful they will generally be for data classification purposes, 320 
both now and in the future. For example, a new classification need, like a new regulation or a 321 
change to an existing regulation, may require analyzing existing data assets to determine if the 322 
new data classification applies to them. Having more metadata on hand may make this analysis 323 
easier and more accurate. 324 
When data assets are identified, an organization may need to revise its data classification policy 325 
to fully address the assets. Even information of the same type that is found may be structured 326 
differently in newly found data sets. The tools used to analyze and label data assets may also 327 
need to be updated to properly classify these data assets in the future. 328 
Data assets imported from another organization should usually be re-classified, even if that 329 
organization provided their classification information. The data may have been misclassified by 330 
that organization, or your organization may be subject to additional requirements. The act of 331 
sharing the data may itself introduce additional requirements. At this time, many industries lack 332 
standards for classifying data cross-organization or cross-sector. Moreover, there is limited 333 
interoperability among technologies for data classifications. These limitations alone are likely to 334 
necessitate the re-classification of imported data so that the organization can ensure the 335 
appropriate protection of received data.  336 
When possible, the original classification information from the originating organization should 337 
be preserved. To disambiguate external data classifications, their identifiers and labels should be 338 
prefixed with a scope that identifies the origin of the classification. This could simply be the 339 
name of the organization providing the data asset, or it could refer to an external standards 340 
organization if or when such standards exist. For data imported from other organizations, this 341 
allows maintenance of the original classification information in addition to labeling the data with 342 
the importing organization’s classifications.  343 

 Determining Data Classifications for Data Assets 344 

Classifying data is the process of analyzing a data asset and determining which data 345 
classifications to assign to it. Classification is performed by a classifier, a person or technology 346 
that applies the organization’s classification policy to a data asset to determine what data 347 
classifications that asset should be assigned. For some types of data, data classification can be 348 
solely based on the data definition and thus fully automated, but more often—especially for 349 
unstructured data—classifying data involves additional analysis of the metadata and/or the data 350 
itself. Responsibilities for data classification decisions are sometimes assigned to end users, like 351 
requiring them to manually determine the classifications for the documents they create. 352 
Highly controlled structured data, like a set of databases being created for use within a major 353 
enterprise application, normally have well-defined fields and extensively validate data values to 354 
ensure they comply with the data model. The field for a person’s first name could not contain a 355 
driver’s license number, birthdate, or other unexpected information. Data classifications would 356 
be identified as part of the data model’s creation, recorded in the databases, and enforced by the 357 
enterprise application and its supporting platforms.  358 
While their flexibility may present some challenges, semi-structured data may provide some of 359 
the context necessary for classification through its self-described data model.  360 
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Unstructured data, where the data model is informal or nonexistent—such as a new text 361 
document—present the greatest challenge to data classification. Most organizations will need to 362 
use a combination of approaches such as the following for classifying their unstructured data: 363 

• Automatically select classifications based on metadata analysis. Ideally, data 364 
classifications can be derived from existing metadata such as filename, file extension, 365 
author, creation date, and location. Metadata can act as a proxy for specific characteristics 366 
of the data that drive classification, but their accuracy as a proxy will vary. For instance, 367 
if existing business processes and systems adequately control where data are stored, and 368 
storage is compartmented such that data’s inherent attributes dictate its storage location, 369 
then location would be an accurate proxy when selecting location-specific data 370 
classifications. Conversely, if the location of the data is a shared document folder with 371 
few controls and broad access, its location would not reflect its inherent attributes and 372 
would not be a valid proxy for data classifications. 373 

• Automatically select classifications based on content (data) analysis. Deriving data 374 
classifications from the contents of the data may provide the most accurate results when 375 
there is no enforced data model. However, especially with unstructured data, it can be 376 
difficult to correctly interpret the significance of its contents. Technologies like optical 377 
character recognition (OCR) can assist in locating content in files. Examples of content 378 
analysis tools for data classification purposes include: 379 
o Token-based analytical approaches scan the data looking for the presence and count 380 

of specific tokens (i.e., keywords) within the data. These tools are simple to 381 
understand and use, but they are limited in determining how each token is used and 382 
may be ineffective for many classification schemes.  383 

o Regular expression matching tools allow for more sophisticated matching of strings 384 
within the text compared to token-based analytics, including patterns such as 385 
telephone numbers, social security numbers, credit card numbers, physical addresses, 386 
and email addresses. These tools can be used to identify more complex patterns in the 387 
data that are necessary to support more nuanced classification schemes. 388 

o Machine learning (ML) tools can be used to look for the patterns in the data that 389 
indicate the attributes that drive classification. In this approach, a set of example data 390 
is classified, and then one or more models are trained to analyze and classify the data. 391 
This approach appears to be the most capable means of deriving classifications for 392 
data automatically but can be complex to establish and manage. The data sets used for 393 
training the model(s) must be a comprehensive corpus of data that provides sufficient 394 
information for each classification to be detected. 395 

• Manually select classifications. Automatic classification may not be feasible for all 396 
instances of data, especially ad hoc instances. In these cases, manual classification 397 
performed by a human is necessary. Unfortunately, manual classification is usually 398 
difficult to implement consistently at scale, and it relies on the accuracy and 399 
understanding of each person performing classification. 400 
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 Labeling Data Assets 401 

A label is a metadata attribute that represents a data classification. A data asset may have more 402 
than one label. Labeling is the process by which the labels are associated with a data asset, such 403 
as by cryptographic binding or by associating the data asset and its labels in a data catalog.  404 
Note that while some people consider the term “label” to be synonymous with the term “tag,” 405 
others do not. Also, “label” is increasingly being used as the primary term for this concept, so 406 
this publication only uses “label” for consistency.  407 
Data classification assignments, including labels and metadata used for data classification 408 
purposes, need to be safeguarded. Without adequate protection, labels and metadata can be 409 
altered or deleted. When data or data classifications change, the data’s labels and metadata may 410 
need to be updated in a controlled fashion. This is especially true if data are aggregated. 411 
Making data labels “stick” with data as it moves from place to place, and especially from one 412 
organization to another, is one of the largest challenges in data classification for most 413 
organizations. There are additional challenges involving portion marking, when different 414 
portions of a data asset, such as sections of a document or file, each have different classification 415 
labels. Numerous technological approaches to labeling are currently in use, but no approach 416 
works universally across data assets, technologies, and organizations. Further discussion of 417 
labeling technologies is outside the scope of this document. 418 

 Monitoring Data Assets 419 

Each data asset should be monitored after its data classification and labeling to identify any 420 
changes that may necessitate updating its data classifications and labels. The appropriate 421 
monitoring method will depend primarily on whether the data are structured, semi-structured, or 422 
unstructured. For example, changes to the nature of structured and semi-structured data are most 423 
likely detectable by monitoring their data models for changes to the data definition. However, 424 
changes to the content of unstructured data, especially ad hoc files, may be happening all the 425 
time, and many of those changes will not affect data classifications.  426 
Further discussion of technologies and methodologies for monitoring data assets for changes 427 
impacting their data classifications is outside the scope of this publication. Please refer to the 428 
NCCoE’s SP 1800-39, Implementing Data Classification Practices series of practice guides 429 
[SP1800-39]. 430 
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Appendix A. List of Symbols, Abbreviations, and Acronyms 454 

AI 455 
artificial intelligence 456 

JSON 457 
JavaScript Object Notation 458 

LLM 459 
large language model 460 

ML 461 
machine learning 462 

NCCoE 463 
National Cybersecurity Center of Excellence 464 

OCR 465 
Optical Character Recognition 466 

PHI 467 
protected health information 468 

PII 469 
personally identifiable information 470 

SP 471 
Special Publication 472 

XML 473 
Extensible Markup Language 474 

Appendix B. Glossary 475 

classifier 476 
A person or technology that applies the organization’s data classification policy to a data asset to determine what 477 
data classifications that asset should be assigned. 478 

https://doi.org/10.6028/NIST.CSWP.10
https://www.nccoe.nist.gov/data-classification
https://doi.org/10.6028/NIST.SP.800-60v1r1
https://doi.org/10.6028/NIST.SP.800-60v1r1
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data 479 
A representation of information, including digital and non-digital formats. [NISTPF] 480 

data asset 481 
An information-based resource. [CNSSI4009] 482 

data cataloging 483 
Collecting metadata regarding the origin, nature, purpose, and quality of a data asset. 484 

data classification 485 
The process an organization uses to characterize its data assets using persistent labels so those assets can be 486 
managed properly. 487 

data classification policy 488 
An organization’s data classification scheme and the formal description of the data types within the organization. 489 

data classification scheme 490 
A taxonomy of all of an organization’s known data asset types. 491 

data definition 492 
Identifying a data asset’s data type and cataloging the data. 493 

data governance 494 
The actions an organization needs to perform to ensure that its data assets are managed properly. 495 

data management 496 
The implementation and enforcement of the policies and practices resulting from data governance. 497 

data model 498 
A specification for the elements of data contained within a data asset. 499 

data monitoring 500 
Identifying any changes to a data asset’s data definition or the data asset itself that might necessitate changes to data 501 
classifications and/or data protection. 502 

data protection 503 
The controls needed to protect a data asset in accordance with its data classifications. 504 

data provenance 505 
Who or what created a data asset. 506 

label 507 
A metadata attribute that represents a data classification. 508 

labeling 509 
The process by which labels are associated with a data asset. 510 

metadata 511 
Information regarding the context of a specific data asset. 512 

semi-structured data 513 
Data that describe their own data model. 514 

structured data 515 
Data that follow a physical data model that describes in detail how the data are to be represented and how a 516 
representation should be interpreted. 517 

unstructured data 518 
Data that do not follow a detailed data model that is meaningful to a business domain. 519 
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