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Introduction

This document outlines the steps to Connectto an Organization (like a practice,
QCDR/Registry, or APM Entity) and how to get the Security Official or Staff User role you need.

The role you select for each organization will allow you to:

e View information (like performance feedback), or
e Performan action (like submitting performance data).

If you are a new HARP user or an existing user requesting access to an organization, you'll
need to understand which organization type to select and know which role you need.
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Getting Started
Sign In to the Quality Payment Program (QPP)

Go to the QPP Website and click Sign In on the upper right-hand corner.

Enter your User ID and Password.

Check Yes, | agree next to the Statement of Truth and click Sign In.

e You will be prompted to provide a security code from your two-factor authentication.

Returning users:
QPP Account Sign in with the same
credentials you've

= previously used.

Sign In to QPP New users:
Sign in with your

USERID newly created HARP
User ID CFEdentials.

PASSWORD
Password

Don’t have an
account?
Click Reqister next to

Sign In and review
In order 10 sign in, you must agree to this:| certify 1o the best of iy knowlecge that all of the infermation that .
will9e submitted will be true, accurate. and compiete. It any submitted not the Re gl ster for a

true, accurate, . 1will correct that the knowing omission,

of any submitted " by eriminal, e, or HARP Accou nt

o nay
administrative penalties, Incaaing fines, civil damages, and/or Imprisonment.

0] e fagrss document in this
quide.

Show Password
Forgot your user id or password? Recover |0 or reset password,

STATEMENT OF TRUTH

Don't have an account?

Signin ) Reqister

By entening authentcation information, you are Sttempling to access 8 United States Federal Government
Information system. This system is for the use of authonzed users only,

SYStem usage may De MONtored. recordec. and SUBJSTE 10 UG, By BCCessing this syStem. you are Consaating to
having your activities to be mealtored, recored, and made avallahle ta auditors e law enforcement officlals.

Unautharized use of this Information system or use In excass of your IpRrovac authcrity is prohibited, and may be

subject to discialinary action inchiding erimin! oe civil penaities.

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am —8pm EST
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Navigate to Manage Access

Click Manage Access on the left-hand navigation pane. If you are a:

e Returningusers: You will see alist of organizations that you're currently connected to.

o Review and confirm thatthe list of connected organizations and roles are correct. If

correct, no further action is required.

o If you need to connect to another organization, you can by clicking the Connect to

another organization link.

Elizabeth Blackwell

Manage Access

Home

(S Eligibility

‘erformance Feedback
Connected Organizatlcns (3) Connect to ancther organization

14 Manage Access

) Help and Support Practices

Acme Clinic, LLC

TIN: #1234567890 | 5200 Manchester Ln., Greenville, OH 01234

YOUR ROLE CMS WEB INTERFACE AND CAHPS USERS

Security Official @ CMS Web Interface 3 connected users
© CAHPS Survey 1pending user
Edit registration Viewusers

e New users: Will be prompted to connectto an organization.

Laura Colbum

Manage Access

CONNECTED ORGANIZATIONS (0)

You are not currently connected to any
organizations

COMNICT TO OROANIZATION

2w you 3 chmcan? Gan acoess
19 your peactices Date

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am —8pm EST
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Connectto an Organization Step-by-Step Instructions
Overview
Now that you have successfully signed into gpp.cms.gov and navigated to Manage Access,

follow these steps to Connectto an Organization:

1. Choose your organization type Reminder:
2. Find your organization There’s a special role available
3. Selectyourrole to clinicians. Che_ck_o_ut the

. . Connect as aClinician
Then you can review your confirmed role requests document in this guide for
(pending or automatic approved). more information
We will begin with selecting an organizationtype.

This step is the same for all organization types.

Important Notes:
e Each organization must have at least one individual with the Security Official role
before anyone can request a Staff User role or additional Security Official roles.

e Contact an administrator in your organization to let them know your organization needs a
Security Official if that’s not an appropriate role for you.

e If you need accessto multiple organizations, you will need to complete the above steps
for each organization you want to connect with.

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am —8pm EST
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Step 1: Select Organization Type

Select which organization type you’d like to connect to. After you select an organization type,

click continue.

The organization types are:
e Practice

¢ Individual Clinician (refer to
the Connect as a Clinician
document in this guide)

e Alternative Payment Model
(APM) Entity

e Registry (Includes Qualified
Registries and Qualified
Clinical Data Registries)

e Virtual Group

Note: If you are connecting to
multiple organizations, you will
need to complete a request for
each organization one at a time.

Looking for more
information on Organization
Types?

Continue on to the next page
for more information on
selecting an organization type.

ADoRnt Homg > Manapp ALogss *

Connect to Organization

Step1of 3

Select Organization Type

Practice

A represantative of  single TIN can reguedt 8 practice rle, The first Sacuity
Offizial will reed 1o proside the PTAM ard NP of a singie clinician that i part of
that praciice

Individual Clinician

# clinician with NFL 55N ard PTAH irfarmation for ene partiziaating practice
can reguest an mdeidual chnician ok, This clirician can individually repart

but canrat manage additicnal users or report for any atker cinicians uniess
thary sennast te a practice and baceme the security atficial for that practice,

I Alternative Payment Model (APM) Entity

A representative of entities participating in Shared Savings Prapram, Next
Gemaration, CRC+ CEC, and DCM can reguest an APM entity role. The firsy
Security Official may reed to previde differant data based en modal.

| Registry

A representative of & CMS-approsed registry can rogquest a registry role. The
first Security Bficial wil nand ta prowide tha Vander 10 for Sha ragistry,

1 Wirtual Group

A representative of & CMS-approsied virtuad graup can reguest a virteal graup
rale. The first Security Official will need ta provide the Tiks of 2 participating
praclces,

CONTIRUE

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am —8pm EST
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Which Organization Type Do | Select?

There are four organization types you can choose from:

Organization

Type

Description

Connectto a Practice if you
represent an organization
identified by a single Taxpayer
Identification Number (TIN), like a
solo/individual practitioner, group,
or hospital including:

e Groups or clinicians that
need to report performance
data.

e Groups thatparticipate in a
Shared Savings Program
ACO (all tracks) or
clinicians scored under the

Helpful Hint

Solo CPC+ practitioners (those
who are the only clinician in their
Practice Site) will need to connect
to an APM Entity to submit their
electronic clinical quality measures
(eCQMs) for the CPC+ program

Site) or want to view the Entity’s
performance feedback (Shared
Savings Program ACO, Next
Generation ACO, CPC+ Practice

Practice MIPS APM scoring and view your complete

standard that need to performance feedback.

submit group-level datafor | |ndividual clinicians can also

the Promoting request the Clinician role, for

Interoperability more information check out the

performance category. Connect as aClinician

e Electronic Health Record document.

(EHR) or other Health

Information Technology

(HIT) Vendors will need to

complete this request for

each practice they

represent/are submitting

data for on gpp.cms.gov.

I You will connect to an APM Entity if
Connect to an APM Entity if you you need to perform an action, Iil)</e
need to submit Quality data on o lity dat behalf
behalf of the entire entity (Shared Sme'tt'ng Qua Ity data, on beha
) of the entire Entity or view the
Savings Program ACO, Next Entity’s MIPS performance
APM Entity Generation ACO, CPC+ Practice

feedback.

Unless representing the entire
Entity, clinicians, groups and solo
practitioners who participate in an

Updated 12/2/2019

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am —8pm EST
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Organization
Type

Description

Site, ESCO, or OCM Practice
Site).

Note: If you are connecting to
multiple organizations, you will
need to complete a request for
each organization one at a time.

Helpful Hint

APM will typically need to connect
to a Practice to report other data
required under the APM scoring
standard.

Registry
(Including
Qualified
Registries and
QCDRS)

Connectto a Registry if you
represent a CMS-approved
Qualified Registry or a Clinical
Data Registry (QCDR) and are
submitting data on behalf of your
clients.

Note: If you represent a previously
approved Registry or QCDR, you
will need the Security Official role
to complete the self-nomination

application on gpp.cms.gov.

You will connect to a Registry when
you are a representative of a
Qualified Registry or QCDR.
Clinicians, groups and virtual groups
working with a Registry or QCDR for
data collection and submission would
connect to a Practice (or virtual
group as appropriate) to view
performance feedback and data
submitted on their behalf by those
vendors.

Individual clinicians can also request
the Clinician role, for more
information check out the Connect
as a Clinician document in this

quide.
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Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am —8pm EST
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Step 2: Find Your Organization Type

After you select your organization type, you will find your organization using search criteria.
The search criteria is dependent upon your organization type.

Review the table belowto determine what search criteria you can use to find your organization.
Then, click your organization type for step-by-step instructions and images on howto find
your organization type.

Criteriayou can use to search
Type

Practice e Legal Business Name; OR
e Complete TINwithoutdashes
v" No search results will populate until you enter the complete TIN
(9 digits)

APM Entity Step 1: Identify your model (Shared Savings Program ACO, Next
Generation ACO, Comprehensive Primary Care Plus (CPC+),
Comprehensive ESRD Care (CEC) or Oncology Care Model (OCM))

Step 2: Provide:

e Legal Business Name (APM Entity Name)
e APM Practice Site ID (applicable to some models like CPC+ and

OCM)
Reqistry e Legal Business Name; OR
(Including e Complete TIN
Qualified v" No search results will populate until you enter the complete TIN
Registries and (9 digits, without dashes)
QCDRs)

Virtual Group Complete Virtual Group ID

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am —8pm EST
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Practice

Search for
Practice

Description

Search for the practice by TIN or
legal business name.
If you are searching by:

e Legal business name:you
can start typing and select
the practice fromthe
suggested potential matches
based on what you've
entered so far.

e TIN: you will need to enter
the complete TIN (without
dashes)before a match is
identified.

Select
Practice

Select the practice from the drop
down and click continue.

Connect to Organization

C

Image

anage Arcoss

Step 2 of 3

Find a Practice

Search for a practice by wsing the practice’s 9-digit TN or legal business name
[e.g. 122454789 or ACME Clinic)

I Search by TIN or legal bus Iness name Q

CONTINUE

onnect to Organization

Step 2 0f3

Find a Practice

Search for a practice by using the practice’s 9-digit TIN or legal business name
e 123456785 or ACME Clinic)

Grosnville Medical Q

Greamille Madical Clinic = Naw York, NY

CONTINUE

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am —8pm EST
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| Action

Review
Selection or
Change
Selected
Practice

Description

Connect to Organization

Review and confirmyou Step2of3
selected the correct organization Find a Practice
. . . Search for a practice by using the practice’s %-digit TIN or legal business name
by C||Ck|ng continue. {e.9. 123456789 or ACME Clinic)
OR
CIICk the Ch an g e Or gan I Zatl On Greenfield Medical Clinic o Practice selected
link to upd ate your practice 5200 Manchester Ln., New York, MY 01234
selection if you selected the e
incorrect option.

e

Ready to Select a Role?
Click here for Step 3: Select a Role

Have questions? Contact the Quality Payment Program

By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov

Monday — Friday, 8am —8pm EST
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APM Entity

| Action Description

Select the APM model you A e S el

need to connect to fromthe Connect to Organization

drop-down menu:

v' Shared Savings Program
(SSP) all tracks

v" Next Generation (Next

Step 20f 3

Gen) Find an Alternative Payment Model (APM)
Select a v' Comprehensive Primary Entity
Model Care (CPC+) SELECT A MODEL
v' Comprehensive ESRD " Shared Savings Progeam (S5P) i racks
Care (CEC) Model all P
tracks Comprehensive ESRD Care (CEC)

Oneelogy Care (OCM)

v" Oncology Care Model
(OCM) all tracks

Once the APM model is
selected, click continue.

Search for the APM Entity, SSP ACO
input fields will vary based on
APM Model selected.

Search by the following for ShpLEE
each APM Model: Eind an Alternative Payment Madel [APM] Entity
° SSP ACO . BELECT & HOOEL
o Legal business RN —_—
name I 0 Baengs Pragra ] EOCATHITIG GaTE Grgani af350), B8 agk vI
e Next Generation ACO wrniot i N
Search for © hgg%l business IN"“"MW“M 5
APM Entity e CPC+ Practice Site
o Practice Site legal ¥ T
business name L) o

o CPC+ Practice ID
e ESCO Organization Site

(CEQC)
o ESCO legal
business name
o ESCO ID

e OCM Practice Site

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am —8pm EST
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| Action Description

o Practice Site legal
business name

o OCMID

Image
Next Generation

Step 2 of 5

Find an Alternative Payment Model [APM) Entity

SELECT A HODEL

FIHD AMEXTSERACD
Saarch by Hva ACIS kgl busiress nirme
.. ACME Rrroaintatie Care (Maniraron)

Aoy TARHTTHLE

CPC+ Practice Site, ESCO Organization Site,
or OCM Practice Site

Step2of 3

Find an alternative Payment Model (APM) Entity

SELECTAMODEL

FIND ACPC+ PRACTICE SITE
Search by Practice S&e 10 or the practice sfie's legal business name.
(23 WIATHTRT of ACHE Madicing)

I Soarch by TiH oF iogal CUSINGSS name "‘,I

BACK COHTRUE

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am —8pm EST
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| Action Description

chboard » Man.

Review and confirm you Connect to Organization

selected the correct
Review organization by clicking
Selection or continue. Step20f3
gglaeré?eed APM 8|I:3k the Chan ge Find an Alternative Payment Model (APM) Entity
Entity Organization link to update
your APM Entity selection if P
you selected the incorrect P/ Tack1
OpthI’] . Change organization

s m

Ready to Select a Role?
Click here for Step 3: Select a Role

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am —8pm EST
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Registry

Search for
Registry

Description

Search for the registry
(including Qualified Registries
and QCDRs) via TIN or
Registry name.

If you are searching by:

e Legal business name:you
can start typing and select
the practice fromthe
suggested potential
matches based onwhat
you’ve entered so far.

e TIN: you will need to enter
the complete TIN (without
dashes) before a match is
identified.

iy M

Connect to Organization

Step2of3

Find a Registry
Toostart reperting dala, you'll need to End yaur registry. You can search for aregistry
using a TN or the registry’s name.

I Sesrch by TIN of roglstry Aame Q I

BACK CONTINVE

Select
Registry

Select the Registry from the
drop down and click continue.

aard » Manage Aceost

Connect to Organization

Step20f3

Find a Reagistry
To start reporting data, you'll need to find your regisiry. You can search for a regisiry
using a TIN or the registry’s name.

American College of Medical Q

American Coaga of Medical Standards Registry

BACK ] CONTINUE

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am —8pm EST
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Action Description

Review and confirm you
selected the correct

Review organization by clicking
Selectionor | continue. o
Change OR _ .
Selected Click the Change Y st fns sy o e sty
Registry Organization link to update g TIer e ety s nane:
your registry selection if you
selected the incorrect option. American Colleg of Hedica Sandards Regisry © regin seectea

Change eraanization

ST

Ready to Selecta Role?
Click here for Step 3: Select a Role

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am —8pm EST

Updated 12/2/2019



mailto:QPP@cms.hhs.gov

Virtual Group

Description

s

Connect to Organization

Step2of3

Identify Virtual Group

Enterin your virtual group's 1D number [e.g. X12345)

VIRTUAL GROUP ID

Search for the Virtual Group I I
by entering your complete

searchfora | ;o o Group ID, then select e

Virtual Group continue

Note: If you enter an incorrect Virtual Group ID,
you will receive a message noting that your

Virtual Group ID is invalid below the entry field.
VIRTUAL GROUPID

X12323

Tre 1D you entered is invaid,

Please confirm you entered the correct Virtual
Group ID if you encounter this message.

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am —8pm EST
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| Action | Description

Connect to Organization

Review Confirmthat the correct
Selection or virtual group was selected

Step20of3

Change and select continue. Identify Virtual Group
Se Ie Cte d O R Enterin your virtual group’s ID number (e.g. X12345)
Virtual Group | Click the Change
Organ IZ&tIO n Ilnk tO update X12345 ° Virtual Group selected
your virtual group selection if
you selected the incorrect e
option.

Ready to Select a Role?
Click here for Step 3: Select a Role.

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am —8pm EST
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Step 3: SelectaRole
For all organization types, you have two roles to select from:

e The Staff User role

e The Security Official role (first Security Official or additional Security Official(s))

o Each organization type must have at least one individual with the Security Official role
before anyone can request a Staff User role or additional Security official roles.

o The first Security Official will provide additional information during the validation
process. The additional information requested will vary depending on organization type.

Acco

Connect to Organization

Step 30f3

Select a Role at Greenville Medical Clinic

Choose the role with the level of access you need within the QPP data reporting

system,

Repaort Data
Upload and edit Guality,
Pramoting Interoperakdlity,
and Improvement Activities
data,

Cj Staff User \/

() security Official v

o

Manage Users

Add and remove other

users to the crganization,

X

v

Looking for
more
information on
theseroles?

More information
on the two QPP
roles and what
eachrole lets
you do, is
available on the
next page.

Have questions? Contact the Quality Payment Program

By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov

Monday — Friday, 8am —8pm EST

Updated 12/2/2019



mailto:QPP@cms.hhs.gov

Which Role Should | Select?

Orgir;;)z:tlon Staff User Role Lets You Security Official Role Lets You

Practice

APM Entity

v

v

ANAN

Updated 12/2/2019

View eligibility information for all
clinicians in the practice
View claims measure data
submitted during the
performance period submitted
View individual and group MIPS
performance feedback and
payment adjustment information
Access the Physician Compare
Preview
Access APM incentive payments
made to a TIN on behalf of an
NPI
Submit data on behalf of the
practice, whether reporting
individually orasa group
Request a Targeted Review
Submit quality data on behalf of
the Shared Savings Program
ACO Entity, Next Generation
ACO Entity, or CPC+ Practice
Site
View a list of participating
practices and cliniciansin the
APM
View eligibility information for
participating practices and
clinicians in the APM
View MIPS performance
feedback for the following
models:
o Shared Savings Program
ACO
o Next Generation ACO
o Comprehensive Primary
Care Plus (CPC+)
o Comprehensive ESRD
Care (CEC)

Do everything the Staff User can
do PLUS:

v' Register a group forthe CMS
Web Interface

v" Register a group forthe
CAHPS for MIPS survey

v' Approve all additional user
requests (manage access to
the organization)

Do everything the Staff User can
do PLUS:

v" Approve or deny role requests
from other users requesting
access to the organization
(manage access to the
organization)

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am —8pm EST
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<

Org?_;;)z:tlon Staff User Role Lets You Security Official Role Lets You

o Oncology Care Model

(OCM)
Do everything the Staff User can
do PLUS:
v' Submit data on behalf of all your
Registry clients v" Approve all additional user
(Including v’ View preliminary performance requests (manage access to
Qualified feedback for your clients based the organization)
Registries and on the data you submitted on v' Complete the self-nomination
QCDRs) their behalf application on gpp.cms.gov
(previously approved vendors
only)

v' Download your APl token
Do everything the Staff User can

do PLUS:

v" View a list of all the practices and

clinicians participating in your v' Approve all additional user

virtual group requests (manage access to

Virtual Group v" Submit data on behalf of the the organization)

virtual group v' Register a group forthe CMS
v" View virtual group MIPS Web Interface

performance feedback v Register a group forthe

CAHPS for MIPS survey

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am —8pm EST
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First Security Official

If you are the first Security Official, select Security Official, and you will be prompted to enter
additional information for validation. Once you enter the requested information, click Submit.

Connect to Organization

Step 3ol 3

Select a Rele at Greenville Medical Clinic

Driaons LA rode with the feeed of 36508t you nivsd within tha (P dsls sepsrting
ErEbT

Brpeil Dals

I 0 Gy
Bromating Iviripe ity

ManageUsirs

BOF ] 2 e
e by e g E
anvd b= parrrark At Ry

e

{8 security otbcian w o

au chess: Security Ol

There it gurrenlly ne Seeurty Dfcial o1 Ik practice to seprove tot. Thetelors, the ey
Tolt: yond £30 et 1 tRin tree iz 3 Bopurtty Dffoal roie, Eoquest thie role or wait for
ned et Sty OFeinl 10 BN B2tRit

In prde 1o s @umorzed as tha fread Spconty Gfcial at this pracice, enbe e practca
TR g MPIRpr g cliniclen assoated with Thes prscLoe and Thal climipans PIRN
hatsa FTANT

D=

FRACTIGE 1IN

Wigt ng . AXMBATEE
CLMCIR R
Doasipiee g TEEEW
LML FILH
Wiyt e p THIMINTD

Next, if your validation is
successful, you will be
automatically approved.

Remember: Each
organization must have a
Security Official before
anyone can request a Staff
User role or additional
Security Official roles.

If Security Official is not the
appropriate role for you,
contact an administrator in
your organization to let them
know your organization
needs a Security Official.

This section will vary by
organization type.
Continue onto the next
page for more
information on what
additional information
is required to validate the
first Security Officials
request.

Click here if you
encountered an error
message.

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov

Monday — Friday, 8am —8pm EST
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Additional Information Required for Validation of the Security Official Role

If you apply for the Security Official role, you’ll need to provide some additional information to
validate your credentials, the additional information is dependent upon your organization type.

Org?.%zstlon Required Information Additional Context

Follow these steps to find PTANs in
PECOS:

Log into Internet-based PECOS.

2. Select My Associates on
PECOS home page.

v' The practice’s TIN
v" The NPI of one clinician in the

practice _
Practice v That clinician’s Provider g celelview Eriolimens oy
Transaction Access Number app"C?‘b"? eheLElen
(PTAN) organizational enroliment.
4. Click on View Medicare ID
Report
5. PTAN(s) are listed in Medicare
ID column.
APM Entity — v' APM Entity ID (your ACO ID)
Shared Savings ' v The TIN of two practices Security Officials for a single TIN ACO
Program or Next participating in the ACO only need to provide one TIN
Generation
v' APM Entity ID (your Practice Site
ID)
. . If your Practice Site includes multiple
APM Entity — v T_r:re] ;LIN gf a gracgfie associated TINs, you can enter any of these TINs
CPC+ w € Fractice oite and an NPI associated with the
v" The NPI of a clinician in the Practice Site in that TIN
practice associated with the
Practice Site
v' APM Entity ID (your ESRD
Seamless Care Organization ID)
. , If your ESCO includes multiple TINs
. v )
APM Entity - \T\nhtﬁ ;LIS g)fraapnriigttligi z;?tséomated you can enter any of these TINs and
CEC 9 an NPI associated with the ESCO in

v" The (NPI) of a clinician in the that TIN
practice associated with the
Organization Site

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am —8pm EST
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OrgaTiglloz:tlon Required Information Additional Context

APM Entity ID (your OCM ID)

v" The (TIN) of a practice associated  If your Practice Site includes multiple
APM Entity - with the Organization Site TINs, you can enter any of these TINs

AN

e v" The (NPI) of a clinician in the gnd ?_n Nglt ags?ﬁlet\t_?&thh fE
practice associated with the ractice Site in tha
Organization Site
We issued your Vendor ID when your
self-nomination was approved
Registry Note: You can only connect to a
(Including v The (TIN) of the registry or QCDR = Registry organization that has already
Qualified v Your Vendor ID been approved by us. You don’t need
g%gssr\fg)es and to connect to a Registry organization to

complete self-nomination for a new
entity (i.e. the entity was not approved
for a previous performance period).

The (TIN) of two practices

il el Sieu participating in the virtual group

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am —8pm EST
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Additional Security Officials and Staff Users

Additional Security Official

If there is already a Security Official at your
organization, select Security Official and
click Submit. You will not be prompted to
provide additional information.

Staff User

If you are a Staff User, select Staff User and
click Submit. You will not be prompted to
provide additional information.

Acouns Dazhboyd > Manoas

Connect to Organization

Step3of3

Select a Role at Greenville Medical Clinic
Choose the role with the level of access you need within the QPP data regorting

system,
Report Data Manage Users
Upload and edit Quality Agd and remove other
users to the arganization.
| Staff User il
@ Security Official v Vv

You chose: Security Official

Ta receive the permissians of a Security Official. you will need to be approved by the
current Security Official at this practice, Your request will be submitted and will appear as
pending until it's approved.

e m

Your Security Official role request is
currently pending approval.

Actount Home » Manage dooacs -

Connect to Organization

Step3o0f3

Select a Role at Greenville Medical Clinic
Choose the rele with the level ol access you need within the OPP data reporting

syslem.

Repart Data Manage Usars
Updoad and edit Qualty, Afd and remove cthar
Erommating Interpemakliy, usars ta the organizabicn
ard |mprowemant Acthvithes
data.

@) stattuser o %

() Security Official W v

Wou chose: Staff Usar

T receive the permissians of a Stall User, you will need to be approved by the current
Securily Dilicial ab Lhis practice. Your reguast will be submilted and will appear as
pending untilits aparoved.

| What s Next?

Your Staff User role request is currently
pending approval.

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am —8pm EST
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Role Confirmation
Pending or Automatic Approval

Once you have completed your role selection, you will be redirected to the Manage Access

page within gpp.cms.gov, to review your confirmed or pending role requests.

e Yourrole requestwill be automatically approved if you're the first security official for your

orgnaization after the required information you provide is validated.

e Yourrole requestwill be pending approval if you're an additional Security Official or Staff
User. Your organization’s first Security Official (or other approved Security Officials) will be

responsible for reviewing and approving your request.

You will receive a notification on the screen that displays the state of your requestas well as

an email notification.

First Security Official Additional Security Official Staff User Notification

Notification Notification

Rola Confirmed &3 Reguest Sent Reguest Sent

Madical Clinic.

o Your are now a Security Official at You have requested the role of o ¥ou have requested the role of Staff
Greenville Medical Clinic Security Official at Greenville User at Greenville Medical Clinic.

Note: The notification example images featured above are for the practice organization
type. All organization types will receive similar notifications for their organization type.

Security Official Automatic Approval

If you are the first Security Official, you will be automatically approved after the required
information you provide is validated. As the organization’s first Security Official, you will be
responsible for approving or denying pending role requests from other users requesting

access to the organization.

Elig Org 20

TIN: 000594263 | 3519 Cervantes Inlet Suite 4914, Bennettberg, FL 3971817134283%90

USERS CMS WEB INTERFACE AND CAHPS
36 connected users CMS Web Interface @ Registered
View users CAHPS Survey ® Registered

YOUR ROLE

Security Official

Security Officials: Manage Access document in this guide.

For more information on howto approve other users in your organization, refer to the

Have questions? Contact the Quality Payment Program

By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov

Monday — Friday, 8am —8pm EST
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Additional Security Officials and Staff Users Pending Approval

If you are an additional Security Official or Staff User, your request will be pending and sentto
the current Security Official at your organization for approval.

Gabrielle Soliz

Manage Access

Pending Requests

Gabrielle Soliz (You) Rolo

O Waiting fav approval from currend Secunty OffciaE)
Big Brg 20 Sacurity Dtficial a ¥ Offeiaifs]

Need to find your organization’s Se curity Official(s)?

If your role request remains in pending state or you do not receive a notification that your
organization’s Security Official reviewed your role request, contact the Quality Payment
Program by phone at 1-866-288-8292 (TTY: 1-877-715-6222) or email QPP@cms.hhs.gov.

Error Messages

Could Not Complete Role Request Error
If you receive an error message while connecting to your organization and selectinga role,
please verify and re-enter the required information. If the issue persists, contact the Quality

Payment Program for further assistance using the contact information at the bottom of each
page of this document.

Sorry, we could not complete your role request. Try again or call the help desk.

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am —8pm EST
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Invalid Data Error

If you receive an error message while requesting a Security Offical Role, you will receive an
error message indicating that we could not complete your role request and that you may have
entered invalid data. You have three attempts to provide valid information to complete your
role request. If you are unable to validate your request (image below), your account will be
blocked from submitting additional attempts and we will manually reviewyour role request.

We could not complete your role request. The data you entered could be invalid.

This was your last attempt. Your role request has been forwarded to the
Quality Payment Program for manual processing. You will be notified once
your request has been processed. Get help from CMS for more support.

e If your accountis blocked due to failed validation attempts, we will receive notification of your
request for the Security Official Role and will automatically generate a QPP Help Desk ticket
(i.e. CS0O0000000) for you regarding your request.

e Once we process yourrole request, you will be notified via your QPP Help Desk ticket that
your request has been processed.

e If you have questions, contact QPP for further assistance using the contactinformation at the
bottom of each page of thisdocument.

Next Steps

e Repeatthese steps as needed to connect to additional organizations.

e Approved Security Officials will need to monitor for pending requests from other users
requesting access to organization(s) in their Manage Access page.

e Staff Users and additional Security Officials will receive an email notification when their
request has beenapproved.

o Followup with your organization’s current Security Official if you have concermns with the
length of time it’s taking for your request to be approved. Instructions on howto do so are
available here.

e Reviewthe frequently asked questions (FAQS).

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am —8pm EST
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Frequently Asked Questions

General
1.1 can’t find my practice when | search forit. What should | do?

Try changing your search criterion — for example, perform a new search using Legal Business
Name instead of TIN, or vice versa. If that doesn’t work, contact the Quality Payment Program
by phone at 1-866-288-8292 (TTY: 1-877-715-6222) or by email at gpp@cms.hhs.gov.

Please note that practice information comes from PECOS, and gpp.cms.gov receives PECOS
updates three times per year.

2.What is aPTAN and how do | find it?

Each clinician or provider has a Provider ou choca Saserity Biichd
TransaCtlon ACCGSS Number (PTAN), Thera is currontly no Security Dfficial at this practics to approve rales. Tharefare, the anly
associated with their NPI; it was issued at e o ety iReaties Rt ervt e
the tlme Of Medlcare enrO”ment and can be In peder ta bo suthorized as the first Secunty Oficial at this practice, entor tha practics
fou nd |n PECOS | NP § limizian associated with this practice and that clirician’'s PTAN
1. Log into Internet-based ———
PECOS. oo st
2. Select My Associates on
PECOS home page. v
. *
3. Select View Enroliments by What is a PTAN?
applicable individual or _ _
) . Provider Transaction Access Number (PTAN)
organ Izatlonal en rOI Iment Each clinician has a PTAN associated with an NP1 number. You received your PTAN
4 . CIle on V| ew M ed icare | D when you first encolled in Medicare. You can laak up your PTAN by logging into PECOS.
Re p 0 I’t Login to FECOS to find my PTAN
5. PTAN(s) are listed in Medicare
ID column.

The first Security Official in the practice will need to provide the PTAN associated with an NPI in
the practice. Click the What is a PTAN by selecting a role to be brought to the PECOS login

page.

3.Who do I contact to approve my pending role request?

The first Security Official for an organization will be automatically approved after the required
information provided is validated. Once there’s a Security Official at your organization, that
individual (and all additional security officials) are responsible for approving all subsequent
requests.

If you requested Security Official or Staff User access and are awaiting approval from the
current Security Official, you may need to reach out to your organization’s Security Official. If

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am —8pm EST
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you don’t know who your organization’s Security Official is, you can contact QPP by phone at 1-
866-288-8292 (TTY: 1-877-715-6222) or by email at gpp@cms.hhs.gov.

4. What do I do if the information | provided for my Security Official role request could
not be validated?

If you receive a validation error message, please verify and re -enter the required information. If
the issue persists, contact QPP for further assistance by phone at 1-866-288-8292 (TTY: 1-877-
715-6222) or by email at gpp@cms.hhs.gov.

5.What do I do if a Security Official has left my organization?

If your organization has an additional Security Official(s) that is active with your organization,
they may remove the Security Official role for the person that left your organization. Otherwise,
contact QPP by phone at 1-866-288-8292 (TTY: 1-877-715-6222) or by email at
gpp@cms.hhs.gov.

6. What do I do if the current Security Official denied my role request?

If you believe your request was denied in error, you can submit another request. If you are a
clinician, you can also request the Clinician role (more information available in this guide),
which doesn’t require approval by a Security Official.

7.How can | change myrole for an organization?

If you need to update your access from:

e Security Official to Staff User, or
o Staff User to Security Official

Contact QPP by phone at 1-866-288-8292 (TTY: 1-877-715-6222) or by email at
gpp@cms.hhs.gov.

8. Our CPC+, ESCO, or OCM Practice Site includes multiple TINs, and I will be the first
Security Official. Does it matter which TIN and NPI that | enter for verification?

No, you can provide any TIN/NPI combination that’s associated with your CPC+ Practice Site
ID, OCM Practice Site ID or ESCO ID.

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am —8pm EST
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Data Submission

Note: Data submission FAQs are updated at the end of each calendar year. Please check the
version history table at the end of this document for more information.

1. A third partyis submitting my datafor me. Do I need to do anything?

We strongly encourage representatives of a practice, virtual group or APM Entity to sign in to
gpp.cms.gov during the submission period and verify the data submitted on their behalf. This
will allow representatives to work with the third party to correct any errors before the submission
period closes. Data submission errors found after the submission period closes cannot be
corrected.

2. We are an Electronic Health Record (or other Health IT) vendor. Whatdo we need to
do?

You will need to complete the Connect to an Organization process for each practice, virtual
group or APM entity you represent.

3. We participate in a Shared Savings Program ACO. What do we needto do?

Shared Savings Program ACOs (all tracks) must submit their Quality data at the ACO (APM
Entity) level.

e Arepresentative of the Shared Saving Program APM Entity will need to be able to sign
in to gpp.cms.gov so that they can submit Quality data through the CMS Web Interface
atthe ACO level. This representative will choose APM Entity as the organization type,
Shared Savings Program as the model, and request the Staff User or Security Official
role. Each ACO must have a Security Official before anyone can request a Staff User
role or additional Security Official roles.

Practices participating in the Shared Savings Program can submit their Promoting
Interoperability data at the individual (Clinician) or group (Practice) level.

e Arepresentative of your practice (i.e. a single TIN participating in the larger ACO entity)
will need to be able to sign in to gpp.cms.gov to submit this Promoting Interoperability
data at the individual or group level, or to view data submitted on your behalf by a third
party. The representative should choose Practice as the organization type and request
the Staff User or Security Official role.

4. We participate in the Shared Savings Program and CPC+. What do we needto do?

Shared Savings Program ACOs (all tracks) must submit their Quality data at the ACO (APM
Entity) level.

e Arepresentative of the Shared Saving Program APM Entity will need to be able to sign
in to gpp.cms.gov so that they can submit Quality data through the CMS Web Interface

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am —8pm EST
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atthe ACO level. This representative will choose APM Entity as the organization type,
Shared Savings Program as the model, and request the Staff User or Security Official
role.

Practices participating in the Shared Savings Program can submit their Promoting
Interoperability data at the individual (Clinician) or group (Practice) level.

e A representative of your practice (i.e. a single TIN participating in the larger ACO entity)
will need to be able to sign in to gpp.cms.gov to submit this Promoting Interoperability
data at the individual or group level, or to view data submitted on your behalf by a third
party. The representative should choose Practice as the organization type and request
the Staff User or Security Official role.

CPC+ practices must submit their Quality data at the Practice Site (APM Entity) level.

e Arepresentative of the CPC+ APM Entity will need to be able to sign into gpp.cms.gov
so that they can submit data for the Quality performance category at the ACO level. This
representative will choose APM Entity as the organization type, CPC+ as the model,
and request the Staff User or Security Official role.

5. Our virtual group includes clinicians in a MIPS APM. What do we need to do?

The virtual group only has the responsibility of meeting the reporting requirements for the virtual
group. The virtual group’s submission will not satisfy any reporting requirements for MIPS APM
participation or be used for the APM scoring standard.

The virtual group needs to aggregate and submit data for all clinicians within the virtual group
for the Quality, Promoting Interoperability and Improvement Activities performance categories
just like any other virtual group.

e The virtual group will need to be able to sign in to gpp.cms.gov to submit their data or
view data submitted on behalf of the virtual group by a third party. (See Connectto a

Virtual Group.)

Clinicians participating in a virtual group do not need to submit data outside of the virtual group
to meet virtual group reporting requirements.
Please refer to this EAQ for more information on the roles and access needed for MIPS
APM data submission.

6. Our practice participatesin a MIPS APM and our clinicians are scored under the APM
scoring standard. What dowe needto do?

You will need to complete the Connect to an Organization process, selecting Practice as the
organization type, in order to submit any individual or group-level data necessary for your MIPS
APM participation, such as Promoting Interoperability measure data. (See Connectto a
Practice.)

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am —8pm EST
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For MIPS APM participation, the APM Entity will submit Quality data on behalf of all eligible
clinicians in the APM Entity group.

¢ Medicare Shared Savings Program ACOs, Next Generation ACOs, and CPC+
practices will need to be able to signin to gpp.cms.gov to submit Quality data on
behalf of the APM Entity or view data submitted on their behalf by a third party. (See
Connect to an APM Entity)

7. We are asingle TIN ACO. How will we submit our Quality data at the entity level and
our Promoting Interoperability data at the group level?

Because you will need access to your organization as both a Practice and an APM Entity, you
will need to complete the Connect to an Organization process twice — one time selecting
Practice as your organization type, and a second time selecting APM Entity as your
organization type.

Additionally, we have a list of single TIN ACO organizations, which will allow the first Security
Official requesting the APM Entity access to complete the request by providing a single TIN for
verification.

If you are an existing user with EIDM credentials associated with a single TIN ACO, you should
see your organization listed both as an APM Entity and as a Practice on the Manage Access

page.

Version History
| Date Description of Change

12/2/19 for PY 2019 submission.

Reviewed and verified the data submission questions are still accurate and relevant

The guide was restructured to shorten it, and new content was added:
Updated title to indicate role selection process (select a role)

7/1/1 o . .
07/1/19 Clinician role references (new documentthat outlines this newrole)

CEC and OCM information (these models can now get acess to their entity)

Role needed for self-nomination (existing Qualified Registries/QCDRs only)

12/18/18 Original posting
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